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B s e Y A O N e = = 0 RS RS 90
B T B =l | = B SRR 91
B2 IP T T BB U oo e et re e abaeaaaae e 92
H 53 ARP 2 HE S RIBE H B U it 93
H 54, STATICROUTE BE E & HZ O iiii ittt e s ae e sra e s sae e be e nre e reesree s 93
55 58 ctRE I 2 & 22| DEFAULT ADMINISTRATIVE DISTANCES ....eccuviiiiieeetieectieeeireeeetveeeveeeeanens 94
T 8-1. LSATYPE NUMBER .....uvvtieitttteeiiutteeeistteteesassseaesassseaesassseeesanssaeeaassaeesanstaeeeastaeessastseaesassaeeesanses 145
H 8-2. OSPF INTERFACE PARAMETER CLI ...ttitiiiiiiiiiiiiiiiiiieiiiiieiiisieiibebeie et beesbneeenbeesenenenenennes 147
H 8-3. OSPF NETWORK TYPE CLI .utttiiiiiiiieiiiiiie ittt ettt e et e e et e e e e ntee e e e enees 148
I 8-4. P-TO-MULTIPOINT NETWORK, BROADCAST NETWORK & & .....iiiiiiiiice e 149
H 8-5. NON BROADCAST NETWORK CLI .vviiiiiiiiiie ittt e e 149
I 8-6. NON BROADCAST NETWORK A B ..ot iie ettt ettt e st e s te et e e snte e et e e st e e anteeesnaeennneas 149
H 8-7. OSPF AREAPARAMETER CLI..eiiiiiiiiiiiiiiiie ettt et e e e 150
TE B-8. OSSP NSSA CLI ..ttt e e e e e e et e e e e e e e e etatreeeeaeeeeaans 151
H 8-9. OSPF AREA ROUTE SUMMARIZATION CLI....uitiiiiiiiiiie ittt e 151
H 8-10. EXTERNAL ROUTE SUMMARIZATION CLI...ciuitiiiiiiiiiie ittt tee et nneae e e 152
H 8-11. OSPF VIRTUAL LINK CLI 1itttiiiitiiiie ittt sttt s st e e e st e e e snbae e e enteeeeennees 152
H 8-12. OSPF DEFAULT ROUTE CLI .uuttiiiiiiii ittt e ettt e e s sttt e e e e e st e ee e e e s e snnnannennaeeenennnns 153
I 8-13. LOOPBACK INTERFACE & & ..ottt ettt e e b e eateeenreas 153
H 8-14. REFERENCE BANDWIDTH CLI ..iiuttiiiiiiiiiie ittt sttt e st e e et e e e s st e e e ennee e e enees 153
H 8-15. OSPF DISTANCE CLIuuttttiiiiiiieiiiiii ettt s et e e e et e e e et e e e e st e e e e nnnaeeeennees 154
H 8-16. OSPF PASSIVE INTERFACE CLI..uiitiiiiiiiiiiiiiiiie e sesttieie e e e s sttt e e e e e sntntaeee e e e s s annnannenenaeesennns 154
H 8-17. OSPF SPF TIMER CLI ceiiiiiiiieiiiiie ettt sttt a e e e st e e e e e e e s nntntanea e e e s e snnntntnnneeeenennnns 154
H 8-18. OSPF ADJACENCY LOG CLI cutiiiieiiiiii ettt ettt et e et e e e nnae e e s 155
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solution

H 8-19.
H 8-20.
H 8-21.
H 8-22.
= 9-1. ROUTE DAMPENING Ofl AIB &= &

H 11-1.
H 12-1.
H 12-2.
H 12-3.
H 12-4.
H 12-5.
H 12-6.
H# 12-7.
H# 12-8.
H 12-9.

H 13-4.

BLOCK LSA CLI ..ttt ettt ee et
IGNORE MOSPF LSACLI ....vviiii ettt
MONITORING OSPF CLI...cooiiiiiiiiii e,
MAINTAINING OSPF CLI..ccooiiiiiiii e,

2 43 28 330

MEMORY DISPLAY ZH2 B E Ol Lot ee e

HEE SH X2 BES .

Hl

ESHEE EE

Hl

. TX-SCHEDULING A& HE O oo
LPORTTRUST A& BB O oo
.DSCP-QUEUE MAP & & HE O ..o
.DSCP-COSMAP A& HZB O .coiiiiiiiceeeceee e
. DSCP-MUTATION MAP & & & 0.
. COS-QUEUE MAP A& HE O .iiiioiiii e
o 20-9.
H 20-10. COS-MUTATION MAP & & HZ X ..o
I 20-11. STANDARD IPACL & & HH

H 20-12. EXTENDED IPACL A& BB K coviieeeceecce e
I 20-13. STANDARD IPACL & & ¥ ™

H 20-14.ACLE QIEHHIOIA HZ22 AE FHH oo
I 20-15. CLASS-MAP A & HZ O oot
I 20-16. CLASS-MAP & & HH

COS-DSCP MAP A& & B O oot e e e
X

J

HEIHAE E R E B e

S 2LIEE BB

E SH ZIS B e
RMON S S et e
H 12-10. RMON ALARMAND EVENT & & & &
T 12-11. RMON HisTtory & & 2 sTATISTICS B &
T 12-12.U9200 SERIES A X2l 27 ¢l &
H12-13. AMAE 2 0|2 8% 3t
H12-14 MAE AKX 22 St 2 883 3E
H 13-1 SWITCH PRIORITY VALUE AND EXTENDED SYSTEM ID
H 13-2 SPANNING—TREE TIMERS
H 13-3 PORT STATE COMPARISON
RSTP BPDU FLAGS ..o i
. DEFAULT STP CONFIGURATION.....cittiiiiiieiiiiieieieteee ettt
LQOS M HEH Y oo

. TX-SCHEDULING MAP & & B2 0] ..o
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B S = Tor oo T (o e s =< = 0 R 372
3 20-18. SERVICE-POLICY 2] CONTROL-PLANE & & & HZ N ..ot 373
H 20-19. RATE-LIMIT 2] CONTROL-PLANE B & A& B K oot 373
T ZEEIE RIBE B O ettt sttt ebe et 381

FTP £ S5 DOWN/UP LOAD BB O ..oviiiiiiie ettt e te et 383

TFTP £ S5 DOWN/UP LOAD BB Gl ...iiiiiiiie et e ettt ettt 385
CONFIGURATION MANAGEMENT Z Z 0 ...ooiiiii ittt 386
BOOTMODE & & & A ABI T AIS BB O i 388
BOOTMODE & & & A AEI M AlS B O oo 388

=Xt

LU9200 SERIES AR Kl 2 @8 ThE A e e 31
.U9200 SERIES AR X2 I E JIBFVLAN & Ol o 75
EAAXN ZEN EEE S ZE JHEVLAN e 76
EAAXN 2N EEE F RS EE JIBEVLAN..cci et 77
A E2 ZdZ R OO 2X E2 2l Sl CHOIH O . 79
A E2 ZdZ R OO EX E2 TS =l & THOITH O e 79
CINATIVE VLAN ettt e e e et ettt a e e e e e e e e ee b e e e e e e e eesann e e s 81

. VLAN & & Ol Ml — TAGGED AND UNTAGGED VLAN .....cocviiiiiiiiiiieciie ettt 84

802.1 QINQ AT oottt 87
HIESRI O EE Ul — S 2 P ADDRESS ...vieivieiteeiteestresitesteeteesteesteestaestreasreesteesteesreesanesresseeeas 95
CHIE R EE Ul — STATIC ROUTE ...uii ettt et et ae e ete e eaeesaeesneeaneenaeenes 96
.U9200 SERIES 2RI XI'Z DHCP SERVER Z A& .ot 99

. DHCP RELAY AGENT 2 Al DHCP SERVER 2| AT Kl & & oo 100

. DHCP RELAY AGENT 2 A DHCP SERVER 2 HIAI Kl EE .o 112

. DHCP RELAY OPTIONBZ .....tttttittteteteteueteueueeeesueesenessesssssssssssssssssssssssssssssssssssssssssssssmsssmmssmsnsnes 114

.DHCP SMART-RELAY S 2 Z X} ..ottt et 116

. DHCP RELAY SERVER-ID-RELAY S & Z Xl ...iiiiiiiic ettt 118
RIPEAEHESTUHERID UM EE L PE E e 140

B 15T e A1 LY@ 151

11-1. il SZE X0 EclE s MEot= ZHE HEote BEIHAE 196
12-1. RMON MANAGER 2} RMON PROBE ......cccttiiitiieitieeiiteeesiteessieeesttessteeessseessesssssessseeessneesnns 212
13-1. SPANNING-TREE TOPOLOGY ....cciitiiiiiiiieieieie et ettt ettt ettt ettt ettt e e e e 230
13-2. SPANNING-TREE INTERFACE STATES ...eieittitiieieteieieieteieteteteteteeeteeeteaeteaeteeeaeeeeeteeeeereeeeeeeeeeeees 231
13-3. PROPOSAL AND AGREEMENT HANDSHAKING FOR RAPID CONVERGENCE .........cccvvveveieienenennnn 236
13-4. VLAN Ofl CHSE LOAD BALANCE .......ciiiietieeiteeiteesteesttestesteesteesteestaesteeesbeanteesbeesbeesaeesanesnreannas 238
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B I T @ I 1 A 1 1 SR 239
18 13-6. CST Ml Al QI Al O LI E R it 239
1) 13-7. RESTRICTED-TCN .. .utiiiutieittee ittt e streestteesteeessbesasesaasseesabeeesaseeasseeasseesnbesaasseessseesseeessreeanreas 270
T12 13-8. SELF-LOOP EE A B ittt ettt et et e e et e et e e ete e eateere e ere e 283
18 14-1 ESTABLISHING A BFD NEIGHBOR RELATIONSHIP......cceitvreiteeesereessteesssneessseeessesesseeessenesssessnsees 291
18 14-2 TEARING DOWN AN OSPF NEIGHBOR RELATIONSHIP .....eeitiresereesstresteeesseeeessesessseessenesseesssens 292
1) 14-3 BFD SINGLE HOP SESSION ..vvieiutiieiuteeitreeiiteeesuteeassseessseessesesssesassessasssesssessassessssessnsesesssessses 292
1) 14-4 BFD MULTHOP SESSION .....utvieiuteeeitreeitreesiteeesateeasseeesssesssesesssessssessassessssessssssssssessnsesesssessnses 293
18 17-1 BASIC VRRP TOPOLOGY ....vvieiiiiieiiiiesiteeiieeessteeasteeassssestesessssesssessnsssesssesassessssssssnsenssssessnsens 319
18 17-2 LOAD SHARING AND REDUNDANCY VRRP TOPOLOGY ...ccuvvieieiiesiieeiieeesieeenieeesseeessenesseeesnens 320
T1E 20-1. POLICY-MAP 1 HI S oottt e st e et e e sareeeareas 371
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solution

OS2 <H 1-1>10t <H 1-2>= & JH0IE0A AMEE 2 & HAl 743

ST BEA #& &89
Screen displays B O S S0 2NE 2 Y| ZEH=E3E
B CLIEEN 2Y
Screen displays bold B 222G S AE Y8 HEN
[Key] & & B JIEEQ I Y E UHEIUH= &2 [Enter] &= [Ctrl]dt 2 0]
s sl As
B = 0|A2 JE SAlI0 Eot= ER [Ctrl] + [z]2 &0l IIE
“+'2 HAZ5IH ES
=LY m 2AGte F20IL 2H0HA ME H2E M AIS
m AAEHHAN ZHOM AAS O LSE6H0F ot= Wet0lH
H 12 28 Y F0 002
otor& = &9
b Notice " EQ8 IS0l EX, HAO, Tip
Warning m AREOl CHSH AFGH, GIOIE &4, L= AlA
AS N2 = Ues FAE
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solution

1.3. &dE =AM

U9200 Series 27Xl g2 OS2 201 240 = ZHI0l tiet =0t Hel 32= U352 M=

d=2 Solod & %= JTH
=g &8 FRUE
Hardware Installation Guide B ALX SIEAN &X
m X)) 2EEE EF
User Guide m MEIA HS2 flst 28 38 &8
B AAE 22 22 & A2,
m 27Xl ol Z(Trouble shooting)
b Notice U9200 Series AR XIE ZL&E PRUIAA HEKAAQ IﬂaOﬂ Chst =l Al
24 Y 2 2 E2 EH 0| X (http://www.ubiguoss.com)S S0t L2

SE EHU AHIAE FE = UL
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Display ARP table entries
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solution
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,//

boot

clock

config
config-list
cpu

cpu-filter
cpu-mac-filter
cpu-packet-counter
cpuload
debugging

dump

dump-file
environment
flash:

flow

flow-rule
history
hostkeepalive
inet-service
interface

ip

lacp

license
llcf-group
logging
loop-detect
mac
mac-address-table
mac-count
mac-threshold
max—hosts
memory
mirroring

mode

ntop

ntp

policy
policy-map
port
port—-group
port-mib
private-edge-vlan
privilege
processes

gos

rate-limit
rmon

route-map
running-config
sdm

self-loop-detection

service-policy

When system booting, physical port shutdown or not
show current system's time

Show config file information

display config file list

CPU information

CPU Filter

MAC Blocking Table based on CPU load

CPU packet-counter

CPU load information

Debugging functions

dump-traffic

tcpdump log file

Temperature and FAN status information
display information about flash file system
flow-rule

flow-rule

Show all contents of command history buffers
Check the keepalive for the specific host
Display enabled internet services

Interface status and configuration

IP information

Port group information

Set enhanced software feature license

Link Loss Carry Forward group

Show all contents of logging buffers

Enable self-loop detection

Display MAC address table entries

Display MAC address table entries

MAC count configuration

MaxMac Threshold information

MAC count

Memory statistics

(max-hosts) configuration
Port mirroring configuration
command mode

NTOP Web service

show current ntp status

Policy Map Table

Policy Map Table

Port status and configuration
Port-group configuration

Port-Mib Count

Private edge vlan configuration
Display your current level of privilege
Active process statistics

Qos configuration

Display rate-limit control parameters
Remote Monitoring

route-map information

Current operating configuration
Show SDM configuration

Enable self-loop detection
service-policy information

U9200 Series User Guide
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sflow sFlow

snmp display snmp configuration

spanning-tree Spanning tree topology

startup-config Show startup config file information

switchport Switching port configuration

syslog syslog

system Display the system information

tc-table traffic-conditioner-table

tech-support Display general information about the switch

temperature Temperature and Threshold information

track Tracking information

uptime Display elapsed time since boot

users Display information about terminal lines

version Display the system version

vlans VLAN information

vrrp Virtual Router Redundancy Protocol (VRRP)

whoami Display information about the current user
Switch# show
22 CS8Y 1SS show FHOE S5101 2B (1S D 20 show PO U2 = 2 0] 2'S &
Aot Ch23 20l show B0 CHet 40l EAIE D HMIF ZEO0IHA OIS BE 282 I
gl Ch.

Switch# showi

show Show running system information
Switch# show_

P UMM 2ETt= LE AEHE 210 X Hetet BES LE0D otk JDHH p'E XD SN
g0l 78 XM p'Z AEot=E AE HEUS 2IAED CIS 20| EHEC 228 29 XIF st
E2 CHAl HEAIDEESEAN HAOF ZE0IBEA LSS HIISHC
Switch# show pi
pdp Global PDP configuration subcommands
port Display port configuration
port-group Port group information
Switch# show p_
2.1.3. ©=x330 &4
U9200 Series A?| X2 CLI= H&0 & IctOIHE CF Y=HotA 21, &= HHHE S& a4ds X

ot 222 HE02 H FAHl =NE 20 @S B S St

b Notice CHE HYS AIRE M, AIAE 2 XHE U200 Series A 21 XIJF H & 0f
TR QAS & JUATE S5 LA OF BHCE Ve Ambiguous
JL. OIXE oig 220 2=

t
JrZ2 ottt 0le B8 0 It AS= 2f0letlh
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Show all contents of logging buffers

IP information

Ambiguous command.

logging

Switch# show ﬂﬂ
ip
Switch# show i
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- =
o= 018 &g
A.B.C.D B PR EEANEY OATIE 20
A.B.C.D/M ® |P prefix £ 20/ (0. 192.168.0.0/24)

g9g0 49
[Ctr]] + [A] B HANE B HE22 0I5
[Ctrl] + [E] B HANE S ELZ0lS
[Ctrl] + [B] m HNE B HOH FZ0IS
[Ctrl] + [F] m HANE S SN Y2 0S
Backspace A 2o B =XE A
[Ctrl] + [K] n S HANZRE E9 2K 2XE A
[Ctrl] + [U] n S HAZ2RH E2 SN 2XE AN
Tab B HHOO LRES X1 [tab]2 XIH 1 prompt 0l A 22 prefix S
JHE BEAHI el H UAS R 2UAEE HA
BSOS HEAHOHJUAS B FEUH UHHA 222 24
[Ctrl] + [P] €= | 1] " OpXIS S HBEUHRH el W= 20 WKL HE O S0l CH&t
olgg HAl
[Ctrl] + [N] £= " OIS HIENE EA
? B prompt 80A AIE JlsSst B3 A 2|AEQ 84HE HA
m HHNHOSH 7E NS ZR, 0 B0 G0l L=olior & ot
ctOIH 2IAEE HEAl
B 2EHO N HIZ 20HA 7S LHUS B 22 prefix E
IR HBAHL 2IAEE HA
Return £= Spacebar & ® --More -- 0l Return 9| € =28 L& &t line O Al
=Q ® Spacebar £ =29 U2 HOIXJt EAZH, QE $2H =5t
prompt & B2 & &
22. ARIXIEEOH 2E
U9200 Series AR X|= <H 2-3>% 20| CHYst AR O LEE XSS 2 AAX HEH 2

SOt 2E X0 =0 Xl= detoll= X019+ AUTH
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-
H 23 AKX HEH 2E
2= o8XDE &9
User 2& Switch > m BEESHEFEE UAZO0
Privileged 2& Switch # m AAE HAEE SE6HLE Al
B 2o dds A E
Config 2& Switch (config) # B AQXo B AHE S 22
2ot BHE
Interface 2 & Switch (config-if-gil)# = OIHHOIAS B3 SHES HE
Switch (config-if-vlanl)#
Router 2 & Switch (config-rip)# ® RIPO|L} OSPF S2| ctRE
Switch (config-ospf) # FESo H#F d4¥3= HE
DHCP pool 2& Switch (config-dhcp) # ® DHCP =2 pool £ &3
b Notice YO ZISTLEE 24 22 LIEHUE 2XZ 20l U9200 Series A9/ Xl
9 0IES SAE 0IE2Z AtESICE & JH0IE WA= ‘Switch ZEEZEES
ST SAE OE2Z M ALEeTE
AMAE 2 A= U9200 Series ARAXIC HEE &8 € [, el JHXl ]2 ZEZEE HotA &
Ch ZBZE= 82 83 20N 28T He |IXI0 2 U= XNE SAE0H ARX 2E
S22 HEGH| M= BIEAl ZEZEE X2 oHOF2H SHCH <E 2-4>2 AXQ HHH 25 A
12l 0l s g
H 24 AXQ HHON 2E ALOIS OIS
=0 49
enable m User 2= 0 Al Privileged 252 0l
® Privileged 252 INAREE S ER
disable ® Privileged 2E0lAM User 252 0l=
configure terminal " Privileged 2= 0l A Config 252 0|S
interface ifname ®m Config 2= Wl Al Interface 2= 2 0| S
router {riplospf} " Config 2E0 A Router 2E2 0| =
exit B O|NMe 2= 0|8
end B - ZE0|ME Privileged 252 0|S
®m User 2E0IA= 0l SotAl =L
ip dhcp network-pool name ® Config 2E0A DHCP pool &8 252 0|S
ip dhcp host-pool name
29
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2.3.  U9200 Series AL Xl Jt=

U9200 Series AR Xl= M3 Jt=2 M, ANl HIAES Aot ScHAl HIZ22Z2FH OS image £
HOA HIZ2210 2 610 AIAEIS AIZSHCH AIAE 2E0| 225 H Z2HAl HIZ2I0 HEZO U
= 0| && & 3F gl(startup-config)2 £ Y &tCH.
b Notice U9200 Series A% Xl= AlAE oHE &= 2150 Primary 2 Secondary s
S Ji2l OSimage € &2I&tCt. JI2& 2 Z Primary OS image )t 2& &
EELEEHV O'Om, 2d e AKX boot 2= &= privileged 2 =0

= stds 4 = HdE d3ot, SH E2 =& S st AlAE
2 7N Exo SEHOZ A0 &5 = UL A/AXO H=ok)] RS JHE J|=2H2 HYH2
U9200 Series A2IXIJt MIBote €52 & LEE Sot0 & H=0ot= 210/CHOut-of-band
management).

ARAXZ HEole &£ UE L2 FZXUHAM telnet EE2 1= 0/=6t= AO0ICH AZXIUA telnet
HZE /s 259 ZEE KN&AoHN=E @10 AHA ZEE Sol &¥=ot== &tlt(In-band
management).

23 X= otehel HHEE AL=E6H0 U9200 Series ARAXIE 2telg &= UL

ZE ZEN HOIES HZoHA CLI 5.
TCP/IP JIEt HIER/I QWM Telnet HZ S AFESH0 CLI & 5.
SNMP Network Manager & Sl M 2tel.

U9200 Series A® Xl= 29 22l E /ot TS 201 SAl 885 A&

o
P
0
]
a

104e 2& A&
Z|CH 10 JH 2] telnet A &

241. =Z& HZ

AMAEN WHEE CLI= RJ-45 EE12 0IHY LEE Sot0 &=0| Jtsotlt 0l € ®I6t 29 &Y
£ = terminal emulation 2 ZERIHIt EHE FIAHOIE)E 9 &, RS-232 DB9 LEE X2l 0F
StCt. & EE&= U9200 Series ARIXIS 2% =B SGIM(Switching, Gigabit ethernet I/0 &
Management Module) 2 = 0fl & X = Ct.

8 2-1>1F 60| U9200 Series AR XIJF MBdte 2 ZEN 2 ¢S AZSHCH 2 HZ0|
AN TETED ULDN 20 T2 MAE >ESHT

U9200 Series
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Out of - band Management

N\
3

= ~=E

b Notice 28 2o 48 Y Y S LE H HF2 U9200 Series AP Xl o=
Y |

2.4.2. Telnet ¢ &

AMAE 2= TCP/IP & telnet 85 JI52 JHAILD U= AAAHOIES S0+0 U9200 Series A&
FIXN0 52 == UL Telnet = ALESH)| ?IoHH, 2S A= ID R HIZHSE dF6HHOF ot 0, A9
AN= ZBHE ottt 012 IP =4S I D A0 OF &L,

telnet {<ipaddress> | <hostname>} [<port number>]

Telnet HZ0| 4382 &HTH MEBA MARKEES Y&Eotete ZEZED £, telnet AHE A+ IH
£ il u

2.4.3. SNMP Network Manager € S8t ¢ &
)=

Simple Network Management Protocol (SNMP X&ote HEst WEKZ 22lI|(Network
Manager)E Soll Al & U9200 Series A X E 2|8 = UL,

tet.

Ol

b Notice SNMP 0f| CHSH =I1EQl B8 = <2.7. SNMP>EE2 &X
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25, T Bl YOS
251 AEX FIFL AN
NAE 2HTe 22 ZEL telnet 2 SahA AQAXI0 2001 & 2 JCH 2012 2ASHA AFEX
SE0| 2 R0tCH U9200 series A X= MEXE O, AH & = U0 229 AFS X0 CHol I
AL E QL A B session timeout Al 2+, Access List E X & == ULH.
MNEX HEH2 privilege level 2 ESEIC. privilege level 2 1521 222 Ot FRE0F RESHL,
0 OlAl 14 ALOISl privilege level 242l 222 ALE0HAl 2 =Lt privilege level 01 15 @1 AlEXt=
enable mode 2 S0HZ == AU, 1 212 privilege level & 2= ALEXt= Privileged mode 2 =0
2 2 0 M22 MEXE S5t privilege level 0] 1 21 ArE Xt SEE .
b Notice Access List 0fl CHSF FIHE QI 2 =< 2.11. ACL>E S & X5}t
H 25 A/AX AIEXR FOH L AR FEN
a0 49 ec
username userID ® yserlD MA Config
nopassword = password Jt {Ct
username userID password ® yserlD MA Config
password B USHEX L2 password E &S 2=
username userID password
0 password
username userID password ® yserlD MA Config
7 password m 2S5t password £ 2/2 gH=[}
username userID privilege m yserlD M4 Config
<0-15> nopassword = password Jt {Ct
® privilege 15 0| H Jt& =2

privilege(privileged mode & 245 &)E A=

Ct.
username userID privilege m yserlD M4 Config
<0-15> password password = privilege 15 0| ™ JI& =2
username userlID privilege privilege(privileged mode X /51 2)E =
<0-15> password 0 o
password

B ASolE X Z2 password E 2 2=

username userID privilege m yserlD M4 Config
<0-15> password 7 ® privilege 15 012 Jt& =2
password privilege(privileged mode & 251 8)E =

Ct.
32
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A

B 24SotE password E 28 2 =0

username userID timeout ® yser & session timeout Al 2+(2) & & (default  Config
<0-600> 20 2)
no username userID ®m yser & session timeout Al 2H(E) &M A Config
timeout m XJ| session timeout Al2H20 2)2 2 T/ =2l

Ck.
username userID access-— m o & user 0fl Access ListE & & Config
class <1-99> B gccess-list-num :<1-99> 0|, standard

ip access list £ 2/0|
no username userID m 5 user 0l & Access List 2 off Al Config

access-class

no username userID ® yserlD AHA| Config

= yserlD Jt root O H A KISl X 8 1) password
J} default password 2 HH# Cf.

25.1.1.

INE=INIE=) =N |

ne

Switch# configure terminal

Switch# configure terminal

Switch (config)# username lns nopassword

Switch (config) # username test password test

Switch

(
(
Switch (
(

config
config

# username admin privilege 15 password admin
# username admin timeout 50

)
)
)
)

Switch (config)# end

Switch #
i

show running-config

service password-encryption

|
username
username
username
username
username
|

Switch#

root timeout 0

Ins nopassword

test password 7 xx1LtbDbOY4/E

admin privilege 15 password 7 xxizlFI3TBLPs
admin timeout 50

2.5.2.

U9200 series A2 Xl= Al

WASC 4

8 2ots ol TS 22 2 e IHARAEESE ASEHTH

®  Enable I1ARIE
B Privileged 252 2012 SHOZ A&
B AIEXN HARE

B Z=0[Lhtelnet S Soll AISXH 2EZ HAA S [ AME
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H 2-6. A9IXIQ Enable INAKE &8 HHY

o124 SH9 2c

enable password . _ .
B Privileged 25 INAREE XIF Config

password

no enable password ® Privileged 2E AR EE AR Config

service password- ® password encryption mode € & & Config

encryption

no service password- = password encryption mode £ A K| Config

encryption

b Notice ~ AEX IHARIC SFHPS <2.5.1. ABKH £t U A K>S &D5tet

2.5.2.1. Privileged 2E INAQE &F

Switch# configure terminal

Switch (config)# enable password lns
Switch (config)# end

Switch# show running-config

!

enable password 0 lns

!

Switch#

2.5.2.2. AR E encryption & &

2 M EX0l IIARE HF = show running-config &

Ct. OIE 2 XI5tI] 2160 U9200 Series A9 Xl= IHARE encryption 2

Switch# configure terminal

Switch (config)# service password-encryption

Switch (config)# end

Switch# show running-config

!

enable password 7 xxEp88GxHJIgc

username lns nopassword

username test password 7 XX1LtbDbOY4/E

username admin privilege 15 password 7 xxiz1lFI3TBLPs
|

Switch#
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253. S HEY LF

25.4. ALIXI0 login Al

U9200 series A9 Xl= AlIAEN E=0t=
AtE

Hoz= ALK

AolsnzE

SEHN U=

IS gy €3

Aol D2 HARE

Z 0l RADIUS 2t TACACS+SE 0| 8ot &30t 222l A
=

e

BEHIOIAN JISE MEN EE2E MESIH 8= 2

ALZ X0 CHet 015 S Thekot

F

[Lin iyt

=)

H27. AN AE E4F HEN
=0 49 2c
authentication login authen- ® tgcacs server 2 AI25I0] IEs AL Config
type chap password £ chap $AI2Z 2S3totH &
S &L
no authentication login B tacacs server £ AIE0I0H 2ISE 32 Config
authen-type password & 2S5 35totXl &=C
authentication login enable m A& Q21Z8Al(local, radius, tacacs)S  Config
(local | radius | tacacs) K ENBHTH
B (i DKl el SEAlS deig == QT
no authentication login B A25IE 2 4T E I=SgAlS AF26HK|l  Config
enable (radius | tacacs) o2 AFBH}
" local QIS A2 SHAH ALRBHCH
authentication login primary m AXMOZR OI= BtZ 0l=gAlIE AAF & Config
(local | radius | tacacs) Ct.
no authentication login B QAXMOZ OI=E B2 MAFEHol=gtAl Config
primary (local | radius | = UM BHCH
tacacs)
authentication login ® radius Lt tacacs £ CI= gt A= Config
template-user userID Dummy user £ X & & 2= UL}
= X| & 3dt= Dummy user = local database
Ol SEZ 0 A OF BHCE.
no authentication login = A XS Dummy user £ ol Xl &tCF. Config
template-user
show authentication login m QISHIAIOl = A2t AIRUHEE B0 =Lt Privileged
254.1. MNEXHOIE &S
U9200 series AR K= AL Q1S HEHOZ J|IE AXN SEEH A= AFEXID 2 HARKE
E ME0IH &% #Hst R E &0I5t= L3 RADIUS MH E 0| 2dt= 28, TACACS+ AIHE 0|
Eot= HH0| UCH Ol 3IHA LS Aoz MEDJAHU B2F MEOIESE 888 =~ UL
SHOLAl Ol&te HEHE AIESE 22 U R8I =28 23 Y422 215S AXEHH local
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Switch# configure terminal
Switch (config)# authentication login enable radius
Switch (config)# authentication login enable tacacs

Switch (configqg) #

( )

Switch (config)# authentication login primary radius
( ) # authentication login primary tacacs
( )

Switch (config)# end

Switch # show authentication login

precedence method status
first tacacs enable
second radius enable
third local enable
Switch#

2.5.5. privileged mode &Y Al OIS &t &5

U9200 series A Xl = privileged mode 2 S0 S [ AFS XAl CHEE
Ch. 2t o=2= AX0 S0 Ues enable THA
& | TACACS+E 0|2

2dHS ot €38 = U
= 2

=¢ 5
== Y22 MEot 5 det0l = ALCH

CE AEot0 B &0l = AIXIEH ALS

# =
& 2r2Fol MO DX 2 L= CIOTE HIOI A0 I

|.I:§ A—!I-IOI.

H 2-8. privileged mode AtEXt 215 &3 HZE

o120 A9 2c
authentication enable enable m A& 0IF YAl (local, tacacs)2 &8 Config
(local | tacacs) Ct.

B O] JHAl QI SHA S HEiE = UL
no authentication enable m AIEolEE d8E S A S AFEotAl  Config
enable (tacacs) aC= &}

B |ocal QISHAZ SHAF AL EHCE
authentication enable B 2AMOZ OIS B85 olzHtAlS A AGH  Config
primary (local | tacacs) Ct.
no authentication enable B 2AXMOZ OIZ B2 MEYEH0I=8Al Config
primary (local | tacacs) = SHNIBHCH
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show authentication enable B QI=HIAIO =A1Qt AIEHEE B ZCH  Privileged
2.5.5.1. privileged mode AIE Xt 0I5 & A

U9200 series A2 Xl = privieged mode 2 SOHS M AIE X 215 YHOZ J|E9 ALX0 SEO
U= enable IHARIEE AIE0IH E% HEt IR E &0I6t= LU TACACS+ MBI E OlEot= &
HOl ULCH Ol 2 JHAI LHE MM OZ AIZSIHLE E5F AIEotEE 283 == ULL

SEOLRI Ol&te 22 AESE 2 HAY =Rt =2 S HYA2Z 252 A& local
database & AIE56I0 21Eot=E &R, local database A SSHX %2 AISXZ 2EE AMEolH O 2
HERE He oS HAOZ 015S AlEotl), 2150 &IHoHH enable AR EESE ChAl RE &L
TACACS+ ANHHE AIE0IH CISote B2, M2 SES oAl ol ES AN = A2V OB 2
HERE A=0S BAMo=z OIS2 ATotd, IS0 AIH5HH enable HARKEE CHAl RESHLE

Switch# configure terminal

Switch (config)# authentication enable enable tacacs
Switch (config)# authentication enable primary tacacs
Switch (config)# end

Switch # show authentication enable

precedence method status
first tacacs enable
second local enable
Switch#

256. &8RN
2561  ASX &S 20

-

U9200 series A2 Xl = Al AE0 E=0t= AFE X0 CHEH 28t 2

SHE CHASHH &3 E = UL
detdoZ= AAXN SEENH U= AHZ XS privilege level ot

m o g
g =X
b Ot

RADIUS 2 TACACS+SZ 0/ &0t login st 22 222 A I ORI D A= GIOIEHHIOIAN JI5&
MEX B2 E ALESHN privilege level 0| =M &I Ct.

T 29 MEX ZEH 20 &8 HE N

=Rl &9 oc

authorization exec (tacacs | ® tacacs &= radius MHE S5t 1= &  Config

radius) 2 32 Y ABHOIAM privilege level S &

o2C.
B Jocal 242 &4 ALE ST

no authorization exec ® tacacs £ = radius A0l A privilege level  Config
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(tacacs | radius) S YR LE= EHCY.
® |ocal &A 2 &4l AtEStLY.

MNEX #HEt 20 &3
U9200 series A Xl= AIS A AHE 20 S Z JIE=2 AN SEZNH U= ALZXE privilege
£ 2= &Y RADIUS AAHE 0l Z0ot= &8, TACACS+ MH E 0| &0t= 20| QUCH 0l 3JHAl &
HE HHAEOZ A2t HL 25 AIE0IEE 888 £ AL
SHOLAl Ol &te] HHE AIEE 32 R28c=%l= <25.3.1. AX 0l login Al 915 98 8F>0 M=
FE 2L,

Switch# configure terminal

Switch (config)# authorization exec radius

Switch (config)# authorization exec tacacs

Switch (config) #
2.5.6.2. HEO st 510t
U9200 series A9 Xl= G A& M0l TACACS+ AHZ 2Tt 6IIIE @& & %= UL
H2-10. 980 2E A &8 HFO

3 0f ET=) ac
privilege (user-mode | B GY REHM AEElE HEOH 2 privilege Config
privileged-mode | config- level & B & BHCY.

mode | interface-mode | B <0-15>: HHNC privilege level & 2/0I.

router-mode | dhcp-mode)

level <0-15>

no privilege (user-mode | B GHiY 2E0M A™¥EE BE O priviege Config
privileged-mode | config- level 2 J|E2gte g2 SJ L.

mode | interface-mode |

router-mode | dhcp-mode)

level

show mode privilege B HYN 2= E2 8FE privilege level 2 £ Privileged

o4 =Lt

H2-11. 830 &5t 43 28

o130 A9 2c
authorization commands <0- B 3HE privilege level 2 Z= S E &&dt Config

15> tacacs Ol H0fl tacacs+ MBI 0l 28 51018 RE5}
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C=2 MAX
4/ o

M
]

Ct.
AN 2 privilege level 2 210].

[u]

B 0-15>:H

no authorization commands B tacacs+ AHO & B2 QAEGHK ¥ Config
<0-15> tacacs E g F &t

B <0-15>: HE A privilege level 2 2/01.

30 det oIt £F

U9200 series A2 Xl= HH N A&t S
YN LE HZ privilege level 2 2
StCh.

I Bt O 2 TACACS+ AIHI 2 0|28t}
048t privilege level 22 A& 50t @A HEE &3

Switch# configure terminal

Switch (config) # privilege user-mode level 2
Switch (config)# authorization commands 2 tacacs
Switch (config)# end

Switch # show mode privilege

COMMAND-MODE LEVEL
user-mode 2
privileged-mode 10
config-mode 15
interface-mode 15
router-mode 15
dhcp-mode 15
Switch#

25.7. HEAF 2
2.5.7.1. Hl& &2l

U9200 series A2 Xl = TACACS+ A0l AIAE E LHY

o
o
J
o
I
30
[w]

H2-12. HI& &2l €3 340

280 =k 2c
LIS S tacacs+ MB{0Il DS  Config

accounting exec (start-stop m A\AE A

I

| stop-only) tacacs stC}.

[

i

® start-stop : Ml & Al &1t PFIIE

2
=
® stop-only : HI& 22+ IS,
=

no accounting exec " tacacs AIAEN = LHH S tacacs+ Al Config

,,—"/
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N& 2el &3

Switch# configure terminal

Switch (config)# accounting exec start-stop tacacs

Switch (confiqg) #

2.5.7.2. HEO &
U9200 series 22| Xl = TACACS+ AH Ul HEH alal LHF =S IS = UL
H2-13. 8380 22l &3 280
o124 o 2c
accounting commands <0-15> m O & privilege level S 2t= HE {9 A Config
stop-only tacacs & L™ S tacacs+ A B0l D= &L
B <0-15> BN privilege level £ &
al.
no accounting commands <0- Gl E privilege level © 2t= F3 02 &l Config
15> 3 LH S tacacs+ A0l 25X L=
Ct.
m <0-15> HH N2 privilege level E 2
al.
IO 2el &3
Switch# configure terminal
Switch(config)# accounting commands 15 stop-only tacacs
Switch(config)#
258. QB AH &3
H 2-14. RADIUS A 83 EEOf
g30 &3 ec
radius-server host A.B.C.D radius-server & & &t(C}. Config
no radius-server host m A A=l radius-server A K| SHCY. Config

A.B.C.D
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radius-server host A.B.C.D radius-server & & &tC}. Config
key encryption-key ol S server Ol = [ AFEdtE
encryption key £ & & &tCh
radius-server host A.B.C.D radius-server & & &tC}. Config
auth-port <0-65536> i server Ol E=& [f A2 5Hs auth-
port £ & & &tCt.
no radius-server host ol S server 0l =< [ AHZ0t= auth- Config
A.B.C.D auth-port port £ AN 8HCH.(AH K € 2 default auth-
port £ AFEEHCE)
radius-server host A.B.C.D radius-server & & &t(}. Config
auth-port <0-65536> key SHE server Ol ® =& [ AF23t= auth-
encryption-key port = & & 5t}
o & server Ol 5 [ AHE0t=
encryption key £ & & &tC}.
radius-server key radius-server 0ff =g [ AFE0l= Config
encryption-key general key & & &tCh.
server 0l key It XX &2 0]
general key £ AtE8tC}.
no radius-server key A ™ & general key £ AHHIStCF. Config
radius-server retransmit radius-server 0f =8 2 MAIE 242 Config
<imo> SHEHC
no radius-server HHFE WAE &5 ARNSHC . (default 3 Config
retransmit 3l)
radius-server timeout <1- Sg i3IS 2H0H0F 5= Al2FS XIF BT Config
1000>
no radius-server timeout A A E timeout Al2tS ALHISHCE. (default 5 Config
=)
RADIUS A &3
02l JHel RADIUS MHE &3 & =+ QUL B Z3E MBI S4S otXl ol 2SS A =
AHOH O3 MHZ 2ES= AT EHC
Switch# configure terminal
Switch (config)# radius-server host 192.168.0.1
Switch (config) # radius-server key testl23
Switch (config) # radius-server host 192.168.0.2 key lns
Switch (config)# radius-server host 192.168.0.2 auth-port 3000
Switch (config) # end
Switch# show running-config
|
radius-server key testl23
41
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radius-server host 192.168.0.1

radius-server host 192.168.0.2 key lns
radius-server host 192.168.0.3 auth-port 3000
|

Switch#

H 2-15. TACACS+ A &3 HE

2o &89 Qc
tacacs-server host A.B.C.D ® tacacs -server & & St} Config
key encryption-key " O server Ol ¥ T AIESHE

encryption key £ & & &tCt.

no tacacs-server host m M XA E tacacs -server A K| &HCE Config
A.B.C.D

tacacs-server host A.B.C.D B tacacs -server & A &t} Config
timeout <1-1000> key " SE S 2O0I0F 5= Al timeout S

encryption-key X & BT

m oiE server 0l 85& [ AtE0ot=

encryption key £ & & &tCh

tacacs-server host A.B.C.D B tacacs -server & A &t} Config
timeout <1-1000> " SQ IS 200 5= A2} timeout S
XZettt

TACACS+ AH &8

Ol JHSl TACACS+ MHE 28 & = ULH HM 28 = At S4S 6tk
Lo S MBIZ 2I5S AIESHCH

M0
%
re
Ol
o
=
H
1]
2

Switch# configure terminal

Switch (config)# tacacs-server host 192.168.0.1 key lns
Switch (config)# tacacs-server host 192.168.0.2 key testl23
Switch (config)# end

Switch# show running-config

!

tacacs-server host 192.168.0.1 key lns

tacacs-server host 192.168.0.2 key testl23

|

Switch#

2.6. Hostname &3

Hostname 2 2& Al AIAE S F2E0t)| ?loi ALSE == UA2H WetM S2E/Telnet 32| ZEZE
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= hostname 1t &M HEH R0 222 0120 A UL U200 Series A 2| Xl = default 2 Al A
8o REHS hosthname O AIZ6IH SHXJH0IE HAEE £ UL
H 2-16. Hostname & & &0

H3E &9 2c

hostname string m Hostname & B A Config

no hostname B Hostname 2 default gt & H & Config
Hostname € & & ¥ H&ol= EXte= G224 &0

Switch# configure terminal
Switch (config)# hostname P9000
P9000 (config) # end

P9000#

P9000# configure terminal
P9000 (config)# no hostname
Switch (config)# end
Switch#

2.7.

SNMP(Simple Network Management Protocol)

SNMP Network Manager = Management Information Base(MIB)S Kl 3ol= AXIE 2el& 4= U
Ct. 222 Network Manager = 2¢2l2 HOIE <M AEX CLIHHIOIAE HM38CH SNMP
manager £ U9200 Series A XIE 22Iot DA & e AKX 88 &30 Z L6tCh.
LSt SNMP OOl EE E20H)| Aol = AAXI0 StLE Ol &2 IP =4 8F0| 2 R0ICH IP =249
& & 2 “P9000 Series_User Guide_4/05 & IP 2/& &4 %" 2 A E & 10otct.
H2-17.SNMP &3 843 ¥Y
N A9 2c
snmp-server contact string m System contact 32 E H Config
snmp-server location string ®  System location NBEE HY Config
snmp-server community string m SNMP community & &3 Config
[rolrw ® 1o :read only
[host A.B.C.D/M] | ® rw: read write
[access-class <1-99>]] ® AB.C.D/M: host IP address / prefix length
B <1-99>: standard IP access-list
no snmp-server community = SNMP Community S A} K| Config
string
snmp-server enable traps ®m SNMP Trap 2 Trap-Host il Hl &&6t==  Config
43
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[notification-type] PP
[notification-option] B notification-type:trap 18
(config, environ, multicast, other, perform,
resource, security, snmp)
|

notification-option: 2t trap 15 0fl
=5t HE trap &=

no snmp-server enable traps ® SNMP Trap S Trap-Host 0l il &5t &  Config
TE 43

snmp-server trap-host ® SNMP Trap Host 2t trap 2 8 S & [ A& Config
A.B.C.D community string & community £ & &

no snmp-server trap-host ® SNMP Trap Host £ At Config
A.B.C.D

snmp-server agent-address B AQXIOA MEGHE snmp THA 2l X Config
A.B.C.D PE XX

no snmp-server agent-address m PIXI A &SotsE snmp 22l SEX] Config

PE XI&ASGHA %*%

snmp-server trap-enterprise- ® SNMP Trap 2l enterprise OID £ Config
oid InsNotificationMIB InsNotificationMIB 02 &%

no snmp-server trap- = SNMP Trap 2 enterprise OID & HZ Config
enterprise-oid trap 8202 AF

snmp-server trap-version 2 ® SNMPV2 Trap 2 85015 &8 Config
no snmp-server trap-version ® SNMPvlTrap 2 8505158 &8 Config
show snmp [trap] B snmp EXE &£ Privileged

® trap:snmptrap &8 £
b Notice U9200 Series 0l M ‘show snmp [trap]]’/BBE KJSHA &L= A4
Xt UAS = UL

2.7.1. SNMP Community &3
Community string 2 A A& D 21 Network Manager ALO|2| 2tEHEH &S o1 J|ls2 NS&HT
U9200 Series A Xl= S JHXl & EH 2l community string 2 K| & StC}.

B Read community strings
B OAIAE0 2D
B = )| 88 £FE public

B Read-write community strings

| & Z(read-only)2 2 &=

B AAEN D] L MD(read and write) & &

MNX™ S
= o T

B J|2 8 M

private

Switch# configure terminal
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Switch(config)# snmp-server
Switch(config)# snmp-server
Switch(config)# snmp-server
Switch (config)# snmp-server

Switch (config) # end

Switch# show running-config

community public ro
community private rw
community lnsl ro host 192.168.0.0/24

community lns2 rw access-class 99

|
snmp-server
snmp-server
snmp-server
snmp-server
|

Switch#

community public ro

community private rw

community Insl ro host 192.168.0.0/24
community lns2 rw access-class 99

i

Notice

N™H D
=2 o T

S|

access-class < 2.9.ACL >

2.7.2.
0

SNMP Trap &3

ofLE Ol&tel HIER A &2l S20| oIS E trap receiver 2 M A& E == RUCH U9200 Series A Xl =
2 = trap receiver 8l H SNMP trap 2 & &8t

Switch# configure terminal
Switch# (config) # snmp-server
Switch# (config) # snmp-server
Switchi# (

Switch# (config)# end

config)# snmp-server

Switch# show running-config
|

snmp-server community public

trap-version 2
enable traps
trap-host 192.168.0.3 community public

ro

snmp-server
snmp-server
snmp-server

trap-host 192.168.123.100 community hepark
trap-host 192.168.0.3 community public

enable traps

config slotAdd slotDel GBICAdd GBICDel powerStatus

fanStatus selfLoopDetect fanActivateStatus fanModuleEquipStatus

snmp-server enable traps environ tempUpRise tempUpFall tempLowRise tempLowFall

snmp-server enable traps other change setResponse

snmp-server enable traps perform rmonRise rmonFall bpsRise bpsFall ppsRise

ppsFall sysMacRise sysMacFall cpuMacFilter
snmp-server enable traps resource cpuUsageRise cpuUsageFall memUsageRise
memUsageFall
snmp-server enable traps security remoteConnect
snmp-server enable traps snmp coldStart warmStart linkDown linkUp authFail
snmp-server enable traps multicast snoop snoopVlan proxyReport proxyReportVlan
pimNeighborLoss

|

Switch#
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b Notice U9200 Series OlAl XI26t= SNMP Trap 2 2 AKX E Z=EHC.

‘snmp-server enable traps’ YHO psS &£&
g 2R 8 AX0A II°JoH(| 2= sNMP Trap 2 LHES
running-config Ol Z&& == UL},
2.7.3. SNMP IH2!o £&€X IP&EH
AAXIOIA SFLF Ol A2 Network Manager 2 SNMP Packet 2 8 &5 & [, 8 &&= SNMP TH3!
O E2 Xl IPE S3 Local IP address 2 & & & = UL}
Switch# configure terminal
Switch(config)# snmp-server agent-address 210.48.148.125
Switch (config) # end
Switch# show running-config
!
snmp-server agent-address 210.48.148.125
!
Switch#
2.7.4. SNMP Trap enterprise - oid & &
SNMP Trap 2 JHE Trap &5 L= &Kl Trap 2 Z2ot= &85 &2 E enterprise-oid & Sl
S SHCE
Switch# configure terminal
Switch(config)# snmp-server trap-enterprise-oid lnsNotificationMIB
Switch (config) # end
Switch# show running-config
!
snmp-server trap-enterprise-oid lnsNotificationMIB
!
Switch#
2.75. ANAB EEXNHEEF
NABIE 2I5Hs MBS JIXE ARE SSE 4 UL
Switch# configure terminal
Switch (config) # snmp-server contact “gil-dong hong. hong@locusnet.com”
Switch (config)# end
Switch# show running-config
!
snmp-server contact “gil-dong hong. hong@locusnet.com”
!
Switch#
= of =
2.7.6. AAB P2=AX £F
Switch# configure terminal
Switch (config)# snmp-server location “Wonhyoro-3Ga, Yongsan-gu, Seoul.”
Switch (config) # end
Switch# show running-config
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snmp-server location “Wonhyoro-3Ga,
!

Switch#

Yongsan—-gu, Seoul.”

2.8. ACL(Access Control List)

H N A 2| AE(Access Control List)E AIESELZMN UERZ 2AelXs LHUERIE Soll &
= EciT0f CHoll Yol NZ et SHE & = ULt 22 X= 32 M MEjo CHEt D128 el SH
AZE LS = UND0IE Soll 2 HHE =2 = UCH L6t AISER 2 BNAZRH AAE
= 235g = UL WAL CIAE= 2UHRHE Soff 85 = WS AE0tHL ARSI fol ALS
g =5 A1 Telent(vty)OlLI SNMP & S&t etRH2 =50 H=2E = UL
BNACAE=E HEIP HAMA SIAED JLCH, <1-99>2 HSI &2 & 4= UL
H 218 HHACIAEHEF HE
=0 49 2c
access-list <1-99> B OIEIPUHNACIAEE &F Config
{deny|permit} address ®  Source address/network 8t2 & &
® address ::={any | A.B.C.D A.B.C.D | host A.B.C.D}
no access-list <1-99> B HNA ZAEE AN Config
2.8.1. HAHACZIAE MM 73
S0 &2 g2 As U dASHC.
BIBiG| =S CHEAIZICteE S SN &S
Access—list 2 DX SEal ‘permit any’ & XEGHK %= & JIS2H2Z  ‘deny
any’ Jb &AL RUCH.
B Access—list & &£24= Hd =0 &S ot=d 2o =3 = A0S HE NRAHLE
=&3g = g, M2 FIiote E8H= OtXIZ0 ol & Ct
282. HZTIPYAACAE &F
2.8.2.1. 2 HHAFE
Switch# configure terminal
Switch (config) # access-list 1 permit any
Switch (config)# end
Switch# show running-config
|
access-list 1 permit any
|
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2.8.2.2. 2= HAAHR

Switch# configure terminal

Switch (config)# access-list 1 deny any
Switch (config)# end

Switch# show running-config

access-list 1 deny any
|

2.8.2.3. ST SAENANE HAALHSHE

Switch# configure terminal

Switch (config)# access-list 1 permit host 192.168.0.3
Switch (config)# end

Switch# show running-config

access-list 1 permit host 192.168.0.3
|

2824, SHUEAINAC HAAD5S

Switch# configure terminal

Switch (config)# access-list 1 permit 192.168.0.0 255.255.255.0
Switch (config) # end

Switch# show running-config

access-list 1 permit 192.168.0.0 255.255.255.0
!

2.8.2.5. SH UEAIUANE HAAL HE

Switch# configure terminal

Switch (config)# access-list 1 deny 192.168.0.1 255.255.255.0
Switch (config)# access-list 1 permit any

Switch (config)# end

Switch# show running-config

!

access-list 1 deny 192.168.0.0 255.255.255.0

access-list 1 permit any
!
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2.8.3. Telnet HZ 0 HAHNASIAE E&F

AMA CIAEE user B2 HELZIH, 88E dAMA 2AEE ARUHAM ARXZE LS 8,
X stStCt.

192.168.0.0/24 WIERKIQAW A E£0t2 61E0t= Access list £ MAGHH, telnet X2 A

oAb & el EXte ts1 &0

o

Switch# configure terminal

Switch (config)# access-list 1 permit 192.168.0.0 255.255.255.0
Switch(config)# username admin access-class 1

Switch# show running-config

!

username admin privilege 15 password 0 admin

username admin access-class 1

!

access-list 1 permit 192.168.0.0 255.255.255.0

|

Switch#

29. NTP&ZE
29.1. NTPMHE

NTP (Network Time Protocol)= WIER S Sot0] AARS Al2H2 S)O|3lole O AMEEHeE Z2&
Z0|Ct. NTP = UDP (User Datagram Protocol)?I0l M S&5t0{, 2 NTP HIAIXI2l A2t &
Greenwich Mean Time 3t & & 8t Coordinated Universal Time (UTC)E AtZStLt.

2.9.2. NTPclient mode &&

NTP client 252 S&06tE= 6tJ| fIol M= global £& 2E0M G52 B

mlo

ArE

i

Ch.

a0 49
ntp server address ® NTP server & & & &tCH B IHNKI €& It S)
no ntp server address ® NTP server & A K| StCt.

de &3

0]
= ofJ| /oAl = global 28 2=0A THS2 EE= ALE

2.9.3. NTP Server m

NTP server mode 2 = &6}

o
[m

380 g

&
ntp master stratum <1-15> L]

o
[m)

NTP master & S&olE =
=

no ntp master ® NTP master 2 M2 =%

02
i
[
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2.9.4. NTPtime zone &3

NTP server Lt client & X0l et CHE timezone & A &6 oY XNEHM M AIRE= &
St Al2H2 2 T AISHCH

Jo

go 49
ntp timezone plus HH:MM = A& A& Coordinated Universal Time (UTC)0l & & & Al2tS
CiotH &0 Al2ES HAISHCH.

ntp timezone minus HH:MM m &A= Coordinated Universal Time (UTC)Hl & & & Al2tS
A S AlZHS EAISHC
no ntp timezone ®  Coordinated Universal Time (UTC)Z & & &tC}.

2.9.5. NTP summer time & &

X0 et summer time(daylight savings time)2 AIE6t= 2
SOHAIZIS B NI 0] AIHS S8XOZ MIX 51| FIB X

g9g0 49

ntp summer-time week day ® Summer time Ol Al&ot=E et 2U= HE XNEGHH HE
month hh:mm week day month 5L}

hh:mm

no ntp summer-time ® Summer time 2 B &06tXl ¥=Ch
2.9.6. NTPIIEtZEEN

gg0 49

ntp poll-interval number <4-17> ® NTP client mode £ S8t Al, &8 & NTP server & NTP

request message € 8&0t= 2tAH, 22 =2 =& 6HH
<4-17>°| Yl E JtEILH
show ntp m NTP Ol CHE AFEES B0 =L,

29.7. NTP&3&E OlHl

Switch#
Switch

(config)# ntp server 203.248.240.103
Switch (config)# ntp master 5
Switch (
Switch # show ntp

config)# exit

Current time Thu Jan 12 20:40:25 2005
NTP master : enable
50
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NTP stratum : 5
Poll interval : 6 (power of 2)
NTP timezone : GMT
NTP summertime : none
NTP summertime start : none
NTP summertime end : none
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3.1 IR

U9200 Series A< XIJF X

A5

Qo

OIE|H 0] A &2 &

02

t= CIHHOIA= Ch&1 & L.

T 3-1. U9200 Series AL X0t XI¥dt= CIEIHIOlA

-

HI

=2
STT

Physical interfaces

PON interface
port-group interfaces
VLAN Interfaces
Loopback interface

Management interface

Gigabit Ethernet
100Base-TX
100Base-FX
1000Base-T
1000Base-X

GE-PON

Port-group

VLAN

Loopback

Out of band interface for management

2= eHHoIA &3 4

i

ro

Ct

alo

ot 20l &

02

=l Ch.

4) Privileged 250l M “configure terminal” WH 22 Config 2E= &I SHCL.

5) ‘“interface” ZYS

250 interface 2= 2 & QI 8HCY.

6) =& CIHHOIAN CHEr configuration B & S AtE &L
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e
OIHMHIOIA & AF) 2EC=2 M2 HEe s
H32. 28840
== &9
interface ifname B |nterface RE=Z & Q.

m ifname: 83 = &8 S& AHHO0IA2 0IS.

Description string ®  |nterface comment

® string: @ EIHIOI A0 CHE =422 80 At OILHS| 2AHE

3.2.1. Interface name

U9200 Series WA= U HOIAN CHer 2= &8 80U Al interface name=2 AFEStCt. Interface

name Ct=1F 20| interface typetidg * & = L.

H 3-3. Interface name

=2 Interface type Interface name ol
Physical interface Gigabit Ethernet “gi” + slot_id + “/” + port_id gil/1
PON interface GEPON “pon” + slot_id + “/” + port_id ponl/1
Port-group interface Port group “po” + port-group id pol
VLAN interface VLAN “vlan” + vlan id vlan10
Loopback interface Loopback “lo” +id o0
Management interface  Fast Ethernet “eth” + id ethO

3.2.2. Interfaceid

Interface name&interface typetide2 FAHTMH <E 4>= interface id2 H=EJ| & X

BHeIE BHELL
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H 3-4. Interface ID ¥ X2 H<
Interface Type ID+d ID Range Name(0l)
Gigabit ethernet slot id/port id slot id:1~12, portid: 1-2 gil/1, gi12/2
GEPON slot id/port id slot id:1~12, port id: 1-2 ponl/1, ponl2/2
Port group port-group id 1-30 pol, po30
VLAN vlan id 1-4094 vlanl, vlan4094
LoopBack interface id 0-3 100, lo3
management interface id 0 ethO

3.2.3. Interface RE T&EX

interface ¥ ¥:=2

LIEFLECE. Interface 220 M= QB HIO| A

AHE St

|m

interface

CE2 AYotH SHHAO

S S dFotn H3e

00
[
m
r1o
I3
OH
I
Im
=

Switch (config-if-gil/1)#

3.2.4. Description 2&0

2t QIR HIOI A0 T

show interfaces

SRS

AE AIE

o

Ol

Ct.
i

rr
m

=

i

= 4 Ak

X 2 X2 I 2 S| ?18 commenttll = 26+
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S

el

ol

ANE B2 2 S

== o

HIOIEHE =35tk

1]
0

10
o
olo
02
0
2
U

H 35 QEHHOIA HE Y AR 2 HHO
EENY £ ==
show interface [ifname] ® interface 2| status, configuration =2 Privileged
show port status m 2 = physical interface 2| status = & Privileged
show switchport ® physical/port-group interface 2| switchport Privileged

0

= ==}
-4 -

[1}]

3.3.1. show interface 23}

A& (configuration) B2, &3 AEi(link status) &

BOX & B2 AI28HC}I. show interface HH2 MO Ues 2=
Z 5Lt GBIC interfacell 32 DDMJ|Is2 XIAsStCHH &M GBIC2| Diagnostic® 2

ACt. (DOMIISOll ThEt XtMIEH 28 e

1580 4HES BXGIES

o

Ct.

~

CIEfHIOIA 2t&
CIEIHIOIAN CHEt HEE

Switch# show interface
gil is down

type 1000Base-GBIC,LC, 10,000M, 1,490nm
gbic inserted

vendor EZCONN

part name ETB43341-8LNT

Rev No Info

SN R0O0169

Date 061218

gbic diagnostic
temperature 47.0 'C vce 3.25 Volt
rx power -inf dBm tx power -6.10 dBm
bias 14.1 mA

no auto-negotiation
speed set 1G

duplex set full
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vlan ingress check enabled

Last clearing of counters 00:03:54
1 minutes input rate 0 bytes/sec, 0 packets/sec
1 minutes output rate 0 bytes/sec, 0 packets/sec
0 packets input, 0 bytes
Received 0 broadcasts, 0 multicasts
0 CRC, 0 oversize, 0 dropped

0 packets output, 0 bytes

Sent 0 broadcasts, 0 multicasts

3.3.2. show port status &0

2E 22l&E ZEQ link A&, shutdown & El, Auto Negotiation mode, & Xl speed/duplex mode,

flow control, Mdix & & Zinterface typeOl &&= C}.

Switch# show port status

ifname type combo admin oper block nego set-speed cur-speed flow-ctl link-cnt
gil GE . . down . manual 1G /full 0
giz GE . . down . manual 1G /full 0
gi3 GE . . down . manual 1G /full 0
gi4 GE . . down . manual 1G /full 0
gi5 GE . . down . manual 1G /full 0
gi6 GE . . down . manual 1G /full 0
gi7 GE . . down . manual 1G /full 0
gis8 GE . . down . manual 1G /full 0
gi9 GE . . down . manual 1G /full 0
gilo GE . . down . manual 1G /full 0
gill GE . . down . manual 1G /full 0
gil2 GE . . down . manual 1G /full 0
gil3 GE . . down . manual 1G /full 0
gild GE . . down . manual 1G /full 0
gils GE . . down . manual 1G /full 0
gile6 GE . . down . manual 1G /full 0
gil7 GE . . down . manual 1G /full 0
gil8 GE . . down . manual 1G /full 0
gil9 GE . . down . manual 1G /full 0
gi20 GE . . down . manual 1G /full 0
giz2l GE-T RJ45 . up . auto  auto/auto 100 /full 7
56
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giz2 GE-T RJ45 up . auto auto/auto 100 /full 7
giz23 GE-T RJ45 down . auto auto/auto 0
giz4 GE-T RJ45 up . auto auto/auto 1G /full 0
gi25 10GE down . manual 10G /full 0
giz26 10GE down . manual 10G /full 0
Notice

ig

OlF2E 2 &3 Atdl0fl CHSH CLI 2™ SHH2 Premier 8624XG S &
OO0z E &EUl AMEA BEEHE=E 220 UM E=E SEHBEHOIA OOIC]

U&
Q'E
2
A
0l
on
A
==
]
fu

3.3.3.

Switchportet2 Hl =

show switchport @&

0= A ELE

e
O

3 Btz SHG= portZport-groupE ZLSHCH. Show switchport
==

ort—group 8 switchport &£2Jt & &It Switchport 820 = mode,

native2tagged vlan list S0l Z& & Ch.

Switch# show switchport

U : untagged packet drop

IFNAME SWMODE N-VLAN TAGGED-VLAN-LIST
gil access 1

gi2 access 1

gi3 access 1

gi4d access 1

gib access 1

gi6 access 1

gi7 access 1

gis8 access 1

gio access 1

gilO access 1

gill access 1

gil2 access 1

gil3 access 1

gild access 1

gils access 1

gilé access 1

gil7 access 1
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gils8 access 1
gil9 access 1
gi20 access 1
gi2l access 21
gi2?2 access 22
giz3 access 23
gi24 none
gi25 access 1
gi2e access 1
pol access 100
Notice U Z HAE=E 3= dlg 2EHHOIAMAM untagged-packet-drop
b HF[US FRO0ICE 0] BE =S Soll trunk ZEOM A untagged-packet 2
drop AlZ == ULt
3.4. =2c|¥ ZE g4 4%
Scld L E(physical port)2 &8 &0 AI2%= HE0H= <E3-6>1 2Lt
H36 SCH ZE A LY HFN
EER 89 ==
shutdown m =22|& ZEZ disable/enable interface
no shutdown
auto-negotiation B Enable/Disable speed auto-negotiation.  Interface
no auto-negotiation
speed (10]100]1000) ®m speed & interface
speed auto
duplex (full-duplex|half-duplex) ® duplex mode & & interface
duplex auto
flow-control ®  flow-control & & /5 A interface

no flow-control
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Shutdown
22 =

L EE disableAl2!Ct.

Sc|&® ZLEO| shutdown&EHE & Q1623 show interface HES A2

o
[l

Switch# configure terminal

Switch (config) #

Switch (config)# interface gil

Switch (config-if-gil/1)# shutdown
Switch (config-if-gil/1)# no shutdown

<- disable port

<- enable port

3.4.2. Block

o ZEE block AI2ICH Ol 22 &Y

Switch# configure terminal

Switch (config) #

Switch (config)# interface gil
Switch (config-if-gil/1)# block
Switch (config-if-gil/1)# no block

<- block port

<- unblock port

3.4.3. Speed an duplex

U9200 SeriesUl Al 2t interface A& 6t= speede= LS F 2L

Type auto-negotiation | speed duplex

on 10/100/auto full/half/fauto
100Base-TX

off 10/100 full/half
100Base-FX off 100 full

on 10/100/1000/auto | full/half/auto
1000Base-T

off 10/100/1000 full

on 1000 full
1000Base-X

off 1000 full
10000Base-X off 10000 full

speed, duplex &8 Al Ct3 A2 F=2l6tet.
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> 100Base-FX 2| &2 speed &&= SILI.
> 1000Base-X 2| &2 speed AH2 g1 ©Xl auto—negotiation off/off 8t A& JlsotH

auto—negotiation on Al ZHO0IS0| 3tLt2 HELHHE 2ZF0W 25 link down 0] ZXIECh.
(remote fault 2t Xl)
> atoryll 22 0| auto—negotiation 2 XI&otH, auto-nego E AHEFSHCEH &, SE0|d4E

auto 2E 2 XIoHK LOH AZ D= manual 2 AFESHL.

3.4.4. Media Type

U9200 Series 2| gi21, gi22, gi23, gi24 LE=S2 RJ45 2t SFP = Xl &3dt= Combo ZE0|Ct. Combo
L EQ| mediatype 2 Z&5tJ| fIdoH, 2F AIHHIOIA 2 =0 A media-type HEHE AIZEHCH 221H
I E 2| media type 2 &2IGte™ show port status BE HE AtEstHC Combo EZE2| C|ZE media
type 2 RJ45 O Ct.

I 3-7. media-type &8 &

o 2 0f =k ==

B Combo X E 2| media type £ type (rj45 |
media-type type interface
sfp) 22 HE

B Combo EEQ media type = LIZE
no media-type interface
type @1 rj45 2 H

Switch# configure terminal
Switch (confiqg) #
Switch (config)# interface gi2l

Switch(config-if-gi2/1) # media-type sfp <- sfp mode
Switch (config-if-gi2/1)# no media-type <- rj45 mode
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3.5. Storm Control

Storm Control0l 2t broadcast/multicast/unicast storm@Z QIst AIAES WEGIE & Xo6lD|

L5t EZEMNAE/TEIHAE/RLIHAE EQEOl AIAEN R

rr
»y
Mo
d
]
_O'ﬂ
rir
o
or
o

2 StCH.  Broadcast/multicast/unicast  storm2broadcast/multicast/unicast 1IH3!0] A B0
flooding©l UCISH ENEZ QI HERKAS 452 MotAlIIle 842 LUotH Z2E2 A
FEMNO Q2 HERD &H E&FHO 2FI1 0| A4S SELAIZ £ UL

U9200 Series=input port2lbroadcast/multicast/unicast packet= 2= =Xl 018 &&E

threshold@t Hlw 1 O|&Q EZEHAE/HEINAE/SLIMNAE EfE 2 AAEHN S AlIDIX
o 1) HIDI8tHC.
R0 A9 oc
®  Storm Control 2| &l # S & Bandwidth 2
storm-control level value interface
HdE=Z 845
no storm-control ®  Storm Control ol Al interface
m Storm Control CH4&0l  Broadcast
storm-control broadcast o interface
packet & L&
® Storm Control CH&0lA  Broadcast
no storm-control broadcast interface
packet £ Xl H
storm-control multicast ®  Storm Control Al Multicast packet & L& interface
® Storm Control CH&0IA  Broadcast
no storm-control multicast interface
packet £ Xl H
storm-control unicast ®  Storm Control Al Unicast packet £ Z& interface
® Storm Control CH&H0l Unicast Packet £
no storm-control unicast interface
MIAH
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02
]
o
Jd
P
1
m
=2

Port mirroring2 S3& port(source port)el & Eizig 2 &
mirroringol= 1522 |ole ZEQ 2= IH3IE 2AIE £ QUL
U9200 Serieserx, tx EciZsS 22 02 AA ZEZEH1IHS port EE cpuZmirrorings ==

UL

2424 0f =k ==
mirroring rx-target ifname <0-7> = 212 W20l mirroring & port £ XI & config
mirroring tx-target ifname <0-7> = =2 30| mirroring & port £ XI& config
mirroring rx-target cpu B UG = 02! S cpu & mirroring config
mirroring tx-target cpu m =L = 3= cpu 2 mirroring config

= oflEg ZES 25 I3!S mirroring
mirroring rx-traffic interface

oteE 43

m ol XEES £ IH3S mirroring
mirroring tx-traffic interface

oteE 43

Notice 212 mirroring rx-target cpu J|s8 &6t & physical @/EHHO0IA0
b ENHQE W3S cpu 2 mirroring &3F

=, “tcpdump -i cpu0”
command € 0|26l Q&= THA S 2L £ ULCH
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3.7. 2SS AHHOIA &3 &3

o
@
=
o

|-
HU
x

2HZE QHHOIAE2HS AAE DE(IEEE 802.3 Bridged VLAN)2 =& ols
U9200 Series A/AXINAME =2l&E LE 2 port—group interfacedt 0] 2
0l Z2UHM=2HE CEHHOIAS &Y S2l& ZEQ port—group=22H S CIEHHIOIAZ AXol=

80 1 Hs WE 20=C0

3.7.1. VLAN Trunking

Edd(trunk)gt 0IHY ALAXIQE CH2 UWIE<R2Z Hdl(router, switch) AFOISl point-to—point
dadz N &Y A0 =22 VIAN EdiZEl2 85 = J2H 0lE Sot VLANZS &X
UEKI0N &&& & QAL

U9200 Series AfIXl= 2= 0IHY QB HOIAMN 802.1Q trunking encapsulation XI&aHH

0

A

single ethernet interface == port-trunk interfaceOlitrunk2 8 & & %= UL.

3.7.2. 2H3 AHHOALZE

U9200 Series AAXIJF XIRot=2HE 2HBOA BEE0= OS2 20| trunk 2=2F access
SEJ JALCH.
H 7.U9200 Series AL Xt XI¥dt= 2 HE lETIOIA 2E

2c 8493

switchport mode access ® non trunking mode.
® native vian 2t &3 Jts
switchport mode trunk ®  trunking mode.
® 5tLES| native VLAN 1t Ct==2] tagged VLAN & & Jt=

3.73. 2SS HHOIAJIZ €8 &

rr
H

U9200 Series A9 Xl= 22l& ZE &= port—groupOllayer?2 interface2 &&8E M G &2
N

Jle(default) &8 gt JHEILE

/_’-—/
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II
aa

3-8.2 A& QHIOIA D2 &3 &t

o

= 23 &

interface mode switchport mode access

native vlan VLAN 1

_—=20

3.74. 2HS HHOIA ZF/oH A

2HE QIHHOoIAZ &7 2 A

otI| <

o

SE0

rr
O
00
3]
my
]

H3-9.2H43 ABHOIAEE & oK SO

840 29 2c
switchport Layer2 interface & & interface
no switchport Layer2 interface off Al interface

CIEHHIOIADE RXEZ22HS CHHOIAZ Z2HETH2HS
A

QIHHOIA J18 43 &
A4 R

s JHAA
A0l MG VLAN 28 g2 25 lAHECH 2HE CIEHHIOIA
=cl&® LEE port—groupingot D XF & [ HE&HCF.

CIH2HS SE H Ol o Ml=

Notice U9200 Series A®RIXIS =J| &3
B OIEHIOIAZ T O JUCH

2 2 2c&E ZEJ 2 AS

3.7.5. Trunk port &34

H 3-10. Trunk port &3 "3

380

&9

2c
switchport mode trunk ® trunk mode &£ &

interface
switchport trunk native <1-4094>

®  trunk port native VLAN & & interface
no switchport trunk native

® trunk port native VLAN 2 default 2 interface

64
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EE:

switchport trunk add <2-4094> ® trunk port tagged VLAN S5 interface
switchport trunk remove <2-4094> ® trunk port tagged VLAN 2} K| interface
switchport trunk remove all

22 =2 LEE2HS Exd LEZ d80t= 0lO0|Ct.

Switch# configure terminal

Switch (config)# interface gil

Switch (config-if-gil/1)# switchport ! layer?2 interface set

Switch (config-if-gil/1)# switchport mode trunk !

Switch (config-if-gil/1l)# switchport trunk native 2 !
Switch(config-if-gil/1) # switchport trunk add 3 !

Switch (config-if-gil/1l)# switchport trunk add 4

trunk port set
native vlan set

==
S/

tagged vlan

Switch (config-if-gil/1)# end

CtS2 port-group 2IEHHIOIAS2HE EED ZEZ ZEGt= 0l 0ICH.

Switch# configure terminal

Switch (config)# interface po2

Switch (config-if-po2) # switchport ! layer2 interface set

Switch (config-if-po2) # switchport mode trunk ! trunk port set
Switch (config-if-po2) # switchport trunk native 2 ! native VLAN set
Switch (config-if-po2)# switchport trunk add 3 ! tagged vlan S5
Switch (config-if-po2) # switchport trunk add 4
Switch (config-if-po2)# end
3.7.6. Accessport &3
Scl& EE E= port-group 2IHHIOIAS2HE access port2 £&0ot)| flgt HE0WH= USW
2L
 3-11. Access port & & HEH 0
g3 &9 2c
switchport mode access ® gccess mode & & interface
switchport access vlan <1-4094> ® npative vlan & & interface
no switchport access vlan ® pative vlan £ default £ set(VLAN 1) interface
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S22 S22l&E LEE2H S access port2 E&&st= 0lO|C.

Switch# configure terminal

Switch (config)# interface gil

Switch (config-if-gil/1l)# switchport ! layer2 interface set
Switch(config-if-gil/1) # switchport mode access ! access port set
Switch (config-if-gil/1)# switchport access vlan 5 ! native vlan set

CtS2 port—group 2IE{HI Ol AE2H S access portE & &adt= 0l 0ICF.

Switch# configure terminal
Switch (config)# interface po2
Switch (config-if-po2) # switchport mode access ! access port set

Switch (config-if-po2)# switchport access vlan 5 ! native vlan set

3.8. Portgroup

3.8.1. Portgroup K

Port group Olgt el 2cl& EZEE otL2 logical grouplZ FHAM HE=2 &&E6H

kJ
o
[y

OlE3E E2olJ| foll ArZSHCE. U9200 Series AAXIWAM port group SIE{HOIA
SIHHOIAZ AAEE = UL

rr
N
x
Ol

U9200 Series A XIS 2eY H&X JIsst port group == CHS 1t 2CF.

2d portgroup &= 118 & =0 port
P8600 Series 30 8
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3.8.2. Port group configuration

Port group &8 £ fI8t 80 = UsSH 2L

312 ZEEJE ¥ HE0
=Y &3 2=
port-group ifname protocol none ® static port group 2 M A SHCt. config
port-group ifname protocol lacp " LACP 2 SZi5t= port group 2  config

- erth

no port-group ifname ® port-group = AHAISHCH config
port-group Ib-mode layer2 ® |oad-balance Al MAC =AE &X. config
port-group Ib-mode layer3 ® |oad-balance Al ip field £ & %. config
port-group Ib-mode layer4 ® |oad-balance Al tcp/udp port % config
port-group ifname ® port group & & Interface *
no port-group = port group ol Xl
show port-group ® portgroup & & & Privileged

3.9. MAC Filtering

3.9.1. MAC Filtering IR

L2 SwitchingAl & MAC AddressOll CH&t traffic2 Xk fIoil MAC Filtering Jls t=&HCY.
MAC Filtering2VLANE £ & & JtsotLh.

3.9.2. MAC Filtering &3

rr
[w
00
3]
my
a

MAC Filtering 28 = <8t JI2 80
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H 3-13.3HS QHHOIA 88 &3 HEN
a0 49 g
mac-filter vlan-id mac-addr (all- = MAC Filter add config
drop | dst-drop | trap)
no mac-filter vlan-id mac-addr ® MAC Filter delete config

3.10. CPU Load 0fl t& MAC Filtering

3.10.1. CPU Load 0il & MAC Filtering 2

8600 SeriesHl A & CPUAEHN etA & VLANOI MAC Filtering Jls=2 &g = U

0I2 QoA E& Ratedt @= Source MACOI CHoH A KBS AIZ2ICHE ECiE S 5IZ6HA 2=
S

MctM S& EZ0l U8 RateE E7ote S HIEAHC A0l oA A0l Ol2] XtEE

= QU =0

3.10.2. CPU Load 0l & MAC Filtering €&

I 3-14. CPU-MAC-FILTER & H 30

HEHO 89 oc
cpu-mac-filter m =X vian 0l CHoH Al cpu-mac-filter J|SS interface
Enable Al2!C}.
cpu-mac-filter m S3F vian 0l CHoHA broadcast/multicast Interface
(broadcat|multicast) A CH&t cpu-mac-filter lss
Enable Al2!C}.
no cpu-mac-filter m =X vlan 0l CHoH Al cpu-mac-filter J|SS Interface

Disable Al21C}.

no cpu-mac-filter m =& vian O CHGHA broadcast/multicast Interface
(broadcat|multicast) IH2!0il CHBH cpu-mac-filter JISS Disable

A 21C.
cpu-mac-filter cpu-load <1-99> m MAC-fitering 2 &&EAIZ CPU Load config

threshold £ & & StC}.
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no cpu-mac-filter cpu-load m MAC-fitering 2 &EAI2Z CPU Load config
threshold £ default 2 & & &Lt

cpu-mac-filter  packet-threshold = MAC-fitering 2 =&AI2 MAC 0 Cist config

<1-5000> Threshold Rate & & & &tC}.

no cpu-mac-filter packet- ® MAC-filtering & & &AI2 MAC O CHst config

threshold Threshold Rate £ default 2 & X &tC}.

cpu-mac-filter duration <1-1440> = MAC-filtering 2 = & Al2 blocking duration config
time O Hol A 22 & F &L

no cpu-mac-filter duration m MAC-filtering & &= & Al2 blocking duration config

time Ofl CHoH Al default 2 & & StCY.

clear cpu-mac-filter <1-4094> ®  Cpu-mac-filter J} £ X &l vlan Interface 0l privileged
CHst Filtering @2 & =713t AlIZI LY.

show cpu-mac-filter information ®m Cpu-mac-filter 2 &HF3FE <« 4&HE privileged
Interface Ol CHo Al 2 4 &L

show cpu-mac-filter table m S mac-filtering 0l & & source mac 0ff privileged

et 328 2W &0

CPU-MAC-FILTERING 2 £3& VLAN 0l Enable & Z =20 Default gt &&= HOictO0IEH 24Ol
O|HA SZGHA ECh Ol 2t2 BEE ZB20= f2 HOISHAM 48 241 20| config 2= 0l A
blocking duration time 1t packet threshold & cpu load 0l THollA &8 & 4= JULH EFHE 2= show

= —

cpu-mac-filter information & Soll &2 & = A2M, Filtering &l ) U= source mac 0l et B2 =

r

show cpu-mac-filter table £ Soll &0CI& &= UL},

3.11. Switching Database Manager

3.11.1. SDMIiK

TCAME 8600 Seriestld 1£2=2 Forwarding Table Lookupdtll <8t EE8 HZelz2 =2 =
A1, Switching Database Manager (SDM)2 Ternary Content Addressable Memory (TCAM) (il
MEEONH Xl= Layer2%t Layer32 Switching Information0Oll CHolAl 2t2Ict=E S& s &tLt. 0l
A AME TCAMS RS SUXOZ 2A2|6H)| 9S8 SDM && 20l oA Lot
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3.11.2. SDM &%

8600Sevies A= 4 E5F2 SDM 2 £ XN&GHH, 2 L& &= 222l EE 8t Forwarding Entry 0l G
E2 Memory E &Y StH ECh GE =0 “gos mode’2l 2 = Traffic Conditioner £ S3ali
dEE= Entry Ol O 22 Memory E €Y ot &1, “route mode”2] Z< = Next Hop = Sali
HdE&= Entry 0l O 22 Memory & &2 ot =L £36l “sram mode”2l &S = routing entry £

Soll 8L Ti=mode E EUCZM XS AQE JIE A ol &8 SDM 2=& US 2€

AN HBEECL OSS SDM UM AFEZ = B0l CHAHAM 2o = AL

H 3-15.sDm & 980

=N 49 2ec

show sdm prefer m 28 A M2& SDM mode 2 88 & privileged
show sdm prefer {default |arp | = 2t 2o SpDM AL & privileged
gos | route | sram}

sdm prefer {default |arp |qos | = 2t 2E2 SDM & A config

route | sram}

3.12. Traffic-control

3.12.1. Traffic-control Ji &

EX ZENA st ENEOl RYEHE AS YXotI| /A8 LX HXIO0ICH HolH&l EciE 0]ate
EEOl KM Y LEQ EfES XICTHEICH EcHE 20| Mol&l & 0lot2 20 SH & H
A& MEfZ S ST
3.12.2. Traffic-control &&
Traffic-control &&= gt J|2 BE = 33 20
E 3-16. traffic-control &8 HH O

A 49 ec
traffic-control <10-1400000> offE L EQ| E2EZ pps =22 & HEHCL interface
<10-1400000>
70 U9200 Series User
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traffic-control <10-1400000>
<10-1400000> alarm-only

-

no traffic-control

show port traffic-control

T 3-17. traffic-control &8 H&

2t queue OIAl M &
EICH giga Ol Al fast—ethernet =
U2 M, 0l gt= AN

2

ujo

I
ux
0z

80

tx-buffer (1G |10G) <64-510>
<64-510>

no tx-buffer (1G|10G)

1G/10G 2B HI0lA2S] =4
HIHel =gt

CIZ2E WM =zICHat

ZEMAM HE

0z

o

b
-

CIE HI0I A2
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3.14. LLCF (Link Loss Carry Forward)

U9200 Series 2| LLCF J|s2 LLCF Group 22 22I5t0H, 22l& ZE= 5tLte| LLCF Group 2
Uplink & & = Downlink 2Ot 2 £ UCt LLCF Group 2 2 Group 0l & & & 2 & (Uplink mode,

Downlink mode, Bi-Direction mode)0fl (t2tM HH =2l &3 AH/CH2 S 22l st

H 3-18. LLCF mode &€ S&

LLCF Group mode Case Action

Uplink mode Group 2 2& Downlink BH S0l Group 2 2= Uplink 2SS &3
datiegdAs o Che AlI2ICH

Group 2 Downlink &H{JF &3 LLCF Jlsez &3 O&& Uplink
A

gEAS W BHSS &3 & AlI2ICH
Downlink mode Group 21 2& Uplink BH S0l Group 2 Z2E Downlink HEHHES
dIAU2AS [ 23 U2AI21CH

Group 2 Uplink BIHE0l &3 LLCFIIs2& &3 & Downlink
HEUS [ dHES 23 & Al2ICH

Bi-Direction mode  Uplink mode + Downlink mode

H3-19.LLCF&& ¥d0O]

EEN ag 2

llcf-group group-id enable group-id 2 Z= LLCF Group 2 enable &tCt. config
8600 Series = =/ 12 J1 2| Group 2 XI& StCh.

llcf-group group-id disable group-id 2 2= LLCF Group 2 disable StCt. config
llcf-group group-id set-mode group-id 2 2= LLCF Group 2 mode Z config
mode SFEHC
llcf-group group-id uplink e LEE group-id 2 2= LLCF Group 2 interface
uplink 8t 2 S=8tCH
llcf-group group-id downlink Y XEEZE group-id 2 2= LLCF Group 2 interface
downlink & E S=8+CH
no licf-group e LEE A=%E LLCF Group Ol A MIO{8HCH interface
show llcf-group LLCF Group ot &{ ILEQ| HHE & &L privileged
72
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Jt4 LAN(OISH VLAN)Z2 UIER A MEAS elAAE =2 H2 2
IS ZEO A0 UCH VLAN S 2

A =
X0l SOIHNH S2EHAE EHLES HOBO2M UIEAD

nio

ol Z#iM= CiE2e WEsS &0

VLAN Jl 2t

VLAN 2| 3§

VLAN & &

VLAN €& &2 2| (Displaying VLAN Settings)

a

VLAN JH 2

Sc|HE22Z =Y LAN &0l /IXIotH Sdlote e 20l= EX=2 8= “Jta LAN(VLAN) Ol
gt E0Z H8ELL VLAN 2 0 D5, &8 =2 SE0 2ol =clH2=2 2250 OHE VLAN L
2 EfHO| EHIte A& EXotL], Z2 VLAN o ZHIWHZ2B EcHE = S4I6HH HIE"JJOI o
S22 S8MAI=E BREINAE THCI0ICH = VLAN 2 AFE56HH VLAN Al 19 E(segment) )t 5H =4
el 22|&el AAN ol A= & A &0, 22|40 2= =2 &2 JIF U 2ol Aot ?:901&
Ct.
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4.1.1. VLAN &Y
VLAN 2 22/X 912 =2 NN AX 0 (2 PRECHs s, T2ME 08, S8 SH 22 X
RO JFEN oot =e2lHO2 PR ASIE UEHI0ICH KIS SO ST XAIS0 2oH ALES
S DS YIAHOIMD MHl= 1SC 22l YEST HL D ARGI0| 22 VLANSZ S
4 QUCH ZHI2H HO0IZC 01SO0IL} MHHHX| 8101 2ATEFO SFS Sol ERTS WEHot= 2 0]
JHs BTt
VLAN S A9|%|9 MEO2 Mo|E BRCIHAE CHIOR M2tE 4 UCH VLAN 2 5Lt 22
N SHOIOR HAG s (140 ZH NAM(BAE 22 22X AR 22 WET )22
FHECH VLAN 2 ®SHQI LAN 740 A 2HRE{ 0l ©loH B &= 28 (segmentation) M HIAS X
25| PAoH AFRECH VIAN 2 SHE A, 2ot WIEST 22| JIS2 MBS0 VLAN EA0A 2t
Fle BRCIiAE TE2, P90t 4 29 12|D EE 52 HOIS M2 Holg Qs A
PIX= S VLAN AFOIOI A S2EIHAE T ofLlet et T E MLEHR =L
4.1.2. VLANS &H
VLAN S AF85t% CHS D 22 HEO| ULH
= E2Hm RO
MENO UEYDUME 2 ZHIO CIOIE £ 02 420l 2E HEXD BUIZ M
G HRCOHAE EHT (20| ETS LMAIZICHL VLAN S QS BX= 22 223y
AE CHOI S5 A PHAOIN 2E HROHAE HAS S4B PR THE VLAN 0
251 ASIX|O ERE HRCOHAE 0| MK L=Ch G2tM VLAN 2 AE3}
M H2CHAE ERT0| AT YEYIAR AL A4S LXotD WEKIS 582 5
JRAIZE % UCH.
" YEST 2o A5
MEXNO YEAIWME WEKTN B25Hs ST WIEHT 2l2A0 Z2E £ UL
CE, ABRIL G122 S5t01 HIERD 24012 a6t I YERIO RE 582 =
2 QDI EITH. 5HXIBHVLAN 2 A 52! VLAN Off T8 E ZHISS Q& 22 VIAN o 242
ST SAE & UOH, ARK ZEW ABHE oot 222 H 014 2E WEH 2
AAG HIE 4 QUCH OOF VLAN A Ol S8t ZIJt CHE VLAN B O ZHI 2 54161 0F HCHE,
Eeime BIEAl 2t Y FHIS I M 0F Lt
m R0 E3 el
HENO HEAINMN UIERAD 22IRs ZHIQ 01SD B0 22 AIZHS 2HIHC Bt}
UL 2 ME WEYIAZ SHALH, 2 SLUIXO IP FLS 2SO2 HAHOF BiCH
NAE 2HTHs VLAN S S5t01 =2l X0l WERT PHSO2M Ol2ist SHES 2
4 UL,

74
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4.2. VLANZ

U9200 Series A2 Xl = £ CH 4094 D2 VLAN S X & 8HCH VLAN 2 ChS2l DI &0l et M4 &I C:
£22/& X E(Physical port)

802.1Q E 1 (tag)

AJJESO 28

4.2.1. ILE J|8t VLAN(Port-Based VLANS)

ZE JIBFVLAN M= ARIXIS ot £= 1 0149 ZE Q0 VLAN 01 S0| &0 ZE I8t
VLAN Ofl & ARAX ZEE access EEcCt SEL). oFLE2| access ZE= Q& GtLIS ZE J|Bt
VLAN 0fl 2+ £ 80 J28 22 2 E EZE = VLAN 1(default VLAN) 2| access ZE 2 &&= T

OlE =™, <& 4-1>2| Premier 8700 Series A XI0H A 1, 2,3, 4 LE= VLAN A 2| access £EO0

19,10, 11, 12 TE= VLAN B 2| access T EZ &&= 02|10 5,6,7,8,17,18,19, 20 LE=
VLAN C 2| access LEZ & 9| &HC}.

HE |22.24.
H Bl |21.23.

VLAN A VLAN B

& 4-1. U9200 Series A X2 EE J|Et VLAN 24 0f

| YA =, HIE 1

=
2 %%EI VLAN O] =&8t 1

MZ CHE VLAN 2| 3 S0| S4lot)
Clete Zdlge A0 2ol 2t<*E =00F 8Lt 0l A
ctPH AIEHOIAZ EFE00F &= 2|0[&HCh.

4.2.1.1. ZE JIBFVLAN 22 ARIXl ||

0l
lo
Bl
1Q
o
%
S
o
]

EJIBVLANSZ & ARXE £, L

H:I

7) 2 AIXI0AM VLAN Ofl CHSt access LEE &S SHLT.
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8) L AL/AXIONA VLAN Ol Y& access LE £ 5
Ct. 0def JHSl VLAN £ HZotHA ™, 222 VLAN OICt HIOIE2

<J 2>= A2 U2 202 U9200 series AR XIE 6lLIS] VLAN 2 = s B=0H 9N
AX 12 400 ZEE=VLANAZ ESCESE SN QUCH E£6F A 2
A2l access TEZ YN ULH F AR/ X= <8 2>2 20| &5 HAZSGHH GFLLL

Coels g4t

SWITCH 1

T LI T T I T 18 e
|
TILLIEET T IR T T T B

VLAN A

SWITCH 2

2|----|o|----|18|-_ |-|
|----|9|----|17|-h |-|

0242 S AKX 2HAN SHE S TE J|8 VLAN

S AAXI Z2HA &85 = G2 LE DJ|BFVLAN S MAGHHA D, 27212 VLAN Ol CHol A A
X 12 ZEQ AR 22 ZEJIBIEA HOI22 HZLOO0F SHCH D2l 2 A/AXHM 2=
otLISl IEE= 2+ VLAN | access ZEZ 2T 0 AU OF &L

<& 4-3>2 S JH2 U9200 Series A X0l Z2HA AFHEZ = S JHS VLAN S =0 AR 1
A ZE 1, 2,3, 4TE= VLAN A 2| access ZTEO0| D 11, 12, 13, 14 I X2 ZLE+= VLAN B 2
access TEZ T UL

6 U9200 Series User Guide

s
/’/ ‘



PON

solutlon

SWITCH 1

IR e B
[ | 17| HE N -|21.23.

VLAN A VLAN B

o NN NN .
EE EEEE| /| EN

SWITCH 2

O 4-3. F AAX0M 2HMAM £3E F IS ZE J|8H VLAN

VLAN A= AKX 19 ZE 1 AKX 28 ZE 22 HBS Soll AKX 10 A9IX 2E K=CH
VLANB= ARX 12 ZE 1110t AKX 22 ZE 22A018 HZEAMH AR/AX 10 AKX 2E |=
Ct.

2l Mo AAXE dlolX HCl(daisy-chain)2 2 HZot= CHS VLAN
F2HOl VLAN 2] HH 2 28 8= access LEE JHAIMH, &= access
O] access EE 2} HAH =},

5 4

[

4.2.2. EH1 VLAN(Tagged VLANS)

Eil 2 (tagging)= Ethernet Z 2|20l Efi J(tag)ct= H Xl(marker)S & & 6t= 2 O0ICH EH0E M2
S VLAN = AZ56}J| ?/8t VLANId Ot 5= L

Notice 802.1Q EH =S AtEGHH IEEE 802.3/Ethernet =il 2| X4 3
Jlel 1,518 HIOIEELH &2t 2 TIPS 2dAIZ &= UL 0lR2
802.1Q £ XIAGHA &= ZHlol T ol Jt2EM gEs
& UASH, E£& 2240 802.1Q £ XIASHA &= EclX2 et*H
EMettH UWER

Wl

J

4.2.2.1. EH 1 VLAN 2] AZ(Uses of Tagged VLANS)

0

BHO= Hdd ARIXIE |= VLAN 2 M 45| 2loff OtE LBrA
otd, 01cd JHSl VLAN O otLt Ol &2 EEIE Aot =

<8 4-3>0 AN &8st AHE EZE J|gt VLAN M= 2 VLAN E2 6iLS] LEE Yot & A
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010
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2
1n
|>
0
S
u
30
rr

FIXNE HZol0F L SHXIE EH D VLAN S AHEGHE of L2
Mdd JH2l VLAN = & & == QUL

B VLAN 2 &£ OHE H&E 2 otltel ZEJH 6 VLAN & 2ot 2 == QUCt= &OICH B VLAN
2 MBIXE Ch+=2l VLAN 0l ot HHIE AtEols 30 = :
IEEE 802.1Q E{ 1S XI&dt= UWIER A 2IHHIOIA IHE(NIC)S & =al OF StCt.

4.2.2.2. VLAN Ei 12| &Y (Assigning a VLAN Tag)

2F VLAN 2 M4 e [ VLANd E g% 2=0 ZEJE O VLAN S EET ZEZ 250 AIESE
M, ZE= 802.1Q VLAN Ef 10t E2 &= AMSStCH 0l % B2 VLAN 2| VLANId JF 2 & 2

= AMEELCH

VLAN S| 2= ZE BtEAl B0 €= X2 OtLICH ZEZ 41E ZgZ0| AKX R2 8E
(forward)E W, A?IXI= Z0 Ciet 2t SHX ZEJHEH DI 22 ZclZ = ALEot=X S 2 HY
ot EX @2 2SS MEot=XE 2EEH ARAXI= VLAN Ol CHEH 2 & A F 0l [t Z ol

EH DS FOtot HLE A MISHCH

b Notice VLANO| X EX L2 TEZ JVLANS B0 Ty U0 A H, T
g2 OIS OIS S0 VLANid JF 10, 20 2 B ol L E 2 VLANid
JF30Q Ty 0l £AE0H AXesE O Ty s Hell.

<% 4-4>= Ei0F 22 Sy B0 2X E2 2SS AlZots UWERIZS =elHel 74

= 20
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SWITCH 1

ECT T IE B
BT TR B

|IEEE 802.1Q

Tagged Server

T
AT T LT O T e B
|

I
T TR T O T T By

Jd8 44 B0t E2 2 B0 EX @2 Tl 2clH CHol6 a3

<8 4-5>= S2LE UERIS =clHel ol 18E 2WHE0h

VLAN A VLAN B

System1

Port1, 2, 3,4

5,6
System?

Port1, 2, 3, 4
5,6

Port 11,12, 13

15, 16
System?2

Port 15, 16, 17
18

Svstem1
Port 7,9

System2
Port 10

I8 4-5. 800t E2 2l BIO0F EX @2 Tl =clH Colo O3

<& 4-4>9 <02 4-550 Al:

2 AX S| EE T I E(Tagged ports)= VLAN A 2t VLAN B 2| Eci & M S &tCH
2t AKX EYI ZEE= I E2 TS MSEHTL
ANAE 19 ZTE 79 AAE AHE 802.1Q EI 1S XI&dt= UER A CIHHIOIA IHES

&t

79
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UM VLAN A 2F VLAN B 2 2 Ol Lt

B (HEHESS O EXN E2 Zdlgs Sx4aetlh

TH Y0l ARXE NUZ W, ARAX= SHEX ZE0 CHol B0t 22 ZdSS AAEEX EH0t
X E2 Sl MELEXNE 2EHE. NMHZRH S5 2= TN EYT ZEZ S
A= T PolsE B0t 2=C0 oK WERIL OE EXZ S48 es 2= e 2
A et

4.2.3. ZEE JIBFVLAN I Ei VLAN 2 E8

St AR/AXINAM ZE J|EHVLAN It BT VLAN S EEHAM AIEE == QULCH & ZEDJH £ot= ZE |
Bt VLAN 2 2% otLicte 2 Otei A ZE= 02l VLAN 2 @0t 2 == ULH =, ZE= SAI0 of
Lt & JI8HVLAN I Ocd el B D VLAN 2 #H{ D & = QUL

4.3. VLAN 4

43.1. VLANID

VLAN £ AlZ510| /8 VLAN id 2 2t22 12 4,094 AL0I2| XIS AISE 2= ACH AR =
JISIEIAS I JI2X22 6t VLAN O] & & 01X A 20i(default VLAN), Ol VLAN Ol VLAN id
ol %2R 1S ALESIC Metkl MZ 2S0iXI= VLAN 2 VLANid 2 gt22 1S A8 & 4 8l

VLAN id = B VLAN Q| 2ol ZEJ EHT
Ct. VLAN id E 22 “’S?ﬂ% 0 FotAl &

dM UERZD RES

l

U
K]
v
]
L=,
<
-
>
Z
g
]
Wy &
0
=2
S
o
[w]

4.3.2. Default VLAN
AQIXI0lE CF8D 22 SH S JHXlE default VLAN 0] £ &0 UL

Ct.

r9£

Default VLAN 2 VLANId g2 2 1 =
Default VLAN 2 El Q£ A2 6HA Ct.
AR =D AEHOIAl 2 & E E = native VLAN @ 2 default VLAN 0] & & |0 QUCH.

52 1o

[ >

4.3.3. Native VLAN

2t 22| & ZE = PVID(Port VLAN ID)E JHAI D QULCH 2= 802.1Q ZE 0= A&l Q| native VLAN ID
JIPVID 2 gtz &EECHLEOJ EX $2 2 ZTH U2 PVID 20| LIEHWH= VLAN 2 2 SilE
Ch. ZEZ B0 2 Ty 22 A2 R0 = ZHL2 QS JOUZ AFZSHCH aFXI8 Ef O
It 2X 22 T Y0l =AE0H, I 0 E&E PVID g2 B2 2t==stCh

<8 6>H8 B0 22X 22 ZH LW PVIDI 22 ZH 0| S&ot= A0l ASEHEZ, VLAN
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,’/

XN &3l= Bel XL end station 2 VLAN 2 X2 6HAl =236t= B2l XLt end station =0| HOI==2
O

VLAN A VLAN A
PVID=A VLAN-aware VLAN-aware PVID=A

Bridge Bridge
Access |—_I _IJ Access
ports ,— PVID=C PVID=C —| ports

PVID=B PG ‘ PVID=B

VLAN B Trunk VLAN B
link !J'
% w VLAN C
VLAN-unaware VIEN:-U??}Nare
End station nd station

2z
VLAN C %
VLAN-unaware —PVID:C ‘l' VLAN B
End station &g’ eﬁl;\s‘:f
G ’ 2
% V0LAN-aware
End station

8 4-6. Native VLAN

b

t
I

N

0l S Ex3 &30 HZ= AEH
Algl= B2l X2 PVID JF VLAN C 2
206l= end station 2 EH 10 X &

)] &M

—
tEXN @2 2dgs =aE E

o2 A 1=2 VLAN S
H StEZ VLAN C 0l &t
e S4I62 2, VLAN

Ol € VLAN C 2 &4I6tCH

=

=
=
=)

=2

[H e 0%
o o

40

Z 0l M= U9200 Series A2 X0l VLAN 2 &80 AMEE= HEESE

of HAH=Z MHECE

o

S S VLAN € E 2 T

4.4, VLAN &3

1) S4E VIAND 2E AS SFe

2) EEJIEYEVIANS SR0| M2t ZEC RES 4TS

3) VLANOI Lt 0149 ZES SSICh VLAN Of ZES %0t [f, 802.1Q 12l ALS 012 E
2y

4.41. VLANEH HH

<H 4-1>2 VLAN 2Z 0l At2E= B8 =SS £ F &t
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H41.VLANEE HEN

o123 P e 2t

vlan vlanid B VLIAN It 2t E gt S S Ad, ARl HE S config
m ] 2 default VLAN 2| {22 AtE
= vianid : 2 2 E 4094 ALO| 2| gt AFESHCE

switchport mode m IIEO| VLAN Et2 S 8F&HC} Interface

{access|trunk} B access— XEEE access 2E(ZE J|BHVLAN)Z

SFSICH EFE ZE= IO 28 Z2 Ty Y

S &4I5t= &Y VLAN 2| QI HI0lAZ S&6t

Ct.

® trunk- ZEZ E I (B VLAN)2 & & 5}

S8 ZE= IO 22 ZdYs S48
switchport access B IIEZ VLAN 2| access TEZ HA 5L}, Interface
vlan vlanid " DCJlaccess 2 8FEH, AXE TEE= VLAN

o e LEZ SEEHC

= vianid : 1 £H 4094 AtO| 2 gt2 AtSSHCH
switchport trunk B TESVLANS EEI ZE=Z AFEHH. Interface
add vlanid m IEZS 02 VLANS EY3 ZE2 8F6IHH,

2 VLAN Ofl CHoll O 2= Bt= AFZSHLH

= vianid : 2 £ & 4094 AL0I2] 2t2 ALESHCH.
® Default VLAN(VLANiId=1)2 ¥ E 7|4 VLAN

o AR
switchport trunk m TEJGO2IQ EEI ZE, S B VLANS EE  Interface
native vlanid A EEY M, B0 EX 20 S24E = Ecfe

£ 2|8t native VLAN 2 & & &tCH

® pative VLAN S & &EGHAl & 2 X default
VLAN(VLANId = 1)0| native VLAN 22 & &
= vianid : 1 £ & 4094 ALOI2] 2t2 ALESHCE.
switchport trunk B IIEEZE YA VLAN O HHOIA HI2A2ICH Interface
remove {vlanid|all} ® vianid : 2 £ E 4094 ALOI2| 2tS AL BHCH
B gll: 2E VLANCZ2H BHUA ML
(no) untagged-packet- m EZEJI802.1Q EYID 2=, S B VLANS EE  Interface
drop 3 ZEY [, B0t 8= packet 2 drop A9 =
J1s0ICH No & SollA ol Ml Jt=otCh.
45. VLAN &3 0| Al
Ct22| Ol MUl M= VLANid Jt 1000 2 M A5t1], VLAN Ol IP =2 132.15.121.1 2 &Y0ot1, EE 2
?F LE 4 E VLAN 0fl &Y stCt.
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Switch (config)# vlan 1000

Switch (config)# interface wv1anl000
Switch(config-if-v1anl000)# ip address 132.15.121.1/24
Switch(config-if-v1anl000)# interface gi2

Switch (config-if-gi2 switchport access vlan 1000
Switch (config-if-gi2 interface gi4

(
(
(
(
Switch(config-if-gi2)# switchport mode access
(
(
Switch (config-if-gi4
(

) #
) #
) # switchport mode access
) #

Switch (config-if-gi4 switchport access vlan 1000

CtsS2 OO A= ER D D18 Vianid 2 2000 € € Eot), XE 1
JretCh.

S
Hel

ol
o

Im

o

Ed3 LEZ VLAN O

Switch (config)# vlan 2000

Switch (config)# interface gil

Switch(config-if-gil)# switchport mode trunk

Switch(config-if-gil)# switchport trunk add 2000

Switch (config-if-gil)# interface gi2

Switch (config-if-gi2) # switchport mode trunk
( ) #

Switch (config-if-gi2 switchport trunk add 2000
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CtS Ol M= VLANId Jt 120 ©! sales & VLAN & &8t VLAN 2 B0t =2 ZE(EEd ZE)S
10t EXl 22 EE(access EE)E ZF Zetth ZE 11 ZE 20l= B0t 210, EE 31
q E =

EZE40= a0t EX H=0h BAHCZ &H6HA H=08 ZEN= 20t =X &

VLAN sales )
(VLANId = 12D VLAN sales

j i @
port 3,4 Tagged packet _
port 2 (VLANId = 120)

VLAN sales

>
\”V‘)

Tagged packet
(VLANId = 120)

8 4-7.VLAN £ 3 0l Al — Tagged and Untagged VLAN

Switch (config)# vlan 120
Switch (config) # interface gil
Switch(config-if-gil)# switchport mode trunk
Switch (config-if-gil switchport trunk add 120
Switch(config-if-gil)# interface gi2
# switchport mode trunk
Switch (config-if-gi2)# switchport trunk add 120
# interface gi3
Switch (config-if-gi3) # switchport access vlan 120
#
#

Switch (config-if-gi3

(
(
(
(
(
Switch (config-if-gi2
(
(
(
( interface gi4
(

) #
)
)
)
Switch (config-if-gi2)
)
)
)

Switch (config-if-gi4 switchport access vlan 120

82 ARIXC ZE 1 2 L E J|8t VLAN Marketing 2t Ef 21 VLAN Engineering 2| 8t A &dl=
Ol IOl Ct. VLAN Marketing 2| VLANid = 200 0|04, VLAN Engineering 2| VLANid = 400 0| Ct.

Switch (config)# wvlan 200

Switch (config)# wvlan 400

Switch (config)# interface gil

Switch (config-if-gil) # switchport mode trunk

Switch(config-if-gil)# switchport trunk native 200

Switch(config-if-gil)# switchport trunk add 400

ZE gil22 B0t EX 22 Zd Y0l =858 AX= VLAN marketing 2] 2 ZEZ =T
= Mg gt
84
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4.6. VLAN €3 F2 &0l

VLAN €& 328 28 (52 B8 = AtE st

S0 g9 ==
show vlans B VLAN Ot 2HAE (29| Qo MBE £S5, Privileged
* VLANid

o HH EE

Switch# show vlans
VLAN MEMBER-LIST

1 giz gi4d gi6 gi7 gis8 gio gil0 gill gil2 gil3
gil4d gilb gilé gil7 gil8 gil9 giz20 gi24 gi25 giz6

Switch#
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4.7. 802.1QinQ

QinQ = 802.1Q WIER/ AWM X0 ALE 1 0lF= 802.1Q = 2% 4094 VLANID == M3
ot)l H=20ICH Ol s X2 oHZZH2Z S JH2l 1Q cll0I0f ALOI0l 802.1 QinQ € & dt=s &A=
SHEGHH EIRACH 802.1QinQ = AHIA MIE VLAN ID & MHIAE 2= VLAN ID 2 LSO &L
MHIAE 2= VLAN ID = MHIAE MIZ&= EcHE 0| XAlot= &ci VLAN ID OICH 12ld M-

2 MIEot= VLANID £ MBIA HEX=2 #oil =Jtot= VLAN ID Ol Ct.

[Ul

r>1

E_\O

14 AIAE0 QInQE HEot)| flet ZH= WELH 0121 BEotJ| AiAesE AIS K
ZE EciHO OLXIZ0l 4801 E0 =ItE &L

2. Service Provider Ethertype: Set up ethertype of an outer tag (CIZ E g 0x8100).

3. Service Provider VLAN ID: Use the native VLAN ID value of customer port for outer tag

VLAN ID

H 4-2.802.1QinQ EE O AL28 HIOIZ

N &89 2c

(no) encapsulation g-in—q QinQ enable / disableE & & &L, Config

outer tag 2l ether type & & &tCI.
2

(no) g—-in—q tunneling .

ether type 2 E&8olA EUS R0 = CEEE Config
ethertype VALUE _

2O Z 0x8100= AF=EHLY.

TE BEE HFstH.
encapsulation g-in—q default : 0x8100.

~ Interface

(default| customer|core) core : ethertype2 2 outer tag2 =t

customer : AIEA ZLE Bt &3
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Custormer port
Native : 100, tagged: 10, 20, 30 Service Provider port
| gl £ gi3 Native : 1, tagged: 100, 200
| g2
Custormer port P10126

Native : 200, tagged: 40, 50, 60

Example gi1— gi3

DA| SA | EtherType | Tag | Ether Type | Tag [ Len/Etype | Data | FCS

0x8101 100  Ox8100 10 - - -

8 4-8.802.1QinQ &3

Switch# configure terminal

Switch(config)# vlan 10,20,30,40,50,60,100,200
Switch (config)# interface gil

Switch (config-if-gil)# switchport access vlan 100
Switch (config-if-gil)# interface gi2

Switch (config-if-gi2 switchport access vlan 200
Switch (config-if-gi2 int gil
Switch (config-if-gil
Switch
Switch

switchport mode trunk
config-if-gil switchport trunk add 10,20,30
config-if-gil int gi2
Switch (config-if-gi2
Switch (config-if-gi2 switchport trunk add 40,50,60
Switch (config-if-gi2 int gi3
Switch (config-if-gi3 switchport mode trunk
Switch (config-if-gi3 switchport trunk add 100,200

end

(
(
( )
( ) #
( ) #
( ) #
( ) #
( ) #
( ) # switchport mode trunk
( ) #
( ) #
( ) #
( ) #
( ) #

Switch (config-if-gi3

Switch# show switchport
U : untagged packet drop

IFNAME SWMODE N-VLAN TAGGED-VLAN-LIST

gil trunk 100 10 20 30
gi2 trunk 200 40 50 60
gi3 trunk 1 100 200

total 12 interfaces listed
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Switch# configure terminal

Switch (config)# encapsulation g-in-g
Switch (config)# interface gil

Switch (config-if-gil)# encapsulation g-in-g customer
Switch (
(
(
(

config-if-gil)# interface gi2

Switch (config-if-gi2)
)

)

# encapsulation g-in-g customer
Switch (config-if-gi2)# interface gi3

Switch(config-if-gi3)# encapsulation g-in-g core

(in case ethertype changed, or
encapsulation g-in-g default)
Switch(config)# g-in-g tunneling ethertype 0x8101
Switch (config) #
4.8. Private Edge VLAN
Private edge VLAN 2 olLIC| MIOHE = VLAN U0 EMots ZES0I X2 5= ZEZH Gt
SIS g = U0, HHA ZES2HUI= layer 2 &0A S4S A= JI=0ICH CHAl ZotH
vlan HOil CHAI vlang L= iE0letn 23 &0 MetkA Private Edge VLAN 2 A2 X0l = X
AH0l SRGHCH 2l M2 G2 ARAXZ0 ESE 1D Js= F ZE A1 SE0IC B35 =
ZE=UE ZEMHN HEE EHH(RLIMNAE, BEIHAE, EZENAE)E BMADIX E2H =
g AAXNUNAM CHE ZES FAN ES5T= ZENAH= (EHE EcHEE SMAID|XI E=C.
L2UIA ESEH0 A= ZESHIH=E EdiEs e =210, 2= EHEHS L3 EXE SHAME 2
SEHE ZES2HU SE = g += UL
88 U9200 Series User Guide
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Premier 8624 0l Al private edge VLAN 22| & &3 8&F 2 <&t & JtXl 2HH:

* IFNAME
2 YHIE ZEHYE2Z K& (ex. gi1, gi2, pol...)

* VLANID
STP/RSTP £ AtE5td U
=

UERKAIUH M= STP 2t RSTP £ &t rootport & 23AE &4 off
OfF 8tCH 0l B2

uplink £ B8 ot= A0l JtsotLt.

I 4-3. Private Edge VLAN &3 X

%2 0f Hg 2c

(no) private—edge-vlan Private—edge-vian2 & & /ol Ml & CI.

Config

(no) private—edge-vlan E& I H Ol A0 private edge vian2l uplinkE Interface
IFNAME H& IFNAMES & & &t

= g9 ™/

(no) private—edge-vlan EA Ol H Ol A0 private edge vian2l uplinkE Interface
stp—-root-port VLAN/D VLANIDE| root ZEZ & & SHC}.
Show private—edge-vlan  Private—edge-vian2 && HE2E X3|&HC. Privileged

23H=E ZE=gi2, gi30IH & 3= gil0IL. EsEHs ZES2S ECHEH =2 5{E6tHA
H1 2 gi1ol EciE Pt 5 EEHC.

Switch# configure terminal
Switch (config)# private-edge-vlan
Switch (config)# interface gi2

Switch(config-if-gi2)# interface gi3

(
Switch (config-if-gi2)# private-edge-vlan gil
(
Switch (config-if-gi3) # private-edge-vlan gil

[ OIXI2 ]

B35 E=E ZE= g1, pol, po2 OICH STPOHIAMS & &3 882 28t VLANTZ &Lt 0]
AL STP VLAN1S R E ZE = “po2” Jt= L. 8H2F src/dest private—edge—-vian ZEJ}
SUGICHH “x"E HAIotD 02l STPO| Hol=l TEDHS M &S},

U9200 Series User Guide 89




PON P

Switch# configure terminal

Switch (config)# int pol

Switch(config-if-pol)# private-edge-vlan stp-root-port 1
Switch (config-if-pol int po2
Switch (config-if-po2 private-edge-vlan stp-root-port 1
int gil

(
( ) #
( )
Switch (config-if-po2)
Switch (config-if-gil)

( )

#
#
# private-edge-vlan stp-root-port 1
Switch (config-if-gil)# end
Switch# show private-edge-vlan
Private Edge Vlan Mode : enabled
Static Private Edge Vlans: none
STP-ROOT-PORT Private Edge Vlans
Target Switch Port: STP Root of vlan 1: po2

Members: gil pol *po?2

-(*): Temp Member

ChSe HEUHE 0186t HIEAEQO MAC =AE DAl A8 XY &2 cpu 2 trap AlZ
= QUCH
H 4-4 HAENS MAC AHEEHEN
242401 249 ==
Source MAC addressJ}t broadcast
(no) broadcast—-source—mac—drop MAC address?! T2/ XIEot= 212 Interface

S H /ol Ml StCt.
Source MAC addressJt &H| Atalol

(no) gw—source—mac—drop MAC address?! IH2!2 XtEot=E A2 Interface
& H/ ol Ml StCh.
Source MAC address2t 25 ‘0’¢!

(no) null-source—mac—drop MAC address?! IH2!2 XtEot=E A2 Interface
A H/ oMl StCh.
Destination MAC addressJt &b

(no) self-dest—mac—trapcpu XHAlRl MAC address@! M3/ CPUZE Interface
Trapote A2 88/ Ml &L
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IP&t3&

5.1

M= 1P E S3ote 2 E 8YETt
IPE £Fo)| /ol 7RAS=E JI2 HH2IP FAE UHERA 2AHHIOIAN gol=
AE EYEOZ M 2IHHIOI A= layer 3 interface & 2 & 3HE Ct.

U9200 Series A/ Xl= L322
®  VLAN interface
® | oopback interface
B Management interface

CIEIHIOIAN IPE 2EE = UL

oy

IPF4s A0S IPHOIHIOMO EWE X922 AlESU. HEH IPFAS2 SES
UAH SAE, MBY HERT FTAZ AIEE 2= QUL <HE 5-1>2 IPFA2 Y
FAS0| AYAH HH FASS MASE = U=K BHECH
H51. A2 JlsstIiPFA
Class FAH2 AHEH
A 0.0.0.0 0l F
1.0.0.0 ~126.0.0.0 AMNEIts
127.0.0.0 0l <t
B 128.0.0.0 ~ 191.254.0.0 NE=PURS
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191.255.0.0 Ol 2f
C 192.0.0.0 ol &

192.0.1.0 ~ 223.255.255.254 ANE IS

224.255.255.0 Ol 2f

224.0.0.0 ~ 239.255.255.255 HEPDHAE O =4
E 240.0.0.0 ~ 255.255.255.254 ol &

255.255.255.255 SBzCjAE

Notice IP =20 OHet SAIEQI Jl= Atet2 RFC1166, Internet Number £ &

b Dot =

b Notice HERZD BsE g&d 228, JAulH MBIAE MBotd U=
ISP(Internet Service Provider)0fl Hl & 2| &t ct.

U9200 Series A9IXl= GtLES] QIEHIOIAN =2 IP £ &dgole Jls= A&l U9200
Series A9 XI= QIEIHOIA & = 10 2| IPF=AE8 &3 &= ULCH THe H4&0UA S=IH2 IP

FAIJE RESHI AMEELH OS2 JtE 2BHH 0 SE0| 0

cl&Hel 24l 20, =2IHel AESI0tCH 254 42

= =clH
SAE GIECEE MEU S 48D JHEGHA. et ELE access MHOUIA =SI12] IP =
A2 ASEUE ot Sel& MEHWU S JtXLD FIhe =2l 8o HEY S 88 == ULH

el
rr

B St HERDY F AEU=2 UE UEKHIDN 2ol Ecla = UL SIH2 =22 AS
CHE WERAZD0 2ol =B 2le MEHCZ2H ot UER/KIE FdE = UL
Ol OIOIlA, H LIERAD=E SEHEHLE & B UWERATS &R0 AXSL MEH 2 2tRH

o otLt Olatel gdat=l QIEIHIOI A0 SAIO LIEHE = BLCH

flo

HIERD AEHHOIAN IP =25 Sgotedd, AHHOIA 28 220N ThS2 S = AFSStTh

5]
o
N
%
1M
B>
g
0Q
02
0y
=}
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ip address ipaddress/prefixlen m OIHHIOIAN AIZE IP =AE & FSH.

b Notice Prefixlen 2 ip address & W E R 3 E P 206t= bitlength & & HCE

5.3. ARP(Address Resolution Protocol)

ARP HIO|22 2 E &0l

oh

fed ™, privilege 2EUHA OIS < E 5-3>2 O E AL

H 53 ARP &3 £Fs Ast BE0

=0 49 2c
show arp = ARPHIOIE2 AECIE SHSEHC Privileged
show arp IFNAME m ARPHIOIZ2 LHEZ vlan E2 port E& £ 3| &t Privileged
show arp static B ‘arp” YHEOHE Soll static = &F s NERIE &6 Privileged

Ct.
show arp dhcp- ® Dhcp 0l 25l unbinding & arp A E2|CtE S8, Privileged
unbinding
arp ip-address ® ARP HIO| =0l static ARP HEZIE &F config
mac-address vlan- = |p-address: ARP A E2|Q| P Z=AE LIEHACE
name port-name ® Mac-address : ARP 9l E 2| 2| 48bit Ethernet =AZ Lt

EHHCH

® vlan-name : ARP 2| S & X| IP interface 2| 0| S 2 LIE}
LHCE.

® Port-name: ip interface (= VLAN)2 member port =
ARP 2| =& X| physical port name = LIEFHCE

5.4. Static Routes §§

Static route = IH2! 0] A|IEEE SE X))

FX

& Z=Z0|Ct. Ot 2tRE IZ2EZ 2 MEGH S8 sS&EX0 st 328 48 & & SCHH static
route = 1R SLolH AISELCH ctREE 4= g= HAS0 2EUHE HOIERIOIE HAlot=0 2
otClt.
Static route & 2 &5l ™ Config LEUA ISl HE S AIZSHCH
¥ 5-4. Static route A2 &3 HHQ
=R N0 A9
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ip route {destination- ®  Static route & S£8&t(}.
prefix mask | destination- B destination-prefix: =X UERIABHSEH
ipaddress/mask} {gateway- Al BHCH

ipaddress | null0} n mask: 2EX HEYIO OIATE 9 AR

B gateway-ipaddress: HOIERIO X2 IPF=4LE
S AISHCE.

B null:null @I HIOIAE HOIERIOIZ & & EHCH.

B distance-value:1lSE 255 At0I8] =XE AIE

[distance-value]

AMA B2 static route JF X1 Z& [H(global configuration 2 =0l Al IP route E &2 no EA2 AIE)Nt
Xl I &tCt. oHAIBH administrative distance a2 AlSotH 222N =& 2tRE 22 static
route £ SEE == UL 2 & UREY Z2EE2 <H 5-5500 LIS & 2 X & default administrative
distance at= Jt&ICH Static route It =& SR8 ZZ2EES2 352 =& Z sHUHHA static route
9| administrative distance Jt & T2 E 22| 20t o 2™ =

I 55 S& etRE ZZEE 9| default administrative distances
= Jlg &3 gt
Route Source Default Distance
Connected interface 0
Static route 1
Exterior Border Gateway Protocol(BGP) 20
OSPF 110
RIP 120
Interior BGP 200
Unknown 255

CIHHOIADI CI2EAS M, O CIE{HOIAS Sol
= Ct. K8t static route 0l M forwarding 2t &2
[ 0l & static route = IP 2t E HIOISH A A X

2 = static route = IP 2+ E HIOISO0IA AHK

A H=
T BA =2

-IH
b=
0
%
30
Vi)
on
0
0lo
L}
o
o
o
0
]
o

static route A 2 E 015t H privileged 2E0A CIS2 HE S AFE56tet.

EE] =3
show ip route static ® |Proute 82 E =&t
55. P& OlX
Ol ZUlM= 1P =4 &8 MIME HS&tLt:
B Assign IP address to network interface
94 ; ;
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solution

®  Creating a Network from Separated Subnets Examples
® ARP
®  Static Route

ChS2 Olk= A2IX2 vians QTEHHIOI A0 C 2 A IP =201 192.10.25.1 £ & &8t

Switch (config)# interface vlanb
Switch (config-if-vlan5)# ip address 192.10.25.1/24

CtS2 GIMOIA 131.108.0.0 HIERKITS MEHW 11t 2= B2 UWIERAI0 2o 2l F UEH
d= otLte =2l H HERIAZ g =L

Network 192.5.10.0

Subnet 131.108.3.0
Router C

Router B Ef %
e

Subnet 131.108.2.0

% Router D

Router A

Subnet 131.108.1.0

J8 5-1. HER3 &8 0l - == IP address

ctREB&F

Switch (config) # interface vlan?

Switch (config-int-vlan2)# ip address 192.5.10.1/24
Switch (config-int-vlan2)# ip address 131.108.3.1/24

ctRECHEH

Switch (config)# interface vlan2

Switch (config-int-vlan2)# ip address 192.5.10.2/24
Switch(config-int-vlan2)# ip address 131.108.3.2/24

fob

L2 =2 ARP HIOI =2 LHE= = 2lot= Ol MO Ct.

J

Switch# show arp
Flags>> R: reachable P: permanent K: H/W only B: dhcp unbind drop

IP Address MAC Address Interface PORT RefCnt Flags
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10.1.2.254 0007.7089.1123 wvlan? gil 1 R
10.1.11.46 0006.2bfc.146e vlanll gi’7 1 R
10.1.13.1 0001.0281.£775 wvlanl3 giz 1 R
10.1.13.190 0000.£f083.f6d4 wvlanl3 gi6 1 K

LS8l EE 2 ARP HIOI =01l static ARP 21 Ec2|E S=getlh.

Switch (config)# arp 142.10.52.196 0010.073c.0514 vlianl giZ2
Switch# show arp

IP Address MAC Address Interface PORT RefCnt Flags

142.10.52.196 0010.073c.0514 wvlanl gi2 1 P

CIS2 HH 2 ARP HIOIS0ll A static ARP ¢ E2|E AHHISHCE.

Switch (config)# no arp 142.10.52.196

CIS2 OlM<= 20.1.1.0 HIERK AN HZEE SAEDI192.168.2.0 HHERKIAS SAEQ EME = U
T 2 static route £ & A SHC}.

192.168.2.5

201.123 EQ'

P
S

192.168.20
¥ 192.168.12.1 Router B
20.1.1.0 j

\i,\‘__/

8 5-2. HHEH3 &3 0] - Static route

dRHAEE

Switch(config)# ip route 192.168.2.0/24 192.168.12.2

Switch# show ip route static database

Codes: K - kernel route, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area,
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El1 - OSPF external type 1, E2 -
N1 - OSPF NSSA external type 1,

OSPF external type 2,
N2 - OSPF NSSA external type 2,

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, > - selected route, * - FIB route
S>* 192.168.2.0/24 [1/0] via 192.168.12.2 vlan2

Switch#

ctEHB &E

Switch (config)# ip route 20.1.1.0/8

Switch# show ip route static database

Codes: K - kernel route, C - connected,
O - OSPF, IA - OSPF inter area,
El - OSPF external type 1, E2 -
N1 - OSPF NSSA external type 1,

192.168.12.1

S - static, R - RIP, B - BGP

OSPF external type 2,
N2 - OSPF NSSA external type 2,

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
S 20.1.1.0/8 [1/0] wvia 192.168.12.1 vlan2

Switch#
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DHCP

6.1. DHCP Server J|ls ¥ &3

6.1.1. DHCP Server JIs R

DHCP(Dynamic Host Configuration Protocol)= IP Network 2| Ct& IP Host(DHCP Client)= 0l Al XH At
2 Jl=6tIP Address @F &8 TI2I0IEHE S&C2 &dYole ¥ S MBSl DHCP = 720t 2
Network 2tZ 1t =& 8t TCP/IP 2 ZEANH 282 ?lol EAHEJA2M, 0= IP Network 22| X0l |
QAL E HH2 2 A AZICH Client JF Server 22 E 24lots 88 88 & )& 28 212 Client
9| IP Address Ol Ct.

DHCP = BOOTP 2| & & 0| X2t DHCP 2t BOOTP AtOl0l= TSt 22 S JHAl 2 X0 & 01 ULCH.
B DHCP = Client Jt &t& & Al2H S0P Address € €5 2#& = 60, =0l CHE Client 01l Al
= [e)

1 IP Address E ME oM Al

Flof 2Re FIotEe 1P 28 Wet0IHE

Premier DHCP Server = A2 X0l €& 8= Address Pool 22 E Client Gl HI 2 IP Address £ & & ot
22| 6= DHCP Server J . @2k DHCP Server Jt A&l GIOIE{HIOI A0 A DH e

oIr
o
=
= o
r9£
o

1]
i 3
0

TE OFEAIZ £ QICHH, 22l X0l 2ol €& & oLt 0l &2 22X DHCP Server il HZ 27 =
& 4 QUL

6.1.1.1. DHCP Server 2| Address &% gt

DHCP Server Jt Client 0il Hl IP Address £ & &ol= 882 (S 20,

XS & Y (automatic allocation) — DHCP J} Client Ofl Hl & 7* & Q1 IP Address £ & & &t
=3 &Y (manual allocation) — 22| Xt0fl 2|af Client Ol Al IP Address ot &S & H, DHCP =
Client Ofl Hl IP Address & &/ 0 LIZC}.
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& S (dynamic allocation) — DHCP Jt MI&t& D2t SQt3F Client Ol Hl IP Address € & &

o Off
O JA

A

>
0
S
or

st 4F Met0IEIS2 RFC 2132 0l EHEIN UM, =2 Mtetlle= st ZC0H

Subnet mask

Router

Domain

Domain Name Server(DNS)

6.1.1.2. U9200 Series A XIE DHCP Server & Al

<& 6-1>= DHCP Client 7} DHCP Server(U9200 Series 22 X)Wl Hl IP Address & P2 M2
Jle #XHolCh

U9200 Series
(DHCP server)

Host A

DHCPDISCOVER (broadcast)

DHCPOFFER(unicast)

v

A

DHCPREQUEST (broadcast)
)

v

DHCPACK(unicast

A

& 6-1. U9200 Series A9 XIE DHCP Server 2 AIE

4) ClientHostA = B2 E91 A E Il Al X| DHCPDISCOVER £ DHCP Server 2 & & 8HCE

5) DHCP Server = IP Address, S 0I9! 0|5, IP Address 2| 20 |2t &2 && II2t0IEH E Client
Ol H |LI IHAE BHIAIXI DHCPOFFER £ AFZ56H0{ & &tHCE

Notice DHCP Client = dtLt 0| & 2] DHCP Server 2 £ & DHCPOFFER 0| Al X|
b £ 82 4= UL} Client= LA OS2 D& X 2=Al= SHLES] B Al Xl Bt
42 &tCh. 6HXI2F DHCP Server 2| IP Address XMl &2 Ol Al X| @I
DHCPOFFER HIAIXIE =413 CtD ol Al DHCP Server Jt Address & &
2 B &5t= A2 OtLICt DHCP Server = Client It CHAl SAI XS Z
Address £ &= R7E VXl Address AtES 0l 2 8HCY.

6) Client= M= IP Address 0l CHet Al M0 @B Z DHCP Server Bl H EZ2EMHAE HIAIK
DHCPREQUEST £ At&30t0 M &6t

7) DHCP Server = Client 0l LI HHAE BAIX DHCPACK € & 22 M IP Address Jt
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Client Ol Hl 2 ASS =QIstlh.

b Notice Client 2| S 4] &0l Address 2 & 2! DHCPREQUEST U Al Xl= 01& 9|
DHCPDISCOVER HIAIXIE€ ==4l8t 2 & DHCP Server (| H EZ2EHA
E =L} 0l HIAIXIE 22 DHCP Server = Client Ofl Al & &6t DA ol <
St Address £ CHE I AHUI Al &0t = StC.

6.1.1.3. U9200 Series 2| XI& DHCP relay agent 2 AIE

18 6-2>= Premier DHCP Server Jt DHCP relay agent £ Al Ct& Network 2| DHCP Server £
DHCP Client 2| 2 7 HIAIXIE ML dt= ZXIH0I L.

Host A DHCP server

DHCPDISCOVER(broadcast) DHCPDISCOVER((unicast)

v
v

A
A

DHCPOFFER(unicas) DHCPOFFER (broadcast)

U9200 A< Xl
(DHCP relay agent)

212 6-2. DHCP relay agent 2 Al DHCP Server 2] HAIXl & &

DHCP Client = E2E I A E 0l Al Xl DHCPDISCOVER £ Server 0l Al & & 6HC

A Xt & &St DHCP Server 2
bol=t!

[ — R}

8) Premier DHCPServer Jt Client 2] @ 2 SHF A2 2 QICHH,
=L IHAE HAIXl DHCPDISCOVER HIAIXIE AFESHH R+

- Ho

-

9) DHCP relay agent 2 & HIAIXIE =418 DHCP Server = Client £ %I 8t IP Address, J| 2 ct<
BH S2 328 |7LI HAE UHAIXI DHCPOFFER £ A&6t0! DHCP relay agent Ofl Al & & &tCH.

10) DHCP relay agent = ==4!8t DHCPOFFER 0l Al XI £ Client 0l Hl & &8tCE

11) DHCP Server 2} Client AtO| 2| DHCPREQUEST 2t DHCPACK HIAIXI & s 8t It &8 22 DHCP
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relay agent Ol 2|off & &=L},

6.1.1.4. DHCP Server 2| &

Premier DHCP Server = CIS2| 0|& 2 HIZ2&HCt
B QOIHY 2 HIEO 24 -222 A AOIENA NS2Z IP Address &2 AIZSS2Z M
OIHU E2 Hlgs 2AAIZ £ UL X IP Address = A= IP Address €220 H =2
HEZ2S RP6HC.
m Client &8 &1 HIE2 24 -DHCP = &6t &I (20, &X &&8 0 23 2
HES A & £ U2H, HIJI=H2 AIZX=S0 28 &40 g
m =2 HSHOlI H#2| - DHCP Server = 0124 M E Network 0fl st 8d g 2e2lot2=2, 8% It
SHOIEDIBHEDAS L A2l ke 2 otLe] £2F Server 8 B1H51H = CH
6.1.2. DHCP Address Pool
Premier DHCP Server = Network Pool 2} Host Pool 2| & J} Xl Pool & Xl & &tCl.
m  Network Pool — automatic &= dynamic allocation 2 2?8 Pool 2 #4560, 02 M2
Network Pool 2 GtLIS] &2 RHGH, A2 UE AEY 20l IP Pool 2 SRE = US
LICh.
®  Host Pool — manual allocation 2 ¢St Pool 2 #4560, 3tLIS| Host Pool il & d2E

2= 02l JHel Host E £ & = QUL

.3.  DHCP Network Pool &3

ol 2UE(MHE =X “ubiquoss”) = E=(0IE S 0)E 0|E22Z ALE0I0 DHCP W22
HHE 4= QUCH £ DHCP WIA% 3 Pool && 2 IP Network Address, JI& 2 <EH S92 It
A= DHCP U2 3 Pool &8 RE=Z X EHCH DHCP W2 < 2 Pool 2 & &6}t

=<0
2 20N RFE= A== 2= 0 0F &Lt

b Notice 04 JHel A2 CHE Network Pool € 6 A
olLICl VLAN Ol &6t O] e NBEUI2 BIEA &2
04 OF StCF.

ol
=

6.1.3.1. DHCP Network Pool 0| & &8 X DHCP &3 2.

pal

DHCP U293 Pool 0|1ES &A5tHLI DHCP Pool &8 REZ &I6t)| 2IoH Global 2= 0A Ct
=S 9d 2 AESHCH

0O ocoo=2
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== &89

ip dhcp network- ® DHCP Network Pool 2 ¢ I

pool name B “config-dhcp#” Z8ZLEZ AHE = DHCP U329 = Pool £&
Zc2 @y

EEPUPE

CtE2l 0l Xl= DHCP Network Pool 0| &2 ‘network_pooll” & & &6t= Ol MOl Ct. DHCP Network
Pool Name 2| =i 2/ 0l= 31"kt OICt.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp)# exit
Switch# show running-config

ip dhcp network-pool network pooll
!

6.1.3.2. DHCP A B4l & Network OtA3 & &

MZ MAH= DHCP Address Pool & 9/ &' IP Address 2 Server Network 2| OtAE A A5 2l ol
DHCP Network Pool &8 ZE0AM TSl HE S AI=SHC

= E=10 &9
network network-number/prefix- ® DHCP 4293 Pool LHS Z&E ME Network 815 2t
length OtA3E &3

CtS 0l Xl= DHCP Subnet 12t Network mask £ 100.0.0.0/24 £ & & ot= 0l MOl Ct.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp)# network 100.0.0.0/24
Switch# show running-config

!
ip dhcp network-pool network pooll

network 100.0.0.0/24
i

6.1.3.3. Network Pool Ol M & & IP Address 8¢ &3

DHCP Network Pool L} 0il A CIient%OHJH &r&tst Address I E X ASHC atLUe AR A Wole
HIGHEXMOl 02 JHCl Address B RIE KIEE = QLY.

=R N0 29

range lowest-address B NBUNA SUHESUHH S E Address B E XA SHL.
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highest-address m O] Z2E {= DHCP Subnet & Network Mask & & &gt 0| =
ol & &3l ok L.

Ct=2l Ol K= Network Pool Ol Al & & & IP Address & ¢/ £ 100.0.0.1~100 2 £ & &ESt= 0l M OICt.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp) # range 100.0.0.1 100.0.0.100
Switch# show running-config

!
ip dhcp network-pool network pooll
network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
!

6.1.3.4. DHCP Server SE It 43

FE I ClientE A& £E OI0IXE M&oH| 2o AAE=CH LEtH oz 2E 0|0/ XI= Client
b 2LotlIfIet 2 AIAEOICH DHCP Client £ I8t & WS HAIoI| 2o DHCP WA 3
Pool & ZE0IAM CHE2 EE = AISEHT

E 0I0IXIZ A2 E It 9

0l

o
i

Al

CtS2l 0l M= DHCP Server £ E T2 S ‘p8xg.ri00” £ & & ct= 0O M OICt. DHCP Server 2E T+
o, =/ Z0l= 31"At OICt.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp) # bootfile p8xg.rl00

Switch (config-dhcp) # exit

Switch# show running-config

|

ip dhcp network-pool network pooll
bootfile p8xg.rl00

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
|

6.1.3.5. Client 2 &t J|2 2tH &4
DHCP Client J} 28 & =, Client = A4l JI2 24REE W3S MSEHCH JI2 2ARE2 IP
Address = Client 2} =28 ME Network &0l =6l OF & Ct. DHCP Client £ ®I&t JI2 2tREE

U9200 Series User Guide




PON P

nio

A E

o

& &6t)| ?Iol, DHCP Network Pool 28 2E0A OS2 EE Ct.

80 &4

default-router address m DHCP Client £ &t J|2 2t2F 2| IP Address E 9 Al

Ct=2l 0l Hli= DHCP Server 0l Al Client £ I8t J|2 2tE 2 100.0.0.1 2 & & &tL}.

Switch# configure terminal

Switch (config)# ip dhcp network-pool network pooll
Switch (config-dhcp) # default-router 100.0.0.1
Switch (config-dhcp) # exit

Switch# show running-config

!
ip dhcp network-pool network pooll
default-router 100.0.0.1

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
|

6.1.3.6. Client & I8t DNS IP Server & &

DHCP Client 7} Host OIS 2 IP Address & B8t Z R} A2 B, Client = DNS IP Server Ol Hl &
O|StCt. DHCP Client Jt 0| 2& 4= 2= DNS IP Server £ & X 5lJ| 2ol DHCP Pool & & ZE 0l A
CtSol "™ S Al st

oy &3
dns-server addressl ® DHCP Client Jt 0| 2& %= = DNS Server 2| IP Address € & &
addressZ address3 ® DHCP Client 6tL+2| IP Address 2 @ 2ol X| 8 & 2IeIU A =

CH 3JHSl IP Address & & A& 2= QUL

CtS 2l 0l Hl= DHCP Server 0l Al Client £ #/ 8t DNS Server 2 200.0.0.1, 200.0.0.2 = & & StHL}.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp)# dns-server 200.0.0.1 200.0.0.2
Switch (config-dhcp) # exit

Switch# show running-config

|

ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
default-router 100.0.0.1

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
|
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6.1.3.7. Client £ {8t =HIQI 0| &3
DHCP Client 2] =0 2! 0|52 Client & LA 0l Network 2] & =0l L& AI2ICEH Client £ flst ©
Higl 012 2XEs 8H61)| 2lol DHCP Pool &3 ZEWA TSS9 HHE Al 6L},

80 &g

domain-name domain " Client= I8 SOOI 0|22 DAl

CtS2l 0l Ml= DHCP Server 0l Al Client £ 2|8t =02l 0|52 “ubiquoss.com”’2 2 & & 5t= 0l Al Ol
Ch.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp)# domain-name ubiquoss.com
Switch (config-dhcp) # exit

Switch# show running-config

|

ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
domain-name ubigquoss.com
default-router 100.0.0.1

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
|

6.1.3.8. HI3¥3 Pool 2 |8 08 &3

O cf JHSl DHCP U2 ® =2 Pool & Network 118 =0 ZSAIZ = UA2CH, 22 AS22 #d& U
A% =3 Pool2 IPPool 2 AN& SRE == UL

=RV A9

group group-—-name | | 3—3— O| EO [mz] }\|

b Notice SFLISI VLAN Ol Odef JHQl IPE &8 Al, Ol= BtEA 22 A8 0|82z
2t Network Pool 2 2 A 604 Of &tC}.

CtS2l 0l Hl= A2 CH2 Network Pool 2 “ubiquoss_pool’2 S = 0l Ml 0l C.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp) # group ubiquoss pool

Switch (config-dhcp) # exit

Switch# show running-config
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ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
domain-name ubiquoss.com
default-router 100.0.0.1

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100

group ubiquoss pool
!

6.1.3.9. Address 0§ J|2t &3

MO Z DHCP Server 0fl 2loH &&= 2+2+9| |P Address = &+ Al2t= o 2 H=IC}. IP Address 2
J12+t= HAHGH)| IHA DHCP Address Pool 2E0A CIS2 ¥HHE =

840 &9
o

lease {days [hours] |

o

| o=z
infinite: Host 0l Hl &+

SUAOR MF

[
=
o
rJ

fit
g
ro
o o

02
N>

[minutes]} O

[

=

N

EO
Mog
49

rr
P
o
!

2 |IP Address £ &/ U5t

Ct22l OlMl= Address i D12t 20 222 H&5t= OINIOILCH.
Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp) # lease 0 0 20
Switch (config-dhcp) # exit

Switch# show running-config

|

ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
lease 0 0 20

domain-name ubiquoss.com
default-router 100.0.0.1

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100

group ubiquoss pool
i

6.1.3.10. Client € |8t NetBios WINS IP Server &3

WINS(Windows Internet Naming Service)= & & 21 Network Z1& LH 0l A Microsoft DHCP Client Jt
Host OIS = IP Address £ B &totJ| fIoll AtE5t= OIS ol & AMHIAO0ICH Microsoft DHCP Client Jt
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|2 &= A= NetBIOS WINS Server E £ &35HJ| #IoH, DHCP W3R 3 Pool E& 220U A TS <
HAS A2 EHC
== a9

netbios-name-server address ®  Microsoft DHCP Client J} 0| 2& £ = NetBIOS
=
=

WINS Server 2| IP Address

CtS 2l 0l Xl= DHCP Server 0l A Client & ¢ &t NetBios WINS Server € 210.0.0.1 & & &35t= Ol Al
Ol Ct.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp) # netbios-name-server 210.0.0.1
Switch (config-dhcp) # exit

Switch# show running-config

|
ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
domain-name ubiquoss.com
default-router 100.0.0.1
netbios-name-server 210.0.0.1
network 100.0.0.0/24

range 100.0.0.1 100.0.0.100

group ubiquoss_pool
!

6.1.3.11. Client £ ?I8t NetBIOS = E Et & F

Microsoft DHCP Client £ ?/ 8t NetBIOS =& Et2 & Ct22| Ul JtXl = otLEOICE. : broadcast, peer-
to-peer, mixed, hybrid. Microsoft DHCP Client £ ?| &t NetBIOS =& EI2 2 & &3dtJ| ®I5H DHCP Ul

J¥ 3 Pool 28 REUAM CHS2 SE S ALZ 8L

8480 &9

netbios-node-type type ®  Microsoft DHCP Client 2] NetBIOS == EI2l = H Al

CtES2| 0l = DHCP Server 0l M Client & £l 8t NetBios = & Type 2 ‘p-node’=2 & & 3t= 0Ol M OICt.

Switch# configure terminal

Switch (config)# ip dhcp network-pool network pooll
Switch (config-dhcp) # netbios-node-type p-node
Switch (config-dhcp) # exit

Switch# show running-config

|
ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
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domain-name ubigquoss.com
default-router 100.0.0.1
netbios-name-server 210.0.0.1
netbios-node-type p-node
network 100.0.0.0/24

range 100.0.0.1 100.0.0.100

group ubiquoss_pool
|

6.1.4. DHCP Host Pool & &

=& H2IY 2 IP Address 2t Client 21 MAC(Media Access Control) Address A0l 2] O & Ol Ct. Client
9] IP Address = Network 22| X0l QA =522 &S5 J{LI DHCP Server 2| Pool 22 EH XSS
= g2 E £ UA2M, Host Pool 2 =& Address 222 <ISt SE& SEH2| Address &S HENOILH.
DHCP Host Pool && 2 IP, MAC S2| It2t0IHE &8 &= A= DHCP Host Pool €& 252 &Y
StCt. DHCP Host Pool £ & &3dt)| RldiM= G & LALHE HHUSS =0 0F St

2
>

b Notice otLI2| Host Pool 2 S =& 120l E H&6t)| |6t= Client=2 #I&t
Pool O|Ct. tLt2]l Host Pool il = 024 JH2l Host E &8 &= UM, &t
Ol IO 42O 2 oY Pool LHS) 2= Host S0l Ti2I0IHE

=

g % Ak

6.1.4.1. DHCP Host Pool 0|18 &8 X DHCP &8 P& &g

DHCP Host Pool 0| ES & A6t LI DHCP Pool && 2=2 X5 ?Iol Global 2E0HA IS ¥
A S A ST

gg0 49

ip dhcp host-pool ® DHCP Host Pool 2 I8t 0| E=S MY

name B “‘config-cdhcp#’ EEZEZ AE L= DHCP Host Pool €& 2 &
2 &Y

Ct&2l 0l Hl= DHCP Host Pool 0| &2 ‘host_pool1”& & & ot= 0fl Ml 0l Ct. DHCP Host Pool Name 2
ZI O Z0l= ‘31Kt O Ct.

Switch# configure terminal

Switch(config)# ip dhcp host-pool host pooll
Switch (config-dhcp) # exit
Switch# show running-config

ip dhcp host-pool network pooll
|
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¥ 2. Host Pool & & HAH

380

nx

bootfile filename

g
=

FE0IOIXNZ MEE I 2

|22 g A|

default-router address

dns-server addressl

address”? address3

0
DHCP Client £ &t D12 2t<XE 2l IP Address & & Al
DHCP Client Jt 0| 2& %= = DNS Server 2| IP Address

=2
=2 AMXN
=2 =2o

® DHCP Client 8tL+2| IP Address Bt @ 38X
A =ICH 3 D12l IP Address 2 ?

domain-name domain

_‘
=
m ClientE 2?8 Tl 01F= B Al

netbios-name-server

address

®  Microsoft DHCP Client Jf 0| 2& &= U= NetBIOS WINS
Server 2] IP Address € & &

netbios-node-type type

®  Microsoft DHCP Client 2| NetBIOS =& EI2IS HA|

network ipaddr/prefix-len

® 5tLES| Host Pool LWOIIA &8 & == BI2IE

T
10
&
|1
40
1]

Host Pool & & &

b Notice
Ct.

& = Network Pool &8 FE 0ot & & &HO| S5t

b Notice

otLt2l Host Pool 0l & & & =& HICIE 2|AE=
H LHOIA &S D

network & &
JlsoltLt.

6.1.4.2. DHCP ==& Htel &

Host Pool LHOl ==& B2

a0 &Y
host ip-address netmask m Client 0l Hl & Y& IP Address 2F M3 & Network 0FA 3
£ 4 Z s
B “config-dhcp-host#” ZEZEZ AHE = DHCP
gHost & EE 2 &l ¢l
H3. =3 Htod BN
=10 &9

hardware-address
hardware—-address

®m Client 2| 5t=%I0{ Address E Z Al

client-name name m NEHMOZ £3C|[{ E&= ASCIl X2 AIE25IK Client &
012 9Al
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® Client 0|52 Z0IQ 0SS X0l &

S 2 HAIGHA

mars.ubiquoss.com

rr

Ct. 02 mars =

-
el

=C

p—

CtS2 Ol M= Mac Address JF 00:11:22:33:44:55 Q1 Dt X &

OICt. Ol & = ‘network A.B.C.D’HEN 0l 0l &AGHOk

20l 1P 110.0.0.1 £ & dt= Ol A

o
o

Switch# configure terminal

Switch (config)# ip dhcp host-pool host pooll
Switch (config-dhcp) # network 110.0.0.0/24

Switch (config-dhcp) # host 110.0.0.1 255.255.255.0

Switch (config-dhcp-host)# hardware-address 00:11:22:33:44:55

Switch (config-dhcp-host) # exit
Switch# show running-config

!

ip dhcp host-pool host pooll
network 110.0.0.0/24

host 110.0.0.1 255.255.255.0
hardware-address 0011.2233.4455

6.1.5. J|El Global ¥& ]

H 4. Global 28 2|AE

HHO 49

ip dhcp default-lease = 20 J|2t2 YAl

tdays [hours] " J|2USEAINCR 8F

pminutes]infinite] = infinite: Host 0fl Il 2 X O 2 IP Address & 2 IH5H= XS
SYYAMOZ HF. Premier 2R X = 1AIZIE JI2 322
==L

ip dhcp max-lease {days m DHCP Client 0l A Lease time 0l L&t & 0| = AL,
[hours] DHCP Server = max-lease time 2t 0| A2] QIHAI2tS

[minutes] |infinite}

DHCP Client 0l Al & Yot Al 2 =Ct. Premier A2 Xl= 1

Sz U2 =0

ip dhcp unbindig-user = Premier A XNZ2H IPE &8 22X 2 MEANS0l &

drop PIXNE Soil MHIAE &2

N = Ase Jls

k)
>
H
o
o
40 T
%
op
:\::I=|
X
o
=

= XN& et

ip dhcp unbindig-user m DHCP Server Daemon start == MZ& Network—pool
drop delay ZJ} Al, JIE DHCP Client 2 MHIA A B26HD|
110
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?loll unbinding—user drop J2lsS 2 & Al 2+ (default : 30
) X AI2ICH

Ct22 0l Ml = default-lease time £ ‘30'Z, max-lease time £ 2’2, unbinding-user drop 7| S & ‘1’ Al
2t XIAAIZ1= GIAIOICt
Switch(config)# ip dhcp default-lease 0 0 30

Switch (config)# ip dhcp max-lease 0 2
Switch(config)# ip dhcp unbinding-user drop delay 0 0 1

Switch# sh running-config
I

ip dhcp unbinding-user drop delay 0 0 1
ip dhcp max-lease 0 2
ip dhcp default-lease 0 0 30

6.1.6. Premier DHCP Server J|sS & /43l
JI=2XHO2 ALK DHCP Server JIS2 HIZ A3 ©0| QUCH global &8 2E0IA SO oy
AF236I0{ DHCP Server JlssS &4 A& £= UL}

o

84 &9

o
X
ol

service dhcp server m AX| 2 DHCP Server J|s2
® DHCP Server J|s2 HI&24 AlJ|el™, 0l &2 no HEHE AIE

CtS2 OlXl= DHCP Server J|sS & &3t A2ICH

Switch# configure terminal

Switch (config)# service dhcp server

Switch# sh running-config
I

service dhcp server

6.2. DHCPRelay Jls ¥ &%

6.2.1. DHCPRelay JIs &
B DHCP Relay = DHCP Server Jt gl= WIERIZRH UE UWERAI0N SMot= 104 0142
DHCP Server 0l Al DHCP == BOOTP I3l 2 SHol== T2 EZ0ICt.

Ct22 U9200 A?XIJt DHCP Relay Agent 2 A DHCP Z22i0|HES| IP & BIAIXIZE DHCP
Server 2 MY 0ot= & XHOICE
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DHCPDISCOVER(unicast)
DHCPOFFERgubiqast)
DHCPREQUEST(ubicast)

DHCPACK (ubicast)

v
A

DHCPDISCOVER(broadcast)
DHCPOFFER(broadcast)

A
v

DHCPREQUEST (broadcast)

DHCPACK((broadcast)

A

U9200 A<l X
(DHCP Relay Agent)

Broadcast & = SHCH

&l 6-3. DHCP Relay Agent 2 M DHCP Server 2 HIAIXl ® &
E=IPE R3dt)| 2ol DHCPDISCOVER HIAIXIE
&5 DHCP Server Ol Hl

DHCP £ 2}0|
DHCP Relay Agent = DHCP ScI0IHES IP & HAIXIE

4= A8t DHCP Server = 2¢240|1

12)
13)
Ol AIXIZ Unicast & & &8tCt
J+& DHCPOFFER £ Unicast 2 DHCP Relay Agent Ofl Al & & StCH

0l A E I Hl Broadcast & &= 8tHCH

2ct

DHCP Relay Agent Z 26 HAIXIS
o HEE JIX
418t DHCPOFFER I Al XIS

14)
AFOI ] DHCPREQUEST 2 DHCPACK Ol Al X

ct<H
15) DHCP Relay Aent = ==
dES A

16) DHCP Server 2t 22I0|HE
DHCP relay agent 0fl 2/ o & & &I Ct.
g4d3t
global &8 20K CIS2

Premier DHCP relay J|ls &

6.2.2.
Jl2Xo2 ARX 2 DHCPrelay Jls2 HIZ2 435 &0 QUCH
2504 DHCP relay Jlss &4 AZ 2 ALt
HH d9
service dhcp relay m A2X|2 DHCPrelaydlssS 43t
m DHCP 2dI0] JIsSS HIZ&H38 otdH, 0| HEO no EEIE A2
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Ct=2l tlHl= DHCP Relay Jls& &4 3tot= 0 MIOICH
Switch# configure terminal
Switch(config)# service dhcp relay
Switch (config)# exit

Switch# show ip dhcp relay

DHCP relay Enabled
DHCP Smart Relay feature Disabled
DHCP Smart Relay retry count 3

DHCP server-id based relay Disabled
Verification of MAC address Enabled
Insertion of option 82 Disabled
DHCP Option82 Management-IP 0.0.0.0
DHCP maximum hop count 10

DHCP helper-address is configured on following servers:

none
6.2.3. DHCP relay agent Ol A &3
DHCP relay agent Oll Al DHCP Server & & &0olJ| Il M= Global &8 2E0AM G322 EE = A
25t
a0 g

ip dhcp-server address

A
=
® DHCPrelay agent Jt DHCP Q@A W22 SHE M
DHCP Server 2| IP =25 &34

® DHCP Server 2| &K= 0l 2382 no EHIE AIS

Notice

U9200 series 2| DHCP relay Agent = helper-address € Z| O 20 Ji Jt Xl &
& Jisotlt.

CtS2l 0l Hl= DHCP Relay Agent 0l Al Server =4 & X|&6t=

Gl MOl CH.

Switch# configure terminal

Switch (config)# ip dhcp helper-address 192.168.0.254

Switch (config)# exit
Switch#

Switch#

Switch# show ip dhcp relay

DHCP relay Enabled

DHCP Smart Relay feature Disabled
DHCP Smart Relay retry count 3

DHCP server-id based relay Disabled
Verification of MAC address Enabled

Insertion of option 82 Disabled
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DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:

192.168.0.254

6.2.4.
Premier DHCP relay agent = DHCP 220/

DHCP relay information option(OPTION82) & &
EZ2HS DHCP request E

i, Premier DHCP relay agent AtAl 2 22t0IHEJL HZ & Interface 82 E Z&8E = JUES
relay information option J|S2 K 38tCt. DHCP Server = Option82 E2E 21 IP Y % Host

Ct. IE=0! DHCP Server= S& AL X2
AR S

Config il& 8= 38 += UC

&l Host Jf Binding & 0 JUCIH, S

= FAIE = UL

X ZEN MAC(Q)S
H

ZEONA MAC(b)E Jt&! Host 2| IP 2 & [HI/\|I|

DHCP Server

dhcp packet

|_loptions?)

DHCP Relay
(mac: 000770.000001)

Vian
dhcp packet

DHCP Client

18! 6-4. DHCP Relay Option82

? O 0H A X8 DHCP Option82 = DHCP Relay 2t DHCP Server AFO|0IAICF AFE & CH. DHCP
Relay = DHCP Clientjf H&Est I3!S DHCP Server 2 Z S & ([f DHCP Option82 £ FJI6tH,
DHCP Server Jt 8 &6 IH2! S DHCP Client Ol Hl £ ® & & [ DHCP Option82 £ M4 &tLt.

6.2.4.1. DHCP relay information option J1s2| &4 3}

Premier DHCP relay agent 0l M relay information option J|S2 4 3tAI|0| fldiMdeE CiS2 ¥

= AtSetlh.

114 U9200 Series User Guide




PON P

=

go
ip dhcp relay information option

"o

DHCP relay information(option-82 field) )| s 2 & & &t
B JI2HCZ 0l E42 dlgds &0 UL

Ct=S =2 DHCP Relay 2| Option82 J|sS &4 st AlJl= G MIOICH

Switch# configure terminal

Switch (config)# ip dhcp relay information option
Switch (config)# exit

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Enabled

DHCP relay information policy : replace

DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.4.2. Relay information option SH H= &3
JI2H2OZ,U9200 Al2I =2 THEH M2 DHCP 2c0|HEZ2H =4It TH2! LIl =2 relay
information £ Premier A< X| 2| relay information 2 = CHXI&tCt. Premier A9(X|2 D2 FE HY

ot #&tCtH, Global 2E0IA CHS2 HE S AISEHCH

gg0 49

ip dhcp relay information policy m |2 g2 replace O|Ct.

{drop|keep|replace} ® drop : relay information 0| &2/ T/0f U= 22 HID| &
Ct.

® keep: J|E2 relay information £ S XIGtH, I E2
relay information O] 81 2™ switch 2| relay information
= 8ot

® replace : J|&E2 relay information = Premier switch 2

relay information @ = CH &l &FCt.

CtS2l 0l Hl= DHCP Relay Information Option M S H & & & Drop @& & & &tHCH.
Switch# configure terminal
Switch (config)# ip dhcp relay information policy drop

Switch (config) # exit
Switch# show ip dhcp relay
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DHCP relay : Enabled
DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3
DHCP server-id based relay : Disabled
Verification of MAC address : Enabled
Insertion of option 82 : Enabled
DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.5. DHCP Smart Relay & &

DHCP Smart-relay 7| s= DHCP Relay Agent Jt Request I 2! 2 DHCP Server 8l Hl 33l X && 0l
S0 & Reply 12! 2 £=A4I5tX| 28t B DHCP Packet 2| giaddrE S QIEHHOIASl & TIE IP
Address & H&6t= J|s0|Ch.

DHCP Server
(Pool: 200.0.0.1~10)

DHCP Relay

DHCP Cllent

12 6-5. DHCP Smart-Relay S &# X}

&eo

. 2

17) DHCP Client 22 H IP & I3!S =#4I8t DHCP Relay = giaddr 0l ‘100.0.0.254'S
1’ &1 I3/ S DHCP Server 0l Hl LS &+CH DHCP Server = 0| T2/ 2| giaddr & 210 X4l 2
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Pool 0| OtLIZ2Z ol Y TH2! = Drop StCF.
18) Reply Ili2!= & X =&t DHCP Client = CHAl StE |
= oY DHCP Client 0l tH&! IP 2 & Retry Count £
19) IP & Retry Count Jt 330/ H (‘4 &t IH3!), DHCP RelayE giaddr £ ‘200.0.0.254'2 H& LY.
DHCP Server = 0| IHi3!2| giaddr € 21 XAl Pool SS90 UL E = Reply 22 Relay
Agent Ofl Al 8 E 8L

ﬂJIﬂJ

ggéu 0l T2 E 4418 Relay Agent
FAI2ICH,

801 £9
ip dhcp smart-relay ® DHCP smart-relay )l s2 &4 3t
B JIERCZ, 0l SE2 243 & UCH

CtS 2l Ol Hl= DHCP Smart-Relay JlsS &4 st AlI21C.

Switch# configure terminal

Switch (config) #

Switch(config)# ip dhcp smart-relay
Switch (config)# exit

Switch#

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Enabled

DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Enabled

DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.6. DHCP Relay Verify MAC-Address & &

DHCP Client Identifier &£= Client HW Address Jt & &<, 0| Ii2!= Drop AlI217] 2ol TS H
0 E MESHCE.

A &9
ip dhcp snooping verify mac- ®  DHCP Client Identifier === Client HW Address Jt H &
address £ A<, 0l I12! 2 Drop Al2!Ch

m JI2HeRg, 0l Sd2 243 ©0f AU

CtS 2l Ol Hl= DHCP Relay Verify Mac-Address J|s & & 2 ol Ml StCt.

| Switch# configure terminal
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Switch(config)# no ip dhcp relay verify mac-address
Switch (config)# exit
Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Disabled
Insertion of option 82 : Enabled

DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.7. DHCP relay server-id-relay & &

Premier DHCP relay agent OlAl DHCP Server € i Ml &&83MZ2 [, DHCP relay agent =
DHCP Client JF &St DHCP Server 0l HISH DHCP Request & & &0okJ| {6 DHCP relay server—
id-relay Jls2 M38tLt.

DHCP Server 1 DHCP Server 2

DHCP Relay

DHCP Cllent

1% 6-6. DHCP Relay Server-ld-Relay S& & X}

20) DHCP Client 2 & DHCPDISCOVER Ii2!2 22 DHCP Relay Agent = AtAI0IH S=&
DHCP Server 1, DHCP Server 2 0l Al T2l = 22t LS &t
21) DHCP Server 1 3t DHCP Server 2 = DHCPDISCOVER Izl 2 &1 22t DHCPOFFER I 3!
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Z Reply StCt. DHCPOFFER I 2! 0fl = DHCP Server Identifier Option Filed 0l Server IP =40}
AT 0 JALCH

22) DHCP Client = DHCP Server 1 1} DHCP Server 2 2 2 DHCPOFFER IH2!2 &1 0| S0l &t
LtE &I E4GH0d (ex. DHCP Server 1) DHCPREQUEST I3l 2 & & 8tCt. DHCPREQUEST IH 3! Of
S DHCP Server Identifier Option 0l RUCH.

23) DHCPREQUEST Ili2!= =4&!/8t DHCP Relay Agent = DHCPREQUEST 2| Server Idnetifier
Option 2 £ 11 DHCP Server 1 0l HI2F DHCPREQUEST IH2! & & &StCt 0ter DHCP Server
Selection J|s0| 243 T UK L2H DHCP Relay Agent = XHAI0H SE& 2= DHCP
Server 0| Al IH2! = & SEHC

0%
o | o

&9

ip b

tol

hcp relay server—id-relay ® DHCP relay server—id-relay J|Is2 &4
B J|I2HEe=z 0| EH2 Bl #4358 &S AC
CtS 2l ol Hl= DHCP Relay Server-ld-Relay 7| s2 & & &tC}.

Switch# configure terminal

p—

Switch(config)# ip dhcp relay server-id-relay
<cr>

Switch(config)# ip dhcp relay server-id-relay

Switch (config)# exit

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Enabled
Verification of MAC address : Enabled
Insertion of option 82 : Enabled

DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.3. DHCP Snooping 2ls

6.3.1. DHCP Snooping Jls R
DHCP Snooping £ hosts 2t DHCP Server A0l 0l M hosts £ 22 DHCP Discover Message 0 CH &t

82 AAMGtL, S2 &t hosts £ FE 2] DHCP Message 0l CHoll Rate-limit £ =284 3t0H, Option82
HBEE F=IHAMIGHH, hosts 0l LSt E &2 Lease IP Address, Mac Address, hosts JF & 2 =l Interface
HE S22 Z&6t= DHCP Snooping binding database € A6t 10, X ¥ 2t2|8HCH.

DHCP Snooping 2 Vlan &2 2 S&6tH, )28 22 2 E Vian 0l Al inactive A EH OI CF.

U9200 Series User Guide 119

S ——




PON

solutlon

6.3.1.1. Trust and Untrust Source

DHCP Snooping 2 traffic sources J} trusted @/ X| untrusted 9! X| ?2&8tCt. untrusted sources
traffic 33 = U2 HUEQ #E5S &K L0 148 3HS 24D <o, DHCP Snooping
FA

untrusted source & £ message £ ZEH & & = QUL

6.3.1.2. DHCP Snooping Binding Database

DHCP Snooping= DHCP MessageE Itz H 2 E AIE0({ databaseE s& 22 2t=1 |X
StCh. Database= DHCP Snooping0l &4 3} EI01 A= VIanQl untrusted hostOll 2t8t entryE ZL &
StCE. Database Entry= DHCP Server, Client2 268 &2 2& DHCP messageS Validation
check & FJI5t1, Validation check gt2 state & =0l J|=SstCt. £ &t S8t DHCP Client2 2H
A& E A HA DHCP message = JHE 2 22| message 178 Database Entry0il J1 = & Ct.
IP Address lease time0|l Z & HLF host2 2 E DHCPRELEASE messageE 2 U= [l = state &
20 time expired, releasedZ JI2 |4, Databasel Entryl ZIU2S EAS = JHE Qe
Invalid EntryJF & HIZ 2, ME& EntryJt FIHEC
DHCP Snooping binding database= host2l MAC Address, Client Hardware Address, Client
|dentifier, leased IP address, lease time, received time, State, Vlan ID, hostJl HZ & interface
port 32 E &S

6.3.1.3. Packet Validation

A2/ Xl= DHCP Snooping0l &4 3=l VLANZ2| untrusted interface2 26 =418t DHCP packet2|
Sads HAMEL. A/XEsE US é,%OI EgA ofm DHCP Snooping binding Table2| state &=
Ol 220 LIS EAISHC.
® A2X|JF untrusted interface2 & source MAC address@et DHCP Client Identifier &£=

DHCP Client Hardware AddressJt & XIot Al &= DHCPDISCOVER 2! &=L

6.3.1.4. Packet Rate-limit

-

DHCP Snooping 2 S 2 & DHCP Client 2 2F 2= DHCP Packet 0l CH5t0d Rate-limit 2 =84 5tCt.
DHCP Snooping 2 JI2&8 22 2 & DHCP Client 22 H 2= S2 & Et2 2 DHCP Packet 2 =
& 2 4Kl S E 6L

6.3.2. DHCP Snooping J|s2 &43}
Jl2& oz AX2 DHCP Snooping 9| Jls2 82483t S QUCH global &8 2=0A G821 Y
Z O E ArE0l0! DHCP Snooping J1s2 435 A2 &= UCH
HH 849
ip dhcp snooping = A2X|2 DHCP Snooping Jls2 43}
® DHCP Snooping 7SS HI243 oted™, 0| @382 no SHEHE At

=2

[=}

Ct=Z2l 0l Hl= DHCP Snooping J|Ss£ & &3t 6t= Ol OICt
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Switch# configure terminal

Switch (config)# ip dhcp snooping

Switch (config) # exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled
Insertion of option 82 is disabled

DHCP snooping is configured on following VLANs:
none

6.3.3. DHCP Snooping Vlan &3

DHCP IH3!Z2 Snooping & Vlan 2 && &L && & Vian 0/2/2] Vlan € S1dt= DHCP ial2
Snooping & Xl & =Cl.

gdg0 &9

ip dhcp snooping vlan vlan_ID ® DHCP Il{2! 2 Snooping & Vlan & &

® DHCP Snooping Vlan & XHl= 0l &2 no HEHE AIE

gok

b Notice DHCP Snooping & DHCP Relay 2t &M AIEE 22, DHCP Relay Jt Ii2!

S XL ot =L

b Notice DHCP Snooping = DHCP Relay o & AIE& Z <, DHCP Server 2t
DHCP Client & % Vlan 25 Snooping vlan 2 & X| & dfi OF 8tC}.

CtE2l ol Hl= ‘vlan1'0l DHCP Snooping 7l s2 &4 3t ot= 0l X0l Ct.

Switch# configure terminal

Switch (confiqg) #

Switch (confiqg) #

Switch (config)# ip dhcp snooping vlan 1
Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled
Insertion of option 82 is disabled

DHCP snooping is configured on following VLANs:

vlanl

6.3.4. DHCP Snooping information option(OPTION82) & &
DHCP Snooping 2 DHCP Zct0|H EZ 2 EH 2| DHCP request £ Snooping £ [, DHCP 2¢ct0IE
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t HZ & Interface & HHI0 CHEt B2 E Z&te &= U S = DHCP Snooping information option J| S
= M38H0L.

U

o

6.3.4.1. DHCP Snooping information option 7152 &4 3t

Premier DHCP Snooping 0l Al information option J|s2 &43tAI21D] RIiAE CIS2 HES A2
StCh.
a0 &9
ip dhcp snooping information ®  DHCP Snooping information(option-82 field) )| s 2 &
option M3}
B JIE2RCZ, 0l E42 0845 T/0 AL

CtE&2l 0l Hl= DHCP Snooping Information Option 7| s &4 3t Al21C}.
Switch# configure terminal
Switch (config)# ip dhcp snooping information option

Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled
Insertion of option 82 is enabled [drop]

DHCP snooping is configured on following VLANs:

vlanl
6.3.4.2. DHCP Snooping information option NS H ™ &35

JI2& 2=z, U9200 A< X2 DHCP Snooping information &2 2 DHCP Z22I0|HEZFH #=4I&t
=) LHO information Option &2 It Y SH I3!S Drop AlZ2ICH U9200 ARIXIS J|l2 EXE HE
St @S, Global 2E0IM CE2 HHE ALSSEHL

a0 &Y

ip dhcp snooping information = J|2 g2 drop OICH

policy {drop|keep|replace} = drop : DHCP Snooping information 0 &S0 A= TN

212 DItk
® keep : J| =2 DHCP Snooping information & = Xl 8tCt.
® replace : J| Z 2| DHCP Snooping information = Premier
switch 2| DHCP Snooping information @ 2 O &I & Ct.

CtS 2l ol Hl= DHCP Snooping Information Option M S X & & 2 Keep 22 & & &tC.
Switch# configure terminal
Switch (config)# ip dhcp snooping information policy keep
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Switch (config)# exit

Switch#

Switch# show ip dhcp snooping
Switch DHCP Snooping is enabled
14400 mins
DHCP Packet rate-limit per client:

Invalid entry keep time:
2 pps
Verification of hwaddr field is enabled
Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:

vlanl
6.3.5. DHCP Snooping Trust Port &3
HESA H2XIF A28 2 = ZE(ex, DHCP Server 28 ZE)= (IS0 HHUE AMEoH
Trust Port & & & StCH Trust Port & & &6t Host 22 H 2| Request IH3! 0| Trust Port 20t L2 &
=L}

=0 49

ip dhcp snooping trust m X HE ZLEE Trust Port 2 & & SHCH. Trust Port Ol Al 5=

AlSt DHCP Il 2! 2 Validation check ot Xl ‘Bg*EEL

® Host £ £H 2l Request IH2! 0| Trust Port £ 2+ i

S
Ct.
m JIE2XOZ, RE ZTE= untrust ZEO| L.
Ct22l HlHl= ZE fal’2 Trust Port & & & StLT.
Switch (config)# interface fal
Switch (config-if-fal)# ip dhcp snooping trust
Switch (config-if-fal)# end
Switch# show ip dhcp snooping interface
Interface Trust State Max Entry
fal Trusted 2000 O
fa2 Untrusted 2000 1
fa3 Untrusted 2000 2
fa4d Untrusted 2000 3
fab Untrusted 2000 4
fao Untrusted 2000 5
fa7 Untrusted 2000 o
fa8 Untrusted 2000 7
fa9 Untrusted 2000 8
falo Untrusted 2000 9
fall Untrusted 2000 10
fal2 Untrusted 2000 11
fal3 Untrusted 2000 12
fal4d Untrusted 2000 13
falb Untrusted 2000 14
falé Untrusted 2000 15
fal? Untrusted 2000 16
123
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gil Untrusted 2000 17

6.3.6. DHCP Snooping max-entry & &

& 2 DHCP Snooping max-entry J{=& £ &olJ| flofl L2t &2 FE S A= etL.
=Y &9
ip dhcp snooping max-entry m LI EYHZ DHCP Snooping max-entry =5 & & &tC}.

o, valid(8 M IP E AtES=21)8t entry = Max entry I ==
£ ot & AMMIGHAT &=L

 J|IE2HCZ, XEY Max-entry === 2000 JH Ol Ct.

Ct&2 0l Hl= ‘fal’2l DHCP Snooping Max-Entry £ ‘100 & & & &tCt.

Switch# configure terminal

Switch (config)# interface fal

Switch (config-if-fal)# ip dhcp snooping max-entry 100
Switch (config-if-fal)# end

Switch# show ip dhcp snooping interface

Interface Trust State Max Entry

fal Trusted 100 O
fa2 Untrusted 2000 1
fa3 Untrusted 2000 2
fa4 Untrusted 2000 3
fab Untrusted 2000 4
faé Untrusted 2000 5
fa7 Untrusted 2000 6
fas Untrusted 2000 7
fad Untrusted 2000 8
falo Untrusted 2000 9
fall Untrusted 2000 10
fal2 Untrusted 2000 11
fal3 Untrusted 2000 12
fald Untrusted 2000 13
falb Untrusted 2000 14
faleé Untrusted 2000 15
fal7 Untrusted 2000 16
gil Untrusted 2000 17
Switch#

6.3.7. DHCP Snooping Entry Time €38

Invalid(& X IP & AFE3dt12 UKl 2 =)8 DHCP Snooping Binding Entry £ M &30t U= Al2tS &
otJl flIoh Ct82 BE = AtEettt
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solution -
S ——
go 23
ip dhcp snooping entry-time B |nvalid(IP & &M AtEot2 UKl & =)t DHCP

Snooping Binding Entry
Ct. &t2l= 20ILC}.

i
_>.:'

" J|EXO2 14400 2(10 2)O2 MFECL,

CtE2l 0l Hl= DHCP Snooping 2| Entry Time 2 ‘10 2’22 & & ote=

Gl KIOICH.

Switch# configure terminal

Switch (config)# ip dhcp snooping entry-time
<5-65535> Minutes

Switch (config)# ip dhcp snooping entry-time 10

Switch (config)# ex

Switch# sh ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 10 mins

DHCP Packet rate-limit per client: 100 pps

Verification of hwaddr field is enabled

Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANSs:
vlanl

6.3.8. DHCP Snooping Rate-Limit &&

25t DHCP Client 2 28 &8 & %= DHCP Packet 2| Rate-limit £ £ &350 |lof TS2 FEAHE
ArEBHCEH

gg0 49
ip dhcp snooping rate-limit 0} 1= S2S DHCP Client

2 DHCP Packet 2| 5l & £

m J|2HeE, = 2012 T2

CtS Ol Hl= DHCP Snooping Rate-Limit £ ‘10022 & & 5l=

Ol M1 OI Ct.

Switch# configure terminal

Switch (config)# ip dhcp snooping rate-limit
<1-100> DHCP Packet rate-limit in pps

Switch (config)# ip dhcp snooping rate-limit 100

Switch (config)# end

Switch#

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 100 pps

Verification of hwaddr field is enabled

Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:

vlanl
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6.3.9. DHCP Snooping Verify MAC-Address & &

DHCP Client Identifier == Client HW Address Jt 21X & 2, 0| Ii2! = Drop AlZ1J| ?loli CtS H

U E MEEHLL

///

a0 23
ip dhcp snooping verify mac- ®  DHCP Client Identifier &= = Client HW Address Jt H &
address & Z <2, 0l IH3! 2 Drop Al2!CH

B D282, 0 Sd2 243 50 UL

CtE&2l ol Hl= DHCP Snooping Verify Mac-Address J|1s & &2 o M

]
(w0

Switch# configure terminal

Switch (config)# no ip dhcp snooping verify mac-address
Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 10 mins

DHCP Packet rate-limit per client: 100 pps
Verification of hwaddr field is disabled
Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:
vlanl

6.3.10. DHCP Snooping Manual Binding & &

DHCP Snooping Binding Entry & =52 & &&5l)| /o TS 22 BEUHE ALE 8L
=0 49
ip dhcp snooping binding HH.H = MAC-Address Jt H.H.H ¢! DHCP Client £ XI & &
vlan <1-4094> A.B.C.D interface Interface Ml Al IP A.B.C.D £ ALE5t0, lease time 2
IFNAME Infinite Ol C}.

CtS 2l Mkl = MAC 0] 1111.2222.333 @/ D X+, Vian 1 2| fa2 ZE 0l HZ 01 IP 100.0.0.10 S Al
Zot= 0l MOICH.

Switch# configure terminal

Switch (config)# ip dhcp snooping binding 1111.2222.3333 vlan 1 100.0.0.10
interface fa2

Switch (config) # exit

Switch#

Switch#

Switch# show ip dhcp snooping binding

State Codes: (C) - Invalid Client Identifier, (E) - Lease Time Expired
(H) - Invalid Client HW Address, (R) - Rate Limit Dropped
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(M) - Mac Validation Check Dropped
Mac Address IP Address State Lease (sec) Vlan Interface
1111.2222.3333 100.0.0.10 Manual Infinite 1 faz
total 4 bindings found

6.4. DHCP Server 2LIHEY & 22|

6.4.1. DHCP Server Pool 8 X3

DHCP Server 0ff & = DHCP Address Pool 82 & £3|6tel ™, privileged EXEC 2= 0IA Ct22
HHZ2 AMESHC.

g4 S5

show ip dhcp pool ® DHCP Server 2| DHCP Address Pool 2 E £¢
show ip dhcp pool network- ® DHCP Server 2| Network Pool L2 & &=
pool [name]

show ip dhcp pool host-pool = DHCP Server 2| Host Pool |2 & ¥ &&
[name]

6.4.2. DHCP Server HIQIY AL X3
DHCP Server 0l A Client (il Hl M 38t Address 2| HIQIE B2 E X 3|5t ™, privileged EXEC 2 =0
N OS2 Hd s AFSSEHT

a4 ==

show ip dhcp binding ®m DHCP Server 0l 84& 2= HIQIE S &4

show ip dhcp binding detail ® DHCP Server 0fl &8 & S=E HICIZE & O &AHct HEHZ
e

show ip dhcp binding ® DHCP Server 0l A& Hiold 3% = U233 Pool 0

network-pool {address |name} St= Hiole M2 =

® address :Address 0fl i Eol= HiQlY A8 &
® name : 0| S0l i &dt= Network Pool LH2| 2
=
show ip dhcp binding host- ® DHCP Server 0ff 44 & H21Y 2 = Host Pool 0l &56t=
pool {address|name} Hiolol B2 =
® address : Address 0fl i Eot= biold 88 &
® name : O| S0l o Edt= Host Pool LH2l 2= HICIE B2 =

=]

-
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6.4.3. DHCP Server 3H 882 X3

oy S
show ip dhcp server statistics ® Server 2| SH 2t S48 HIAIXI 2 281 JI2H H3E2E &
E'_;l\
6.4.4. DHCP Server &= 85 X3
o2y =ES
show ip dhcp conflict ® DHCP Server 0l 2l J|S& 2= Address =2 £
{poolname} m SH Pool Ol ZMet =S 838 &9
6.4.5. DHCP Server H= D5 HE N
= E=10 &9
clear ip dhcp binding = DHCP GIOIEHBIOIAZ2H XS Address HHRIE S At
{address| *} hal
® address E B AIGHH B AIE IP Address 2| At terd
2, “E ME5tH 2= A= BoIY 2 A
clear ip dhcp server m DHCP Server 2l 2 EH II2HE x=D|3}
statistics
6.4.6. DHCP Server CIH H&E O
9380 &9
debug ip dhcp server m DHCP Server 2| CIHZ JIs=S 435
{events|packets}
al
6.5. DHCPrelay 2LIEHE & 22|
T 5 DHCPrelay SLIHY X 22| 9380
= R0 &9
show ip dhcp helper-address m DHCP Server 2| 22 &
show ip dhcp relay = DHCP relay information option 2| 243 2 IHEH &
information option MS =
show ip dhcp relay B relay o] SH L S48 HAIXIQ 23E JI2H 2
statistics ==
debug ip dhcp relay ® DHCPrelay 2 CIHZ JIsS &43t
{events|packets}
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6.6. DHCP Sno

DHCP Snooping 2LIEHE & el HH

o

0

oping ZLIHZ

| &l 1}

==

c

80

&4

show ip dhcp snooping

Global DHCP Snooping Configuration 2 &

show ip dhcp snooping binding
{IFNAME |valid|invalid|manual}

DHCP Snooping Binding Entry & & &

show ip dhcp snooping

interface

Interface 0ff & & & DHCP Snooping Configuration S

e

show ip dhcp snooping
statistics

DHCP Snooping S Hl & &

p—
BE &¢

show debugging ip dhcp

snooping

debug ip dhcp snooping

6.7. DHCP &

Ol Z2llM= ThS2 €8 0IE M3

o

Ct.

2 & Ol Al

®  DHCP Network Pool & & 0fl Al

® DHCP Host Pool & & 0l Xl

m DHCP Server 2LIEHZ & 22| Gl Al

® DHCP Relay Agent & & 0l Hl

m DHCP Relay Agent 2 L|E{ & & 2t2] 0l Al
6.7.1. DHCP Network Pool €& 0l Al
CtE OlM= 192.168.1.0/24 21 E{HIO| A0 CHSt DHCP Network Pool £ A4 10t & O|Ct. Client 2 J| &
StRE=192.168.1.1 5 A3 &M, SH Q! 0/& 2= ubiquoss.com 2 AFEStCE. Client 2| IP Address
= o= SOt 2= CE =) Address He= 192.168.1.10~192.168.1.100 n;
192.168.1.150~192.168.1.230 0| Ct.
Switch (config)# configure terminal
Switch (config) # ip dhcp network-pool marketing

Switch (config-dhcp)# domain-name
Switch
Switch
Switch (config-dhcp

config-dhcp) # lease 1

config-dhcp) # network

ubiquoss.com

192.168.1.0/24
# default-router 192.168.1.1

Switch (config-dhcp)# range 192.168.1.10 192.168.1.100
Switch (config-dhcp)# range 192.168.1.150 192.168.1.230

(
(
( )
( )
( )
( )
( )
( )

Ct22l Gl K= otLt2l vian 0] 192.168.2.0/24 2+ 192.168.3.0/24 E =

Pool & 18

A& WAOICH 192.168.2.0/24 Network 2| default-router =

—

OIE{HIOl A0l CHSF Network
192.168.2.1 0|4, &

=
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Address 3?2 192.168.2.10~192.168.240 = AtE G, 192.168.3.0/24 Network 2| default-router =
192.168.3.1 0|, &Y Address H?l = 192.168.3.10~192.168.3.50 1} 192.168.3.100~192.168.3.230
£ MESHCH 1elld, DNS Server= 25 1.2.3.4 % 1.2.3.5 E AIE8tCH 2 Client = IP Address 2
UUHE 12 AZINEK B & =L

Switch (config)# configure terminal

Switch (config)# ip dhcp network-pool salesl
Switch (config-dhcp)# dns-server 1.2.3.4 1.2.3.5
Switch lease 0 12

network 192.168.2.0/24

config-dhcp) #
#
# default-router 192.168.2.1
#
#

Switch (config-dhcp
Switch (config-dhcp range 192.168.2.10 192.168.2.240

Switch (config-dhcp group vlanlO

)
)
)
Switch (config-dhcp)
)
)
Switch (config-dhcp) # exit
Switch
Switch

Switch (config-dhcp

config) # ip dhcp network-pool sales?2
config-dhcp) # dns-server 1.2.3.4 1.2.3.5
lease 0 12

network 192.168.3.0/24
default-router 192.168.3.1

#
Switch (config-dhcp) #
#
# range 192.168.3.10 192.168.3.50
#
#
#

Switch (config-dhcp
Switch (config-dhcp
Switch (config-dhcp range 192.168.3.100 192.168.3.230

group vlanl0

(
(c
(
(
(
(
(
(
(
(
(
(
(
(
Switch (config-dhcp

(

)
)
)
)
)
)
)
)

Switch (config-dhcp exit

6.7.2. DHCP Host Pool &3 0l Al

CtE Ol= 192.168.4.0/24 Network Ol =3t= Host Pool 2 A2 20 =Ch default-router 2
192.168.4.1 At&EGHH, ubiquoss.com 2 domain name 22, 192.168.4.10 1t 192.168.4.11 2 dns-
server £ AI&0t= Client 2 98t Host Pool OICt. Z12l12, Client 2| MAC Address Jt
00:01:02:94:77:d7, 00:01:02:94:77:d8, 00:01:02:94:77:d9 ©I Client OflH 192.168.4.114,
192.168.4.115, 192.168.4.116 2| IP Address 2 255.255.255.0 2| Network OtA 30t S ECH ==
Hiold oz &4 & IPAddress = A2 Z AFEEICH

Switch (config)# ip dhcp host-pool mars

# network 192.168.4.0/24

)
Switch (config-dhcp) # default-router 192.168.4.1
Switch (config-dhcp)# dns-server 192.168.4.10 192.168.4.11
)
)

Switch (config-dhcp

(
(
(
(
Switch (config-dhcp) # domain-name ubiquoss.com

Switch (config-dhcp)# host 192.168.4.114 255.255.255.0

Switch (config-dhcp-host)# hardware-address 00:01:02:94:77:d7
Switch (config-dhcp-host) # exit

Switch (config-dhcp)# host 192.168.4.115 255.255.255.0

Switch (config-dhcp-host) # hardware-address 00:01:02:94:77:d8
Switch (config-dhcp-host) # exit

Switch (config-dhcp)# host 192.168.4.116 255.255.255.0

Switch (config-dhcp-host) # hardware-address 00:01:02:94:77:d9
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b Notice ~Z Hiolclo 2 AAS Client 0| A= stal =2 st P Address JfF & EH=
b

O

6.7.3. DHCP Server 2LIEHZ 2 22| ol Jl

Ct22l 0l Hl= DHCP Server 0fl 244 & DHCP Address Pool & 2 £ & 6t(}.
Switch# show ip dhcp pool
Pool Name Type IP address Total Used Usage
mars Host 192.168.4.115/24 1 1 100%
mars Host 192.168.4.116/24 1 1 100%
mars Host 192.168.4.117/24 1 1 100%
marketing Network 192.168.1.0/24 172 0 0%
salesl Network 192.168.2.0/24 231 0 0%
sales?2 Network 192.168.3.0/24 172 0 %
Switch# show ip dhcp pool network-pool salesl
Address pool Name Sales
Type Network
Default router 192.168.2.1
Lease 0 days, 12 hours, 0 minutes
DNS server 1.2.3.4 1.2.3.5
Network 192.168.2.0 255.255.255.0
Range (s)

192.168.2.10 ~ 192.168.2.240
group vlanlO
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Switch# show ip dhcp pool host-pool mars

Address pool Name
Type

Lease

Default router
DNS server

Domain name
Network

Host
Hardware address

Host

Hardware address

Host

Hardware address

Sales

Host

infinite

192.168.4.1

192.168.4.10 192.168.4.11
ubiquoss.com
192.168.4.0/24

192.168.4.114 255.255.255.0

00:01:02:94:77:d7

192.168.4.115 255.255.255.0

00:01:02:94:77:d8

192.168.4.116 255.255.255.0

00:01:02:94:77:d9

b Notice

0

show running-config @&S AIEctH 2GRt 4 &

B

o
o
fn
0
H
i

CtS 2l 0l Hl= DHCP Server JI Client 0| Hl & & &t IP Address € 2 0 =C}.

Switch# show ip dhcp binding

IP address Hardware address Lease expiration
192.168.4.114 00:01:02:94:77:47 Infinite
192.168.3.10 02:c7:£8:00:04:22 Wed Mar 12 06:27:39 2003

Type
Maunal

Automatic

CtS 2l 0l Hl= DHCP Server Jt Client 0l Hl & &t IP Address € XHAISl 20 =CF.

Switch(Config)# show ip dhcp binding detail

TYPE

IP addr
HW addr
Client ID
Host Name

: Manual
192.168.4.114
00:01:02:94:77:d7

Lease Infinite

TYPE : Manual

IP addr 192.168.4.115

HW addr 00:01:02:94:77:d8

Client ID -

Host Name -

Lease Infinite
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s
TYPE Manual
IP addr 192.168.4.116
HW addr 00:01:02:94:77:d9
Client ID -
Host Name -
Lease Infinite

total 3 bindings found

CtE2l Oldl= Client Ol Hl 0I0] BtRIY & IP Address £
Client 2| IP Address £ AtE3tE=5 AlS), DHCP Server 2| HI9IY HEE AMHISHC.

DHCP Server JI A2

1]
a's
39
k1
J
o
i

Switch (Config)# clear ip dhcp binding 192.168.3.10

Switch (Config)# show ip dhcp binding
IP address
192.168.4.114

Hardware address
00:01:02:94:77:d7

Lease expiration
Infinit

Type
Maunal

Ct=2l Ol k= DHCP Server 8] SHAESE 2EW =L

Switch# show ip dhcp server statistics
Message

Malformed messages

BOOTREQUEST

DHCPDISCOVER

DHCPREQUEST

DHCPDECLINE

DHCPRELEASE

DHCPINFORM

ICMPECHO

Message
BOOTREPLY
DHCPOFFER
DHCPACK
DHCPNAK

Received
0

0

200

178

Sent

190
172

6.7.4. DHCP Relay Agent &3

G222 M= A9IXI2 DHCP Relay Agent Jt Client 2] 2
Client 2] @ € 0t= A|9|= DHCP Address Pool 0|

&t DHCP Server 2 Client 2] 2 E &M SHL.

g2 20 AU

A= O

I DHCP Server £ & & &t}

CH2 M E Network 0l 2| Xl
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DHCP Client

‘10.1.1.1

192.168.0.10
182.168.0.20

Premier 7000 Switch
(DHCP Server)

2 3. 0l ®l Network — DHCP Relay agent &t & &

DHCP Client

DHCP Relay

Switch (config)# configure terminal
Switch (config)# ip dhcp-server 10.1.1.2
Switch(config)# service dhcp relay
Switch (config)#end

Switch# show ip dhcp helper-address
Server’s IP address 10.1.1.2
Switch #

Switch # show ip dhcp relay statistics

Destination(Server) Value
Client-packets relayed 8
Client-packets errored 0
Destination(Client) value
Server-packets relayed 6
Server-packets errored 0
Giaddr errored 0
Corrupt agent options 0
Missing agent options 0
Bad circuit id 0
Missing circuit id 0

b Notice

CH2 M E Network 0l € XISt DHCP Server 2 DHCP BIAIXIE &85t
o, S Network Ol CHE! 2R E dx HEJF &&3 0 QA0 0F &L
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RIP

rr
Ho
£
il
0

0l &0l = RIP (Routing Information Protocol)E & & ot= 20 ol & Y SHCH RIP
HOIKIC MG 20 &2 UWESR 2l IGP (Interior Gateway Protocol)& At& &I Ct.

7.1. Information about RIP
RIP= QAKX S HAMS| HE2 UWESRINM AFZ Sl = interior gateway protocol OICH RIP = O™
MOl distance-vector &A1 2| 2t RE T2 EZ20|C}.

RIP = ct28 HEE Waat)| |15t User Datagram Protocol (UDP) GIOIH TH2IS EZEMAE
ot= &HAlS AMESILE V222 2tRE 2= 30 =0tCh advertisement S Ct. 2HeF A2[X|JF 180
T E2 004 ALSHUE ARAXNZRH HUHOIEE SAIGHIRE 2,0l 228 = 29X
HAM MSE CHRE BE22t0 HZAE HEC0 812 240 = OIENLA (M3 LHOIED gl B2 A<
Xe= 0l 2tRE HERZIE 25 HAHSHT

rr
o
10
m
10
4>
o
[w)

RIP OlAl AF23t= metric 2 hop count O|Ct. Hop count = 2tRENXI XL
Connected WIERIT3= 02 metric2t=2 A1) &2 20158 2FRE 2| metric 2 16 gt JHAICH 0]
X

HE &2 metric HRIE MESH HEW 2 UERIE 9I& tRE Z2E22= 2A S0
AKX = CE HEIZ2EH2 update E E6t0 default HIERAE =418 =5 1D default HHIER A
= o]

£ ddg +=& UL 0lde <0, default HHER = RIP 2 CIE RIP neighbor € S0ol(

advertisement =! C}.

7.2. How to Configure RIP

RIP E #&dl)| /M= T3 Z0A 8950 U= PSS stk
® Enabling RIP
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Allowing Unicast Updates for RIP
Passive interface

Applying Offsets to Routing Metrics
Adjusting Timers

Specifying a RIP version

Applying Distnace

Enabling Split Horizon

7.2.1. Enabling RIP
RIPS SZAI22{8 1S 201 £F512 L

Command or Action Purpose
Step 1 Configure terminal Global configuration 2= 2 &2 &tCt
Cil Al
Switch# configure terminal
Step 2 router rip RIPCISE &8 =2 XSHTE,
CilAI:
Switch(config)# router rip
Step 3 network ip-address/prefix-len RIP £ S50 CH2 2I2H0IH ZotHde
HEKIAE NFEHC
Cil Al
Switch(config-router)# network 33.1.1.0/24
Step 4 end privileged EXEC 2 =& S0t2tCt
Gil Al

Switch(config-router)# end

7.2.2. Allowing Unicast updates for RIP
LBIH O Z RIP = broadcast E2&Z0/J| IHZ0il, RIP 2t & = nonbroadcast HIER A2 =E 6t
H update £ oted™, TS 2l E & S router configuration mode Ol Al &/ 8456 OF &L},

Command or Action Purpose

neighbor ip-address L8 HEE W&tE Neighboring 2 ¥ AXE H2
StCH.

Oll &l -

Switch(config-router)# neighbor 3.3.3.2

7.2.3. Passive interface
Update 2t E E2E Wectes E& AHHIOIAS] update 2t RE E 22 MES disable & == RULH.

passive-interface & & Z router configuriation 2 =0l Al AFZ &L
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Command or Action Purpose

passive-interface IFNAME Passive interface € & & &tCl.

CllAl:
Switch(config-router)# passive-interface gi2/1

7.2.4. Applying Offsets to Routing metrics

Offset list = RIP £ Sl €2 2tRE0 St incoming 2t outgoing metric 2 SIHAID|J| €18 HI2HLI
ZO0ICh. Access list Dt offset list 2 & & 2= QUL 22L& metric 2 gt= SIHAIZ1D] 2ol M= router
configuration 2= 0 M CtS2l S S ALZdtet.

Command or Action Purpose

offset-list  access-list-name {injout} metric 2}<X& metric 0l offset & = Z&tC}.
IFNAME

Oll &l -
Switch (router-config)# offset-list aa in 5 gi2/1

7.2.5. Adjusting Timers

CIRE Z2E22 020X EIOIDE AFREICH WIER T 2A2IXe 22lste WIEAT0 HEsts
ERE D2E2 +HS22 HMASIE EI0ID (S ZHE 4 UACL OS2 EHOI0 ZHS & 4+
Ch.

- Routing table update timer (default 30 =)
- Routing information timeout timer (180 =x)
- Garbage collection timer (120 =)

Timer gt2 =& 57| /ol M= router configuration 2EUH A CIS2 HE S AFE56tet.

Command or Action Purpose
timer basic update invalid holddown ctRE ZTZE2 EIO|H S =& &t
Gil Al

Switch(config-router)# timer basic 30 120 120

7.2.6. Specn‘ylng a RIP Version

StHECo =z i3 2 &4 ot = 4 &S| 2o M= router configuration 2E 0 A TS HEE =
SHGFOLOY StCh.

Command or Action Purpose
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version {1 | 2} RIP S HE S HAGHN & &St

CllAl:
Switch(config-router)# version 2

S8 CIHHOIAUHA M&Edt= RIP HEZ ZFGII| fIHA = 2 E H 0l A2 configuration 2= 0l A

LS8 S8 = AtE st

Command or Action Purpose

ip rip send version VERSION QIEHHOIA= RQE RIPOHE HE TH2!I O MESHES
=RSESl U

Oll &l -

Switch(config-if-Giga2/1)# ip rip send version 1 Note version1 22 &N S A2, version 12 2

Switch(config-if-Giga2/1)# ip rip send version 2 = X BHCL.

Switch(config-if-Giga2/1/1)# ip rip send version 12

CIEHIOIAZ =41 T2 BIE S Mookl fIiA=E, TS 2l &S 2B HI0lA configuration 25

Ol A & S SHCH.

Command or Action Purpose

ip rip receive version VERSION OIEHOIAE Q& RIPAHY HA W32 =4l GIES
S S

Oll &l -

Switch(config-if-Giga2/1)# ip rip receive version 1 Note version 1 It 2E A& = , version 1 2 £

Switch(config-if-Giga2/1)# ip rip receive version 2 1= (!

Switch(config-if-Giga2/1)# ip rip receive version 1 2

7.2.7. Applying Distance

Administrative distance &= routing information source 0l CHSt 4128 B E LIEtHHC et o=z 2
20l ¥ MIITE 20| &Lt RIP 2 Administrative distance J| 2gt2 120 0| Ct.
Administrative distance gt2 A &3dtJ| 96 M= router configuration 2= 0lA CtS2l BH S AESH

ct.

Command or Action Purpose
distance VALUE A.B.C.D/M Administrative distance gt S 21 & &Lt
Gl Al

Switch(config-router)# distance 90 10.1.1.1/24
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7.2.8. Enabling Split Horizon
Distance-vector 2t R 82 ct<2E loop & Its&

HE £0/J| 2510 split horizon HIHLISS M A=
StCt. Split horizon 2 enable ot ™ LSt 22 ¥ ¥

=
£ interface configuration 2 S 0| Al =84 StC}.

=

=
0q
S

Command or Action Purpose

ip rip split-horizon [poisoned] Split horizon poisened £ enable &tCt.
il Al

Switch(config-if-Giga2/1)# ip rip  split-horizon

poisonded

7.3. Configuration Examples for RIP
7.3.1. RIP 24

JE7-1 22 UERT FEEE SO0 RIPEZEZSS| 24 (IE 2 H=LC
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vlani0:

vlan20:

192.168.1.1/24

192.168.2.1/24

Switch A

vlan30:

10.1.30.1/24 Switch B

vlan30:
10.1.30.2/24

J8 7-1.RIPE £ UEKI NN €3 € 4

vlan40:
192.168.4.1/24

vlan50:
192.168.5.1/24

Switch A

Switch B

vlan10 192.168.1.1/24
vlan20 192.168.2.1/24
vlan30 10.1.30.1/24

vlan30 10.1.30.2/24
vlan40 192.168.4.1/24
vlan50 192.168.5.1/24
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SFE 2 AHHIOIAN RIPZZEZSS 43 AD|J] ?loll CHS2 EE

Mo
=)
i
o
[l

Switch A &3

Switch A(config)# router rip

Switch A (config-router)# network 192.168.1.1/24
Switch A (config-router)# network 192.168.2.1/24
Switch A(config-router)# network 10.1.30.1/24

Switch A(config-router)# end
Switch A# show ip route database
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

> - selected route, * - FIB route, p - stale info

C>* 10.1.30.0/24 is directly connected, vlan30
C>* 192.168.1.0/24 is directly connected, vlanlO
C>* 192.168.2

R> 192.168.4.0/24 [120/1] via 10.1.30.2, vlan30, 00:01:42
R>* 192.168.5.0/24 [120/1] via 10.1.30.2, vlan30, 00:01:42

.0/24 is directly connected, vlan20

Switch A#

Switch B &3

Switch B(config)# router rip

Switch B(config-router)# network 192.168.4.1/24
Switch B(config-router)# network 192.168.5.1/24
Switch B(config-router)# network 10.1.30.2/24

Switch B(config-router)# end
Switch B# show ip route database
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

> - selected route, * - FIB route, p - stale info

C>* 10.1.30.0/24 is directly connected, vlan30

R>* 192.168.1.0/24 [120/1] via 10.1.30.1, vlan30, 00:02:13
R>* 192.168.2.0/24 [120/1] via 10.1.30.1, vlan30, 00:02:13
C>* 192.168.4.0/24 is directly connected, vlan40

C>* 192.168.5

Switch B#

.0/24 is directly connected, vlan50
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7.3.2. Offset-list & &
Ol Xl offset-list £ 0| &6t0] AKX AZ EHL= 2E incoming RIP RE 2| metric 2t2 2 It Al A
2 X

Switch A(config)# router rip
Switch A(config-router)# offset-list 4 in 2
Switch A (config-router)# exit
Switch A(config)# access-list 4 permit any

Switch A (config)# end
Switch A# show ip route database
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-ISs, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
> - selected route, * - FIB route, p - stale info

C>* 10.1.30.0/24 is directly connected, vlan30

C>* 192.168.1.0/24 is directly connected, valnlO

C>* 192.168.2.0/24 is directly connected, vlan20

R> 192.168.4.0/24 [120/3] wvia 10.1.30.2, vlan30, 00:06:26

R>* 192.168.5.0/24 [120/3] wvia 10.1.30.2, vlan30, 00:29:04
Switch A#

A 20| 192.168.4.0 Ut 192.168.5.0 2| metric 8{0| 3 22
distribute-list 2t 2 0l outgoing &= & & 0| Jt=6tLt.

0l
o
0
sQ
00
o
ne
1>
0
[l
Mo
i

7.3.3. Passive-interface & &
Ol ™= AQXC ST AHHOIAN HEBAIIH WY AEHHOIAE= outgoing &= ZE2E
H=Ch olE S WA UWEKZNM AKX A2l vian30 0fl passive-interface € & & 6tH

(=]

A= 2EFEZE LN AAXN B= AKX AJtvlan30 A BEUlF== 2E 22 E update 2 X 28t

[> o
1 1
ol

=

Switch A(config)# router rip
Switch A(config-router)# passive-interface v1an30
Switch A(config-router)# end
Switch A# show ip route database
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
> - selected route, * - FIB route, p - stale info

C>* 10.1.30.0/24 is directly connected, vlan30
C>* 192.168.1.0/24 is directly connected, vlanlO
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C>* 192.168.2.0/24 is directly connected, vlan20

R> 192.168.4.0/24 [130/1] via 10.1.30.2, vlan30, 00:14:28
R>* 192.168.5.0/24 [120/1] via 10.1.30.2, vlan30, 00:37:06
Switch A#

Switch B# show ip route database
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

> - selected route, * - FIB route, p - stale info

C>* 10.1.30.0/24 is directly connected, vlan30
C>* 192.168.4.0/24 is directly connected, vlan40
C>* 192.168.5.0/24 is directly connected, vlan50
Switch B#
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OSPF

= H0lAE= U9200 Series ARAXINA AME &l= OSPF 2tRE ZZ2EZ0 Holl A J1=8tCt. OSPF
ctRE ZZ2EZSE2 RFC 2328 0l M=50 UL

8.1. OSPFI&

OSPF = otLt2l IP =0l @1 (Autonomous System, AS)0ll &ot= StRE S 20 2tRE H32E 2ot
= link-state c2tRE IZZEZ29| 2ZFO0|Ch Link-state 2tRE Z2EZ20Mese 2 2HREHIG
autonomous system 2| EZ= X0l CHSt CIOIEHBIOIAE S XISICH 2l 2 2tRHeE 25 S
StOIOIEHIOIA S JFXIA =L,

Link-state DB (LSDB)Z £ H 2 ctRH= Hb&lS RTEZ otl= 2 29 ECIE MHSHH &Lt 0]
Zt B2 Edl= ASU 2 SR st = E M0 ot S A X0l Gt HIE0] S8t

el 22 AT, EciE 2 0| BZ2SE 2 &0 B2 22 HIE2 ot Sl metric Ol 2o & =L
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8.1.1.

Link-state Database

=)=t Al, 2t 2tSHeE a2 2IHHIOIA 220 CHE link state advertisement (LSA)E & & 6tHCEH
LSA = 2 etE 0l 2ol A #&Elﬂi 2 E}°E194 LSDB 0l S JtH & Ct. OSPF = 2t E2H0ll LSA
£ ZHotD] fIoHA flooding £ 12IS (F=3 | §EQ| Hal= HIERDS RE 2RHE
oI & otLES] area LHQ 2 E‘J—‘?—H%% &5 =& LSDB E DAL U8 <E 8-1>=

LSA type number £ LIEHHCY,

42 <l [

o I'-.

H 8-1. LSA Type number

Type Number Description
1 Router link
2 Network link
3 Summary link
4 AS summary link
5 AS external link
7 NSSA external link
8.1.2. Areas
OSPFUIM=E HERKZAS 2 20| otLi2 area =2 SHE == ULt Starea LM EE2 X =
autonomous system L2 LIH Xl area 2 22l ZF0 &L 0 E2E dF= A2 LSAEHE 2
Agst 242 Jls6tH otH, £8F LSDB £ S XIol)| 2ol 2 8t HatsS 2AAIICH Area LHUI A 2
HRE2 Darealiel EZZ X0 2AcH A Z2EEICH
OSPFlOIA= LSt &2 MIHX SF2 2t HE Z2l&tit.
v Internal Router (IR)
2tRHL 2= QIHHIOIAD S8t area LWl & 5= ctRH.
v Area Border Router (ABR)
02l area Ol CIEHHIOIAZE JHXI D Y= 2hRE. T2 ABR &1 summary advertisement S
wWEol= A E GH &L
v' Autonomous System Border Router (ASBR)
OSPF & CtE2 ctR8 ZZ2&E 2, = C+2 Autonomous System Dt2| HOIERI02] H&ts
@ Yot= etRH.
8.1.3. AREADO
StLt Ol &S] area & E &Gt A= OSPF U EH I = Y E(backbone)Ol2t =2l= area 0 2 23 &
area E BFE Al JbXI 12 /U0 0F SHCH Autonomous system 2] 2 area =2 BtEA| 20 HZ0] &
O{OF SHCH HIERIOAE EHE [, area 0 2 Al &0l CH2 area E2 & & AlZH LIDJHOF SHCE
=2 ABR £ ALO| 0l summary information O] W &t& =~ U&= &tCt. 2E ABRE2 [t 2 ABR
145
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Z2H2 summary 225 =0 ABR 2
22 2 UESKANAX 2| distance 2| 118

2= &=l advertisement £ A IHE20FAM XHAI0| =6t area 2
2 4ol 222l advertising 2t EI =0 84 distance

8.1.4. Stub areas

OSPF 0ilA =

EXA areaJl stub area @ HENZ € == QULC}. stub area= ¢ otLES T2 area 0fl HZ

EICh. Stub area E HZ0t= area= WUWE area 2T UL AR 2HRE 2= stub area = S bH
A A

E| Xl %2 =Ct. Stub area = OSPF 2tXHS M2l 2t

&S £010] ?IotH ALS

k]

Ct.

8.1.5. Virtual links

BHED AN GHS JIND YUK L= area 2 =II6I0F ot AE A S virtual link JF AFEEICF
Virtual link = 821 ¢ A Sl area 9f 121} @ng SIX L= area AHO|O] =g| M0l 22 HIZsHC.
Virtual link = ZE°| area 2 JIX= S ABR AHOI0l £ &S 010F 5104, 01 5lLIS) ABR2 sH=1f o
ZC| O QL0J0F BHCH,

8.1.6. Route Redistribution

RIP 2t OSP

XA SAIO AFZE 2= UL URE 2= F tRE ZZ2EZ AOI0IA A

i
[—

%
L HRE EE WEdct= ANO0IC

b Notice BI= RIP 2t OSPF ZZEZ0] SAI0 AAXINAN SHE &= UL ot et
&, olLISI VLAN Ol & Z2EES sA0l HE6HA Z=U
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8.2. OSPF&3&H

OSPF ctRE ZZ2EZS AtEotH ™, OSPF E &4 3t AlA =0{0F &L 1 BXt= OS2 0

(1) Config 2E0 A ospf 2E2 &2 HCE

| router ospf [process-id]

(2) OSPF Z2EZ2S 245 A2 WIEI 01210] £ areaZ XIFBILCL

‘ network (ip-address/M | ip-address wildcard-mask) area (area-id | area-address)

o

Ol ot OSPF E gd3at A2l R0l US0 €85H= BE== 0180t 2SSk 7% 2
A

ol XHEZ2EZSS

8.2.1. OSPF interface parameters
ZR0tH OSPF CIEHHIOIAS] E42 HEE = UKL 2= EH4s HIY = A= A2 OtLICH
© OSPF 2IXt=2 UWERKIAN A= 2= ctRHUHAN L&t gt 2 & &l
ospf hello-interval, ip ospf dead-interval, ip ospf authentication-

ctA Oled OSPF 21Xt == HEE o= UERKDN U=s 2= 2RH2 CIEHHOIA CIAL
Z ol OF StCt.

OIEHIOIA OIRISl 2t 2 HASHH, Ot Y3 E interface configuration mode Ol A & 26 OF S+Ct.

H 8-2. OSPF interface parameter CLI

80 &9

Router (config-if) # ip ospf cost cost OSPF interface Ol A & &15t= packet 2| cost & & & &tC.

Router (config-if) # ip ospf retransmit-interval
seconds

Router (config-if) # ip ospf transmit-delay seconds OSPF interface Ol Al & & Al 228t 0l &F Al2tHS 8- &t

OSPF interface 2| LSA TH& & Al2tS A &St

=

OSPF designated router £ &= & [l AFZ %= priority E &

Router (config-if) # ip ospf priority number-value X0}

o)

OSPF interface 0l Al &4135t= hello packet 2 =J|E & & &t
Ch.

OSPF hello packet 2 &tX| 25t OSPF router £ down Al3|

Router (config-if) # ip ospf dead-interval seconds =0, 0l I OSPF router £ down Al21J| & J|Cted OF St= Al
2t 4 F &t

Router (config-if) # ip ospf hello-interval seconds

OSPF simple password authentication £ A& dt= network Al

Router (config-if) # ip ospf authentication-key ke
( g-f) #1p osp vy JHENAM AFHESH= password S & & &t

Router (config-if) # ip ospf message-digest-key key-id | OSPF MD5 authentication S AFZE [ key-id 2t key gtS &
md5 key &t

Router (config-if) # ip ospf authentication {message-

. Authentication type 2 & & &tCt.
digest | null} ype ==
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8.2.2. Different Physical Networks
OSPF (42 JtXl OHAIOl (h& Al It Kl default network type O = XH StCF.
(3) Broadcast networks (Ethernet, Token Ring, FDDI)
(4) Nonbroadcast multi-access(NBMA) networks (Switched Multimegabit Data Service(SMDS),
Frame Relay, X.25)
(5) Point-to-Point networks (High-Level Data Link Control(HDLC), PPP)

OSPF Network type
Default media type 1t 2tH 210l OSPF UWIE®I 3 E broadcast Lt NBMAZ && & = QULCL MIE =

broadcast HERIE NBMA W ER Q! A XS &3 Gt HLE, NBMA UIE R 2 E broadcast HHER A
£ 843 g & UL

OSPF point-to-multipoint 2IE{H 0| A= &t Ji 0l & 2| neighbor £ 2= numbered point-to-point 21 E
HOolAZ A2l & Ch OSPF point-to-multipoint Ul E % 3= NBMA/point-to-point JER 2L Ct Tt
220l 82 %=Lt

(6) Point-to-multipoint = neighbor & & 0| 22 S1), DR EEZS ¢t otJ| 20l £F 0l &Lt

(7) Full meshed topology Jt 22 17| (20l HI&0l HCt

(8) VC(virtual circuit) failure O|HIEN T HA S A= |XIotI)| HE0 O reliable StCt.

OSPF network type 2 & &83dtA ™ (+8 ¥ B K E interface configuration mode 0l 4 223 5tH &I CH.

H 8-3. OSPF network type CLI

=0 49

Router (config-if) # ip ospf network {broadcast | non-

bradcast | {point-to-multipoint [non-broadcast] | OSPF interface 2| OSPF network type & & & &Lt
point-to-point}}

Point-to-Multipoint, Broadcast Networks

Point-to-multipoint broadcast Ul E < 30l M= neighbor && 0] 2 2 SICt. 3t X2+, Y neighbor = 2
costE H&OIL A 2™ neighbor ZE S AIEotH 43 & == UL+ OSPF Hello, LS Update, LS
acknowledgment 0l Al Xl = multicast 2 & & E Ct. Cost = ip ospf cost BE 2= 8FGHAI L, AN=Z
neighbor 0tCt CHE Z 0| CHE Z S neighbor 2E = ME0IH MZ CtE cost E 28 & == ULH

OSPF 2I& HI 0| A E point-to-multipoint broadcast HIE® 22 &
St ed ™ interface configuration mode Ol A CtS 3t 20| 21 5tH

1) 2+2+9] neighbor cost £ & &

rn 0_>d

O o
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H 8-4. P-to-Multipoint Network, Broadcast Network & &

g0 £9

Step 1 Router (config-if) # ip ospf network point-to- | Interface £ Point-to-multipoint broadcast network type © 2
multipoint AR BHC}.

Step 2 Router (config-if) # exit Global configuration mode & $& &Lt

Step 3 Router (config) # router ospf process-id Router configuration mode 2 & &tCt

Step 4 Router (config-router) # neighbor ip-address | & neighbor 2| cost & & & &tC}.
cost number

Nonbroadcast Networks
OSPF HERAl= Z2 ctRHS0| &M & = | [ 20l DR(designated router) & = 0| & 2 6tLt.
0toF proadcast capability It 88 & UK £2H DR HEE2 <I6t SEE X & & 0| 2 L6tHCH.

012t 22 ol Xt= A A Z DR/BDR(backup DR)O| & J| &= &gt 2t 2E (nonzero priority & 2= 2t H)
oot 880l 2 Lotlt

Nonbroadcast HIER 32| ctRE H&Z 62l ™ router configuration mode A CIS HE S AIEEt
CF.

H 8-5. Non broadcast network CLI

g0 &3
Router (config-router) # neighbor ip-address [priority
number] [poll-interval seconds]

Nonbroadcast network 2| router & & 2 stC}.

=

Point-to-multipoint nonbroadcast U E<® 30 M neighbors € A/Z3dtJ| 25 router configuration
mode 0l M neighbor &S AIE&HCY.

Broadcast £ X &dtXl 2= OHAMOA CIE{H Ol A E point-to-multipoint & & &5teA™, IS0 &2 =
NZ BEUHE LSS
I 8-6. Non broadcast network & &
HAO 49
Step 1 Router (config-if) # ip ospf network point-to- | Interface £ Point-to-multipoint nonbroadcast network type 2
multipoint non-boradcast 2 &M B},
Step 2 Router (config-if) # exit Global configuration mode & & &tCt.
Step 3 Router (config) # router ospf process-id Router configuration mode £ & StCt.
Step 4 Router (config-router) # neighbor ip-address | Neighbor 2} neighbor 2| cost & & & &tCt
[cost number]
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8.2.3. OSPF Area parameters

OSPF 0l & & Jt=¢&t area QI AS0l EMELE 0|2 22 area 2 AH0l= stubarea 28, 215 &8
default summary route 0l CHSt cost &8 SOl JUCH IS 2 HIY HSE SFGIH 2USE KX &
ctRHS area 22 X 2 QUCH Stub area EF 2 area 22| 22 2tREQ |KRAS Y
EH/\'OH area £ ABR 2t E It M4 5t default external route & X & 8HCH no-summary keywor
otH summary route £ XIEtol0] area 2 R =E 2AREQ I+-E M 2L =+ UL

a
i re
=

OSPF area 21 Xt E & &St H router configuration mode 0l M CHS2] HEHE AEotH L.

ol

H 8-7. OSPF area parameter CLI

g0 &9

Router (config-router) # area area-id authentication OSPF area 0fl authentication & & & &tLCt.

Router (config-router) # area area-id authentication

. OSPF area 0l MD5 authentication & & & StCt.
message-digest

Router (config-router) # area area-id stub Stub area £ & & 5tC}.

Router (config-router) # area area-id default-cost cost | Stub area £ | &t default summary route 2| cost £ & & &tCt.

8.2.4. OSPF NSSA
OSPF not-so-stubby area(NSSA) = RFC 3101 0fl &% I QUCH

NSSA 0| & 0l = corporate site border router 2t remote router AFO|2] HZ S OSPF stub area &8 2
& == QIACt. remote route site 0l CHSt route £ stub area £ MEZHHOF SIS &I X 2 UI|I H20ICH.
NSSA = corporate router 2 remote router AtO| £ stub area & £ &5t OSPF J|s2 & & Al2ICH

OSPF stub area 2t OF&JIXI 2 NSSA area & Type 5 LSAs 2| R2 61E& 4= 8Lt NSSA area 2
O 2IRE THEtH= SEst ]2 LSAs(Type 7 LSAs)2F ol &I Ch. Type 7 LSAs = NSSA area 0fl A
Ot =THoH OF StCh. NSSA autonomous system boundary router(ASBR)2 2t E HEHIE 2ol type 7
LSAs € M AH3GtL] NSSA area border router(ABR)2 type 7 LSAs £ type 5 LSAs & HEGIH 2=
OSPF ct2g T 02l 2 2 flooding & Ct.

Otel OB UM OSPF Area 1 0| stub area 2 &8 & QUCH Stub area A= SR E MEUHOL G2
CXl &I 20 ISIS 2t E= OSPF 2tRE =Holez MY & 4 QT olXI2H OSPF Area 1 =
NSSA 2 & &0t NSSAASBR 2 Type 7 LSAs € M &G ISIS 2t EE OSPF NSSA 2 flooding

g = ALH
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2 8-1. OSPF Network

NSSA = stub area 2| &&0|J| (120 RIP Z2H MEHHE 2tRE= OSPF Areal 2 82 X &
=Ch Type 5 LSAs E RGHAl &£ = Stubarea 2l 822 (N5 KAl St= A 0ICH

OSPF NSSA £ & & 6t2d ™ router configuration mode Ol M CHS &S A

=z

=
S

o

Ct.

H# 8-8. OSPF NSSA CLI

242404 =L
Router (config-router) # area area-id nssa [no- _

fter (config-router) # 2 vid nssa [ NSSA & & &8}
redistribution] [default-information-originate]

8.2.5. OSPF Area Route summarization

2t RE =<2 (route summarization)2 advertise & 2IREE S& 6l= JIsOICH 0] JIssS &
ABR ctRHE= UE area & otLIS SUE 2R ED advertise 8HCt. OSPF 0l Al ABR 2t EH
area Ofl A= HERIE CHE are

FIF

0
ol
o g

aZ dEots 9gsS et 2t area Ol &= 2 UIERAIIL EMot
B ABR ctREHOA 2 HREESE EEots S AU4REEEE SRS 2t E)E advertise ot == &

ot REEHEs AREQ W=

O|I

Summary address range € & & 6t 24 ™ router configuration mode Ml M CtS2 B HE ArESHCH.

H 8-9. OSPF area route summarization CLI

380

nx
02
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Router (config-router) # area area-id range ip-address

. . Summary route advertise & address range £ & &
mask [advertise | not-advertise] [cost cost]

r&"
=]

8.2.6. Redistributed Routes 2] Route Summarization

ECREY ZZ2ESZPH S EIN MEZHE M, 2122l et E = Type 5 AS-External LSA 2 & i
Ct. StXI2F summary-address 2822 MEHT = 2 USFEE L &6t= otLtel HREZ =<
(o]

HEHHE = A4S EE ot tREZ S0t ™ router configuration mode Ol A G52 HH
tE

H 8-10. External Route summarization CLI

22 0f a9y
Router (config-router) # summary-address {ip- SOl HREZ MEE MU 2t REE L &6t= address € &
address/prefix} [not-advertise] [tag tag] XSO}

8.2.7. Virtual Links

OSPF OliMd= 2= area= W& area 0l HE & AOOF BtCH BFOF B2 grea 22| HZ 0l EH X H
virtual link £ & & & == QUL Virtual link 2| & &2 ABR et RH0I1D & 2URHUA 25 48 TN
Of tCt. &£t & 2tRHBHE=E 25 22 area(transit area) 0l 401 O0F 504, stub area 0l M= virtual link £

Virtual link £ & & 6t24 ™ router configuration mode 0l Al CtS 2l HE HE AFESHCE.

i 8-11. OSPF virtual link CLI

80 &9

Router (config-router) # area area-id virtual-link router-id
[authentication [message-digest | null]] [hello-interval
seconds] [retransmit-interval seconds] [transmit-delay Virtual link 2 & & &tCt.
seconds] [dead-interval seconds] [[authentication-key key]
| [message-digest-key key-id md5 key]]

8.2.8. Generating a Default Route

ASBR ct2EJI OSPF ct <8 THCZ LIZ2E URPEE HHot== & & ULL ARE MEM &
dE2 Soll ctEHE ASBR et REHI HEE & + S?AIIDJ, JIZ2H2Z ASBR ctRHE LI2E HRE
£ ddothl @E=0t.
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ASBRO| CIZE 2R EE MA35HH 5ted ™ router configuration mode KA CHE S N

(1]
>
00
o
Q

H 8-12. OSPF default route CLI

g0 &3
Router (config-router) # default-information originate

[always] [metric metric-value] [metric-type type-value] | ASBR 0l OSPF routing domain il default route & A& St Hl StCh.
[route-map map-name]

Router ID Choice with a Loopback Interface
OSPF = QIHHIOIAN 4EE IP A SHA JIE 2 S AREHIDZE
EHHOIAN IPF=A0tEE T JULH, THE QIHHIOIAN JHE 2 gt 2
& loopback CIEHHIOIA S JHE 2 82 IPF=AE HSH IDZ AIEE

Loopback CIE{HIO| A0l IP address £ SYotHAH OIS 22 =AZ HHEHE LSS

H 8-13. Loopback interface & &

EEY ELE
Step 1 Router (config-if) # interface Loopback 0 Loopback interface £ 44 & &L,
Step 2 Router (config-if) # ip address ip-address/prefix Interface Ofl IP address £ & & &tCt

8.2.9. Default metric
OSPF = 2IHHIOIA S THEZ0 2t OSPF metric 2 CH2 Al Al AHSHCH OSPF 0l A OSPF metric 2
reference-bandwidth € QCIEHMHIOIALl HEZC=x Lix g2 AIESCH AHHIOIAS] HE=E=2
interface configuration mode 0l M bandwidth 330 & HZ & %= UL

reference-bandwidth £ ¥ & 6t & router configuration mode A CtS HE U E AFS&HCE.

H 8-14. Reference bandwidth CLI

gg0 &9
Router (config-router) # auto-cost reference-
bandwidth ref-bw

reference-bandwidth £ 813 StCt.

8.2.10. OSPF administrative Distance

Administrative Distance = routing information source 2| &2/ &£ LIEIHLHH, 0~255 £ HEAISIC, 8t
HOZ 2 g0l &2 MIETE 20| etCh. 255 2 administrative distance gt routing information
source £ &l 2/g == QL= 2010112 Y route = R Al = L.
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OSPF = intra-area, inter-area, external O| & Al Ml Jt Xl 2| administrative distance & At& 0ot 2522
default 2t= 110 0| C}.

OSPF distance £ 2 & 6t ™ router configuration mode 0l A CtS Y HE AMESHLY.

H 8-15. OSPF distance CLI

=1y £9
Router (config-router) # distance ospf {[intea-area
distl] [inter-area dist2] [external dist3]}

OSPF distance & 2 & &tCH.

8.2.11. Passive interface
passive-interface Y& 2 S& CIHHIOIAZ2| Hello HIAIXl &2 HIEHOHAICH =412 IISOIEE &

et

o 88k OIH MOl A E A& St ™ router configuration mode Ol A CHS YE O E ALE S

H 8-16. OSPF passive interface CLI

2424 0f 49
Router (config-router) # passive-interface interface-
name

Interface £ Sl S415t= hello packets S Ml StCE.

8.2.12. Route Calculation Timers
OSPF = UIE/Z &4 HED [H OtCt SPF(shortest path first) Hl&tS StCH. 1818 SPF H A
A

t =
= YXot)| ol &t Halor L st AlZH 0 SPF A& AL R AIZE AROIS] XIS AIFE &3S &= UL

[l
>
00
o
Q

SPF Xl & Al2tS & & okl ™ router configuration mode A CHS H&E O

i 8-17. OSPF SPF timer CLI

o2 0f =k
Router (config-router) # timers throttle spf spf-start
spf-hold spf-max-wait

SPF Jl&h Al S B A 8L

8.2.13. Logging Neighbors Going Up/Down
OSPF = neighbor Up/Down Ol HIE 0| CHOH Al AEL BIIAIKIE 2 & AI2ICH Neighbor 2| AHEH 2 3H0l CH
ol XbAIEH AIAES TIAIK S 2 S0, detail IIRIEE AFEBHLE.
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neighbor UP/Down OB E 0l CHEH AIAE BIAIK M= XISt 6tcd &, router configuration mode 0ff Al
no IIAE2 & Cts BE0E ALE &t

H 8-18. OSPF adjacency LOG CLI

=1y £3
Router (config-router) # log-adjacency-changes
[detail]

1
>

+AH

]

OSPF neighbor UP/Down il CHSH Al A& BIIAI KIS Ct.

ﬂJ
0

8.2.14. Blocking LSA Flooding

OSPF= MZ2 LSAE =4I5tH =415 QIHHIOIAS A28 QIEHOIAZ LSA £ flooding &Lt
SHAIBH Ol8d S&2 E=E Sl CPU MHR0tE Z2MAIZ =5 AL database-filter ZZEHE ALE
otH S8 O H Ol AZ 2] LSAflooding 2 MISH & &= QLY.

Broadcast, non-broadcast, point-to-point Ul E % 30l 4 OSPF LSA flooding £ Xl &t otcd ™, interface
configuration mode Ol M CtS 2| HE U E AIEEHCH

i 8-19. Block LSA CLI

=10 &4

o
|'0M

Router (config-router) # ip ospf database-filter all out | Interface 2| LSA flooding 2 Xl

8.2.15. Ignoring MOSPF LSA Packets

U9200 Series A% Xl = LSA Type 6 Multicast OSPF (MOSPF)E XI&otAl &£J| 20, Ol LSAE =
ASHH AIAE HIAIKIE LM AIZICH Ch==2 MOSPF LSA E =4I5tH T2 AIAE BIAIXIDF 2
SHHl ©l=0l, AIAE DIIAIKIE ZHAIDIX E2cedH 0] JISE ALEEHLL

[o]]]

LSAType 6 THZ! = 4IRS M AIAE BIAIXIE 248 GHAI &2l Sted ® router configuration mode 0Off
N OS2 HAHE AHEEHCH

i 8-20. Ignore MOSPF LSA CLI

380 &9

18
>

1l
0
ol

+AH

(N

o
62

MOSPF LSApacket 2 =4I S [ AIAE HIAIXIE

Router (config-router) # ignore Isa mospf o0

8.2.16. Monitoring and Maintaining OSPF
OSPF 2t € HIOIZ, CIOIEHI0IA, J2lD 0125 2t REIS 12 AEhol (et HES =3 & 4+ 9
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|

Ct. Olclet E2= UWERKZDS SHE i&ZotHLE AR(XS A& 220l tet 1) s 22 & +=
UCE.
CtYst OSPF B2 E X 3loted™ EXEC mode Ul Al Ct22 HEUHE AtSsHtt
H 8-21. Monitoring OSPF CLI
801 &9
Router # show ip ospf [process-id] OSPF routing process 8 2 & £ 3|80}
Router # show ip ospf border-routers ABR/ASBR 0fl CH&t 2 & routing table & = 3| 8tC}.

Router # show ip ospf [process-id] database

Router # show ip ospf [process-id] database
[database-summary]

Router # show ip ospf [process-id] database [router]
[self-originate]

Router # show ip ospf [process-id] database [router]
[adv-router [ip-address]]

Router # show ip ospf [process-id] database [router]
[link-state-id]

Router # show ip ospf [process-id] database
[network] [link-state-id]

Router # show ip ospf [process-id] database
[summary] [link-state-id]

Router # show ip ospf [process-id] database [asbr-
summary] [link-state-id]

Router # show ip ospf [process-id] database
[external] [link-state-id]

Router # show ip ospf [process-id] database [nssa-
external] [link-state-id]

Router # show ip ospf [process-id] database
[opaque-link] [link-state-id]

Router # show ip ospf [process-id] database
[opaque-area] [link-state-id]

Router # show ip ospf [process-id] database
[opaque-as] [link-state-id]

OSPF database € £ 3| &tC}.

Router # show ip ospf flood-list [interface-name]

Router # show ip ospf interface [interface-name]

Router # show ip ospf neighbor [neighbor-id] [detail]

Flooding € 2 E LSAs & X 3|5t
OSPF interface £ & = 3| &HCt
OSPF neighbor 2 & %= 3| &tCt

Router # show ip ospf [process-id] summary-address

r&"

dEE X3

]

Redistribution & 2 0ff 2
Ct.

2 = summary address

show ip ospf [process-id] traffic

OSPF traffic SHl & &

]

Ct.

25 X3
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show ip ospf [process-id] virtual-links

OSPF ZZ NIAE CHAl Al Sted & EXEC mode OIAl THS

H 8-22. Maintaining OSPF CLI

380

&4

Router # clear ip ospf [process-id] {process |

redistribution | counters | traffic}

OSPF process/counters/redistribution/traffic = I Al % &tCt.
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BGP

= H0lA= U9200 series AR XU A AHE Jts8HIP RUIHHAE ctRE ZT2EZS S0lA BGP 0l

CHoH A D= 8FCH.

9.1. BGP IR

BGP = A Z TtE 22| S 0l2l(Autonomous System : AS) 2H0il c2tRE FE2E 0 g2 £ U= of
== ZZEZZ A RIP 2 OSPF 2t= €l & ZOQ LHUHIAL et E 0l Otel =hiel 2tel etRE S
e =5 U9200 SERIES A9 X0l A= BGP-4 £ X & ot QUCH

9.2. BGP&ZE

BGP 2| 242 AN JI2F 4 (basic configuration)nt 11274 (advanced configuration)2 2 LI5 0]
= = UL BGP EZEZS S AMESH)| RichiAdE 4 USH 22 &S JI2H 22 6t 0F &Lt

v BGPIREZO 243

v" BGP neighbor 2t 2H &&
9.1.1. BGPIEZZEZS| &#4d35l
BGP ZZ2EZ2S AIE5H)| oAM= RIP 2 OSPFOIAMXHE BGP Z2E 22| 43 SHH I 843 &
M OF StCt. O HHl= CtS 1t 2L

1) BGP2ISE &F =29 &g

| router bgp <1-4294967295>
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solution
e P e ——

29 =Xt= AS EH E Jte2l2ICH AS S &= Autonomous System HHS Z BGP WIERITE 12
==

ot ?loil AAS =D, & S A0l 2ol &

k]
o

2) BGPUIE®IOE XI&ot] BGP &RE HOISEW S5

| network A.B.C.D/M

BGP E Sofl 2 = U ERIAE KN etlh.
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9.2.1. Neighbor &3

BGP ctRE HEE wWatot)| flol TCP &= £&8 & e ctH = peer &2 neighbor(01 ot Ul

olg)er eI, EFE/\I dioltt €& 01 &l QA0{0F SHCH 0l24 8t U0l = =28 AS 0l =8t Ulol

H(BGP Peer)2t CHE AS 0l &8 UIOIH(eBGP Peeng =& S AS Ol &8 UIOIHE=2 & E

HAZE 0 AS BRE QD R 2tRE TZ2EZ(IGP, o E2 0OSPF £)2 &2 &#30l =0
O ECt Lt Tt AS Ol =8 HIoIH 2t= 2elE 2 Ol &8 T SLst AESIO =dH

OF StCt.

HuFﬂJ
Py
y o

$0 30
2 10

ol

Ol 248t bgp neighbor & & GH)| R M= CHS2l HH =S A= EHCH.

neighbor ip-address remote-as number

OIZH bgp E 43t

a3t A MOl BGP Z2E 20| s &6t & L.
HIl0l & 2E=k=s U3 )

1) EHY s

2) BGP Attribute & &
3) Routing policy #H&
4) JIEt JIs

9.22. BGPEHZ JIs

BGP update £ &4 otz 202 02 e ZEHE A0 2o ZEE = ACH 0128 ZHE A
0l = route filtering, path filtering, community filtering 0l QUCt. 0| L E LEH2 SLs SWUE =0t
Ctot EZst WERT L0 et Es &S HdEioH & 0.
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9.2.2.1. Route Filtering
ctREHII ES6tHL 8AGl= 2t RE B2 E Mo
Ol E0il J18+5H0d
& AH0IEN =

El

| =
=

t2] 9o, E& UI0IHZ JtALE L= 2HRE &
?Ioll. Access-list JF F2EH S& HIOIH=Z2 &

neighbor {ip-address|peer-group-name} distribute-list access-list-number {in|out}

150.10.0.0 160.10.0.0

}_%2.2.2.2

AS200
AS100

D]

i=§E§§g=i1&3.3.l

I

170.10.0.0
AS300

¢ D80l RTB= UIE® 3 160.10.0.0 S ¥&ot D RTCZ 1 EEE BHLL UL RTCIH Ol B &
AS 10022 MYl &EJIZ ot= <, 0 22 OOl g

5 EES J| ?Ioll access-listE =
200 RTAZS HZ0 0|24 2 EESHCH 01249 242 & HEH Gt ZCH

/*== RTC --*/

!

router bgp 300
network 170.10.0.0

neighbor 3.3.3.3 remote-as 200
neighbor 2.2.2.2

neighbor 2.2.2.2

remote-as 100
distribute-1list 1 out

!

access-list 1 deny 160.10.0.0 0.0.255.255
access-list 1 permit 0.0.0.0 255.255.255.255

I-- filter out all routing updates about 160.10.x.x
!
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Path Filtering

U

R

e M o

Ko ZHE & &A S Z BGP AS path information 0l J|Etat0] 212 10 & S 0l access-list
QUCH ChS O WESRZR RHEZ0lAM, AS2000M MEE & JPAS 10022
|6, RTC 0il access-listE 2|82 Z M, 160.10.0.0 0l TH&H A E2IF AS100 2 2 Jt

UE = ULH 01 E Sloll Ch3S 2l BE S ALE St

m H

J

Mo ¢ ox

rr

ip as—path access-list access—/ist—-number {permitldeny} as—regular—expression
neighbor {/jp—address| peer-group—name} filter-list access—flist—number {in| out}

AS400

150.10.0.0

(=<
}‘sz.z,z 160.10.0.0

AS100
/ AS200
2.2.2.1 3.3.3.1
170.10.0.0
AS300
Ct2e 742 9 1828 RTC It RTA 2 160.10.0.0 2/ SHI0IEE dt= R 2 path filtering 2 AL S
ot =8ote #4842 EW =LY,

/*-= RTC --%*/
|

router bgp 300
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neighbor 3.3.3.3 remote-as 200

neighbor 2.2.2.2 remote-as 100

neighbor 2.2.2.2 filter-list 1 out

I'-— the 1 is the access list number below
!
ip as-path access-list 1 deny 7200$

ip as-path access-list 1 permit .*
!

9.2.2.3. Community Filtering

Community = G d JH2| destination & €& 182% community 2 St0, Ol community 0l routing
decision 2 & Z35t)| /o ArE S LY.

150.10.0.0 160 10.0.0

}_%2.2.2.2 - 3 5

AS200
AS100

D020l

iE§E§§§=iiiS.3.l

I

170.10.0.0
AS300

? UM, RTC 2t Xtal
community attribute £ &
AEECE,

O eBGP peer 2 RTB I} El= 2tREES2 YUI0IE ol Xl ==, RTB 0l
& 2/ ‘no-

ot= OOt CHE 0 LE2H JUCH Ol fIoH ‘no-export’ community attribute Jt

/*-= RTB --*/

router bgp 200

network 160.10.0.0

neighbor 3.3.3.1 remote-as 300
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neighbor 3.3.3.1 send-community

neighbor 3.3.3.1 route-map setcommunity out

|
route-map setcommunity
match ip address 1

set community no-export
access-list 1 permit 0.0.0.0 255.255.255.255

| >

|
A
M= ‘no neighbor 3.3.3.1 send-community’E & Al ol OF StCt.

Ol Al 6t0f RTC Jt no-export attribute £ JI& update & €= HR,RTC= 0 &
HIOIH 2l RTA 2 MYGtXl &=L

CtE2l ool M=, RTB It communlty attribute 0l 100, 200 € FJiot= Z2RE 2
200 2 RTC 2 2WXIJ| &0l & E38t= community value 0f ‘3204 Zl 40| Ct. ot
gle 3= JIES community value £ 100 200 2 Ui XI5t Hl STt

D 2IRES AR 0|2 &t attribute & RTC 2 2LHI| 2ol neighbor send-community &S
0o 0F StLE, U9200 series Bl A= 0l ZEO| default enable &I 0f ACH A |12 2H0HM &
2= 'neighbor 3.3.3.1 send-community’ & = 4K &0 & & Ch CtE 0] 23 = disable Al2|J| 2| of

/*-— RTB --*/
!
router bgp 200
network 160.10.0.0
neighbor 3.3.3.1 remote-as 300
neighbor 3.3.3.1 route-map setcommunity out
!
route-map setcommunity
match ip address 2
set community 100 200 additive
!
access-list 2 permit 0.0.0.0 255.255.255.255

community list =, A 2 CtE community number 2| 2| A E S0l J|Bt5HN attribute =2
El& ot == olJ| 2ol route map 2 match 20 AFE0IH El& 2
Ch.

5

o

2 E9| community =2 15

ip community-list community-list-number {permit|deny} community-number

Ol 2 Ct22l route-map 2 F 2 & = ULH.

|
route-map match-on-community

match community 10

I-- 10 is the community-1ist number
set weight 20
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ip community-list 10 permit 200 300
I-- 200 300 is the community number

Ol route-map 2 AtE

Lt weight It 22 3

community 100, 200 £ JI& SHIO0IEE EWLD JAA=0l, 2+ RTC It O] g0l 183K weight gt
%I\

20
S HEsinn sl 29 el 2e 242 8 4

ot0d £ 8 bgp route SOOI E AN 0l community value 0l J18t6H0 metric 40|
mtet0IEESS EHE oAl H3g = UCH 22 HoAM, RTB= RTC 2
[m])

/*=— RTC --%*/
!
router bgp 300
neighbor 3.3.3.3 remote-as 200
neighbor 3.3.3.3 route-map check-community in
!
route-map check-community permit 10
match community 1
set weight 20
!
route-map check-community permit 20
match community 2 exact
set weight 10
!
route-map check-community permit 30
match community 3
!
ip community-list 1 permit 100
ip community-list 2 permit 200
ip community-list 3 permit internet
|

HXIE 210112 set &0l

0l 240l M, community attribute 2 100 2 Jt&l 2t | O
ILE= 2IAE 20| OHXIE

9| ol A weight 2t0] 20 22 AIE & CH. Community 2t 2 2 200 22 D&
O weight gt 10 2 2l €Lt IR E exact = community Jt 2 XD A0 =2 20|stCt.

OFXI 2 community list = 2 212 ZHI0IEDdrop & Xl 2= 61J] foll A2 FH, OHXIDt
SR 2= NE2 CUE2EZ drop &I HRO0ICH IIKE internet 2 2= 2RES0] internet
community 2| BIHS0(1J| 20 2= ctRESZS 2 0|8tC}.

9.2.2.4. BGP Attribute & &

BGP 0l A&l = attribute S0ll= CIS 22 X =0 UL

v' As-path attribute
v' Origin attribute
v" Nexthop attribute
v Local Preference attribute
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v' Metric attribute
v’ Community attribute
v Weight attribute

9.2.2.5. As_path Attribute

AS100 AS200

170.10.0.0 }‘% %_{ 190.10.0.0

AS300 %

180.10.10.10

SHLICl 2 EDF LISl AS = XILIZ O, Ol AS o BISJ 2 2t EQ AHO0IEN ZIHECH
AS_path attribute = 5HLtC| 219 EJN SH SR 0l S50 oh NLIS AS HISS2| 2lAEE I}
2I2ICH AS-SET 2 3tLISl 2IQEJ AILIS DS ASE9 AES Jt212ICh 9 DM WESD
190.10.0.0 2 AS200 0| Y= RTB Ol 2lolf ZA&XICE O] 2FREJFAS 300 2 X LHZ [ RTC = A&l 2
AS 13 3002 0l 2t E9| as-path 0l SI20ICH T12HAl 190.10.0.0 2t E It RTA Ol EZAI RTA =
3101l E=0HE 2 09 AS #1501 2002 300 2 EH 2 20/CH J2hA RTA Ol LOIA 190.10.0.0 0f
S 5| 218 2= (300, 200)0 = CF.

170.10.0.0 It 180.10.0.0 0l CHoH M &= OF&IIXl BRI A&ttt RTB = 170.10.0.0 0l = &3tJ|
S AS300 It AS100 2 XILFJHOF BtCH RTC = 190.10.0.0 Ol S Z5tD| 51 AS 200 2 X L+0F 5t 1,
170.10.0.0 0l S 571 9151 Al = AS 100 2 X L0 BHCH.
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2.6. Origin Attribute

2
OlXE A H22 J|& S H2lote attribute OICH Ol X 0ll= 3 JtXl gt0I UL

v" IGP: NLRI(Network Layer Reachability Information)Jt 244 AS2| L2 0l ULt 0l=H S
= bgp network ZE S ALESHILE IGP B £t BGPE redistribute 2 [0l o= otd, O IH
A HE2| origin2 IGPIt =l 10, BGP HIOI S0l “i” 2 LIEHCH.

v"  EGP: NLRI= BGPE Sadll &S &/ L. 01212 BGP E1|O|§01| ‘e"& HAIE L.

v' INCOMPLETE: NLRI J} unknownO|HL} JIEISl o=z SSE L BS static routesS

BGP 2 redistribute & [HOICt. O|X = BGP HIOIS 0l “?”’= HZ Al = L.

AS100
- S
S
150.10.30.1 150.10.30.3
150.10.0.
50 OOO}—% 190.10.50.1
170.10.20.1 IBGP
170.10.20.2
AS300
170.10.0.0
/*== RTA --%*/
!
router bgp 100
network 150.10.0.0
redistribute static
neighbor 150.10.30.3 remote-as 100
neighbor 170.10.20.2 remote-as 300
!
ip route 190.10.0.0/24 null
!
/*-= RTB --%*/
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]
router bgp 100
network 190.10.50.0

neighbor 150.10.30.1 remote-as 100
|

/*-= RTE --*/

!

router bgp 300

network 170.10.0.0

neighbor 170.10.20.1 remote-as 100

ol D2l RS,

RTAE 170.10.0.00 300 £ S T2 Cf.

(01242 C+S 2l AS TH 27} 30001 22 0] 2t E ] originOl IGP
RTA= 190.10.50.001 i £ Solf =& =Ch.

(01212 C+S2/ AS THA D 100012 0] 2H2 E 9 origin0l IGP S
RTE= 150.10.0.001 100i £ Soil =& =L,

(01X 2 T332 AS IH A Dt 10001 12 0l et E 2] origin0Ol IGP
RTEE 190.10.0.001 100? 8 Sof S ECH

ol

=
o=

[o) =4
o=

o|0IBHCE)
o|0IBHCE)

o|IBHCE)

(012 Ch=32 AS IH A0 10001 12 Ol 2t E 2] origin0l incomplete = 2| 0] &tLt.)

9.2.2.7. BGP Nexthop Attribute

nexthop attribute 2 S& =& X0l S otJ| fIoH AH=ZE nexthop IP address € Jtel2ICt. EBGP 2
&2, 0l nexthop 2 AMLE HIOIH ZHUM XIEE WO IP =A0ICH T8 WA, RTC=
RTA £ 170.10.0.02 882E dYA YAE S2 170.10.20.2 5 212, RTA= RTC 2 150.10.0.0
= MG A YAE 52 170.10.20.1 2 2L} IBGP &%, EBGP Jt 8E0l= YAE S2 IBGP 0l A

—

[a—

iz dEE00F et T2ES0 #EE 0 UL 0l #E2=2 216+, RTA = 170.10.0.0 S

AH&1ol IBGP peer 21 RTB 2 MEAl HAE S5 170.10.20.2 2 £2HCH [O2tM RTB &

Ho

S T,

170.10.0.0 0ff =&3lJ| |t YA E =2 150.10.30.1 0] OFLl 170.10.20.2 O] C}.

0|2 ?Iol RTB= IGP E Sdll 170.10.20.2 0l S &€& &= JUEE XXt FoHMHOF StCt. OZ X $2™

RTB = 170.10.0.02 2 &ol= I3 == HelH ..
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150.10.30.1
150.10.0.0
IBGP

170.10.20.1

AS100

150.10.30.3 4
b | 190.10.50.1

170.10.20.2

AS300

170.10.0.0

/*== RTA —--*/

!

router bgp 100

network 150.10.0.0

neighbor 170.10.20.2 remote-
neighbor 150.10.30.3 remote-
|

/*== RTB —--*/

!

router bgp 100

neighbor 150.10.30.1 remote-
|

/*== RTC --%*/

1

router bgp 300

network 170.10.0.0

neighbor 170.10.20.1 remote-
!

300
100

as
as

as 100

as 100

® RTC= RTAZ 170.10.0.0=
® RTAJIHRTBZ 170.10.0.0=

HEIMAA UERAIA NBMAZHME EE

SHEA HIAE F0] 170.10.20.20+ =L

HEA YAE 0] 170.10.20.20t =l L

gt =2t LA =0 ChS0l €88t
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9.2.2.8. BGP Nexthop (Multiple access networks)

AS100
150.10.30.1 150.10.30.3
150.10.0.0
170.10.20.1
170.10.20.2 170.10.20.3
AS300
180.20.0.0

2 D0l AS 300 0l Rl= RTC 2 RTD = OSPF € =2l JUCtD I8t RTC = RTA 2t EBGP
= £& &0 RTC £ 170.10.20.3 = S0ot04 180.20.0.0 20l =& = ULt RTC Jt 180.20.0.0
E RTA Z BGP ZUIOIEE Sofl 85 Al, HAE 22 a9 IP 21 170.10.20.2 Jt Otdl
.10.20.3 = AFE&!CH O0l= RTA, RTC, RTD 2+2] 20| ZEIHAIA 20110 RTA JF 180.20.0.0 0l &

gotdl ?loil RTC E HXls WES AXJ| EU=RTIDE HIE YWAE S92 AIEot= 210/ O el
0[] 20l L.

1 I—J

_,_

22 RTA, RTC, RTD 0l &2 DICIOOF ZEIMAM A OfLIet. NBMA Rl 2= U= S8

— =
EfSE B

o
o
0
e
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9.2.2.9. BGP Nexthop (NBMA)

AS100

150.10.30.1

150.10.0.0 }_%
170.10.20.1

Frame Relay Network

150.10.30.3 ‘}r‘{

170.10.20
AS400
170.10.20.2 180.20.0.0
AS300

? Ol 201 83 0ICIAH It Frame Relay 2& NBMA %OIE}E‘ Ao ZRe 22 =S ol
A =0 & RTC = RTA 2 180.20.0.0 2l EEE &Y Al HAE 22 170.10.20.3 & AtESEHL
=H= RTAJI RTD 2 H&EXQI PVC E =10 UK HOtA, YAE S0 T2 =+ gl= Z<R0IC
0l 2= ctREY2 A IHotH =Lt 0] =S 2l next—hop—self SO0l Do+ &AL
9.2.2.10. Next-hop-self
next-hop-self =2 Z2E 20| HAE = NEoHH ot &1, NEE IPE ZMESZ WAE
ECZ AMEBEY = U =L 0l EEO =2 U3 2L,

neighbor {ip-address|peer-group-name} next-hop-self
Ao A 2R, USY FE2Z ZHE HZE = UL

/*=— RTC —--*/

!

router bgp 300

neighbor 170.10.20.1 remote-as 100

neighbor 170.10.20.1 next-hop-self

!
RTC = 180.20.0.0 £ nextHop = 170.10.20.2 2 M &6tC.
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9.2.2.11. Local Preference Attribute

Local preference = S8 U ES 0 ==a6t)| 2ol ol ASE BAHLIDI=0 0™ THAS
E ASHH LECH O =2 2t2 XY local preference & Jt& MAJN O ASEICH C
100 0ICt. 2& 2tRH2 &&= weight attribute 2t £ 2, local preference = S AS
St REE 2tHl W &tEl = attribute O Ct.

local preference = bgp default local-preference <value> ZZO0|LI 2t RE WE Sl M8 = =0, Ct
S0 1 s E6ELH.

W
2 M o

$0

S

o fuow
0 >

fr rio

—
==

bgp default local-preference Z2&& =g AS U2 I ctRHZ UWt= HUIO0IE A2 local

preference gt= 25 HtZCh Otcl ORI 12 0IM, AS256 2 M&Z LHE 2 )42l AS 22 H 170.10.0.0

Ol CHet B HIO0IEE 2=CLh. local preference = &2 UER AN SEGHI| o AS256 S A Lot
A c

= g E ZHoled E82 =0 O0NA RTD I 855 & &2 & (exit point) 0l2t) JIEE [,
G2 282 AS3000M 2= LUIOIE0 THE! local preference gt= 200 2 2 A& 3t AS100 0l
N @= HUI0IEE= 150 22 Mg &tCt

170.10.0.0

% AS100 AS300

local pref 150 local pref 200

1.1.1.2 @ 4399
%12&213,111 128.213.11.2%

/*-= RTC --*/

!

router bgp 256

bgp default local-preference 150
neighbor 1.1.1.1 remote-as 100
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neighbor 128.213.11.2 remote-as 256
|

/*== RTD --*/

!

router bgp 256

bgp default local-preference 200
neighbor 3.3.3.4 remote-as 300

neighbor 128.213.11.1 remote-as 256
!

A FHHM RTC= 2 HUIO0IEQ local preference € 150 22 M EotH, RTD = 2 YOI0IE
9| local preference £ 200 2 2 AMIE &L}, local preference = AS256 LHOIA w&tED| N2

2t RTD = UIE< 3 170.10.0.0 F2Jt AS100 2Ct= AS300 WA 2= BEJt =2 local
preference € Z=C1) QIAIGHH EICH JelA 170.10.0.0 22 X & E AS256 LS| RE EcfE=2
RTD & ZLH&ICH,

HT in
i
>~
rr
o
Pl
o
Jlm

] HHO0IE= =3 local preferenc

/*=— RTD --%*/

!
router bgp 256

neighbor 3.3.3.4 remote-as 300
neighbor 3.3.3.4 route-map setlocalin in
neighbor 128.213.11.1 remote-as 256
!

ip as-path access-list 7 permit ~300$
!

route-map setlocalin permit 10

match as-path 7

set local-preference 200

!

route-map setlocalin permit 20

set local-preference 150
!

0l #7482 Sall, AS300 Bl M 2= SO0l E= local preference 200 22 ME & 10, AS34 22 H 2=
CtE L O0lE =2 local preference 150 2 2 A& &I L.
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9.2.2.12. Metric Attribute

metric attribute = Multi_exit_discriminator(MED)Z &= 22 XI=0l, & AS 2 &ol= A0 Ois &
SHEEE 22 UOIH M3&HCH S8 ASZ2| MAAO| Ct== EMAI, D AS U2 etRE=Z &Yt
Jl 2ol 0™ XIS AeHg X0l CHoll Et AS Ol S &2 = == U= ST H-HOICH O K2 s X

d20 8=

Ol HE=H st

JFAS Ol =0 2= U
t SZ &

ro

otLtel AS 2 ML T XIBH 11
, 1 HESH gt2 1 AS
2 Al, Ol HIE= gt2 0
42, < AS &0 A= ulol

UIOIHEZRH 2 HE

local preference 2t £ 2l, metric 2 AS = 2t0l W &tE
ASE UKz 2=t ST HE gt Y &

LHOIA S B2 SAE0 AAEECH s
CZ MEZINH dEEC OSE gt
HEZRH & 20 CHoHACH HIES gt2 HIWSCH A&
22 dHluotI| foH A= “bgp always-compare-med” ct= S

MED y
AS100 %
<
MED 50

2.2.2.2
MED 200
MED 120
2.2.2.1 s
% 1.1.1.1 1.1.1.2
AS300
180.10.0.0

2l D20, AS100 2 32 A& C+E 2t2F RTC, RTD, RTB 2 Sl Al 180.10.0.02 HEY 3 X
22 27 QUCH RTC 9 RTD & AS300 0 1, RTB & AS400 O AL

RTCZ22H 2= HEZ g2 1202 ME3LD RTD 22H 2= HES g2 200 22 RTB 22 H
QEMNEH 25022 ME T Us A2 JIHGHAL LIZEEZ, 2RHE S2 AS Ol L= UI0]
HEZ2RH 2= HEZ0HS HlwsHCt. JelM RTA= RTC 2 RTD 22H 2= HES 22 HlwE
= AUHAM RTCE HIAE YWAE S22 HEAECE QLIGHEH 120 01 200 ECH &I IH20ICH RTA It
RTBZ22EH HEZ 508 KL HE2E 44l A, RTAE 0/XS 120 0 HI W& 2= QICt HLEGHH RTC
2 RTB= M2 CHE AS Ol AJ| M EO0ICHRTA = CHE attribute S0l J18t5H0 B & A EH S StCL).
RTADI Ol HIEE S Ul W& £ AD| M= RTA O bgp always-compare-med HES FI}&tC}
OteHoll O &0l LI2HULCH
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/*== RTA —--*/

!

router bgp 100

neighbor 2.2.2.1 remote-as 300
neighbor 3.3.3.
neighbor 4.4.4.3 remote-as 400
!

/*== RTB --%/
!

w

remote-as 300

router bgp 400

neighbor 4.4.4.4 remote-as 100

neighbor 4.4.4.4 route-map setmetricout out
!

route-map setmetricout permit 10

set metric 50
|

/*== RTC —--*/

!

router bgp 300

neighbor 2.2.2.2 remote-as 100

neighbor 2.2.2.2 route-map setmetricout out
neighbor 1.1.1.2 remote-as 300

!

route-map setmetricout permit 10

set metric 120
|

/*== RTD —--*/

!

router bgp 300

neighbor 3.3.3.2 remote-as 100

neighbor 3.3.3.2 route-map setmetricout out
neighbor 1.1.1.1 remote-as 300

!

route-map setmetricout permit 10

set metric 200
|

/*== RTA --%*/

!

router bgp 100

bgp always-compare-med
neighbor 2.2.21 remote-as 300
neighbor 3.3.3.3 remote-as 300
neighbor 4.4.4.3 remote-as 400
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0] @< RTA = 180.10.0.0 Hl =<3l 2
default-metric number @& = AIE5t0{ B
T UL 2 HlolA RTB JF AEHE & E E redistribut

/*-— RTB —-*/

!

router bgp 400

redistribute static

default-metric 50

!

ip route 180.10.0.0 255.255.0.0 null O
|

!I'-— Causes RTB to send out 180.10.0.0 with a metric of 50

9.2.2.13. Community Attribute

community attribute = 0 0l M 4,294,967,200 Nt X2 g2 2= optional, transitive attribute Ol Ct.
community attribute = ({24 Ji2l SEXES S8 community 2 1 S3ct= 2 oldl, 0l#H E&t
= HFLIEIN 2tRE Z E(accept, prefer, redistribute )2 & & JtsdtA & Ch

community attribute £ HI&5tD| 2ol StRE WS AEE £ ULH 2A4FE WO HE HH2 UHS2

=22 2=l

set community community-number [additive]

Z OH2l Dlel HoE & e & HKRLIEIS(community-number)2= CHE0| QUL

e no-export (Do not advertise to EBGP peers)
e no-advertise (Do not advertise this route to any peer)
e internet (Advertise this route to the internet community, any router belongs to it)

HRUEIIL NEE = St2RE Bl o2 TS0l UL

route-map communitymap
match ip address 1

set community no-advertise

cC
4

rr

route-map setcommunity
match as-path 1
set community 200 additive

0t additive 1RSIt ME X 22 Z<2, 200 0l JI&E0 =Mot= HRLIEl g8t2 OIASHC
Additive I|RIEE AMEGt= E,2000] JI&E HFUIEION FILEICH 2 AIAEWH A= community

.
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attribute E NIEotH, O attribute = CIZE 2 UI0IHZ 8EECH AlADO &
Sollor @0l = L.

neighbor {ip-address|peer-group-name} send-community

/*== RTA --*/

!

router bgp 100

neighbor 3.3.3.3 remote-as 300
neighbor 3.3.3.3 send-community

neighbor 3.3.3.3 route-map setcommunity out
!

M
=

ton

243 & QO ‘neighbor 3.3.3.3 send-

2N EHE2AHE neighbor send-community Ot CIZEE 2
community 4d 2 2R Xl &Lt

9.2.2.14.  Weight Attribute

Ol gt2 ol & k2B HEEHLCH =, SE t2EMEH 20

b= E a0l UE ch?HZ a2 &
=Lt 0l gt2 00l A 65535 B gt= JHAIH, Xtal0] ddst 220 HolAl= CIZEZ 32768 = &
getth. tE d2=2038t= 2=

s SHNZ U2 tREI EMMAI O =2 weight gt S Xl

rc
ut]
40
Im
S|
x
Ja
i
[

. 175.10.0.0
AS100 T
170.10.0.0 }—% @
AS400 190.10.0.0
AS200
Weight 200
AS300
? JO=0lA, RTA= UESR 3 175.10.0.0 0fl Cist B2E AS4 UM €110, 00 B2E RTC 2 &Y st
Ct.RTB &£8t HIE®I3 175.10.0.0 0l CHist E2E AS4 A &R0, 0l B2 E RTC & AELSHCE Ol
RTC= UE®ZA 175.10.0.0 0l &Eot= 2K 22 AN He Z22 IOt XIE Aol 0F &t
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Ct. 2t RTC UM, RTAZRH 2= 20 RTBUAM 2= &
= UER3 175.10.0.0 0l = EL=Z =

cCt
=
X 2= 01 E6tH =g == ULH

e Using the neighbor command: neighbor {ip-address|peer-group} weight weight.
e Using AS path access-lists: ip as-path access-list access-list-number {permit|deny} as-
regular-expression neighbor ip-address filter-list access-list-number weight weight.

e Using route-maps.

SY SN2 U4 B2 EMAL G
g aA =

otll flgt d =S 3% | &= 0l

otof“
_O'ﬂ
>.

neighbor weight 338 0 AIE

=2 weight 2t 2 Jt& 220

= Ch 212 Ol K0 A RTA

/*== RTC --*/

!
router bgp 300

neighbor 1.1.1.1 remote-as 100

neighbor 1.1.1.1 weight 200

!-- route to 175.10.0.0 from RTA has 200 weight
neighbor 2.2.2.2 remote-as 200

neighbor 2.2.2.2 weight 100

!-- route to 175.10.0.0 from RTB will have 100 weight

IP as-path &t filter-list At&

/*== RTC —--*/

!

router bgp 300

1 remote-as 100

1 filter-1list 5 weight 200
.2 remote-as 200

2 filter-list 6 weight 100

neighbor 1.1.
neighbor 1.

NN R e

1
neighbor 2.2.
neighbor 2.2

!
ip as-path access-list 5 permit ~100$
I-- this only permits path 100

ip as-path access-list 6 permit "~200$
|

E 9 A

/*-= RTC --*/

!

router bgp 300

neighbor 1.1.1.1 remote-as 100
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neighbor 1.1.1.1 route-map setweightin in
neighbor 2.2.2.2 remote-as 200

neighbor 2.2.2.2 route-map setweightin in
!

ip as-path access-list 5 permit ~100$

!

route-map setweightin permit 10

match as-path 5

set weight 200

weight 200

!

route-map setweightin permit 20
set weight 100

!-- anything else would have weight 100
!

!-- anything that applies to access-list 5, such as packets from AS100, have

9.1.2. Routing Policy &

Routing policy 2t &2 UI0IHH 2tSE % 2t*E EE2E =1 2= [ route-map, filter-list, prefix-list
2 0|80l Zot= HE22 H3E F20 et HAL LSS & = AEE dil== 240ICH BGP Ul A
= 0l218t routing policy It 18 &= 42, JI& M= 2= 2R E2E &ML & 28
S7200 MZ22 30 Y= c2tRE F3EE 2 &L

BGP 2tSEJ} M22 H= policy 0l = HE

kK

SOt UIOIH ctRHEEZ M22 EE2E 20tS2IC.

]
nT
I o
uin
=]
H
Ju
ol
i
G
=3
3
<}
c
S
a
®
7
2
fU>

PSie)
JMZ2 82 MZ22 H20= outbound reset S B ™SI MZ2 2 H 20| =0 AHE—S— 182 E A
(@]

Or AP XS 20l RIXIE BGP 2tRE 2 HIOIH 2tRE 25 It route refresh capability JlsS X &
ot= Z<ctH inbound reset = 0|23t ctSE FES HAY == QUCH Ol YHS 01SE 2k<H M
H¥2 UsSn 22 FF0| UL

neighbor capability route-refresh

S =ICY,
ft reset 2 0| Z5t(
A Ao ®H Gt

0l &2 MESHH, UI0IH 2t E 0l route refresh capability JlsS 22i=10 UIOIH 2tLEZ 0] |
s2 KN&ddte 22, “ Received route refresh capability from peer” Bl AIXIJt &

otel D= BGP 2t E It route refresh capability 7l s2 X2 &CHH, AHEXHE so

Ol&0 B 22 §EE 20t = = UCHL MZ22 FH0| f£&ote chRE F3EE

22 YHS AISSEHL
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B3 0l outbound reset J| 1, softcte 8 UHE AIE3HY et
o

=
(=] o
SE H2E UA ESg =UA=sd 0l ER U3

I
ro

Ch O

22| X0 HAE etRE 2 x| A2 =7 AlOl= route refresh capability 7| s2 Al
=2 ==

= LIS = ot ATHIGHAl &20tE =L

route refresh capab|l|ty Jls2 XNt &= &2 & 20l= neighbor soft-reconfiguration 2& H &£
MESIH JIE0 =10 ¢H 2tRE FEE AHol0F SHCH J2iLE 01242 UIER AN SHIOF LA E

= Ae AKX U282 ItsE ALE6HA 2= 2401 £L0

BGP 82 E MEHGHA €1 ME22 F2E MH5ieH 2RE FEE dE8XMOZ Helothl &1

BGP LERIAZ S0H2= 2= E2E MEOHOF &Lt 0l ZEHE HIZel FotE 0 AlI21J1 HHE o
Jtsst AFESHAl 2= 20l £ECH DLt HEE F2E H3ote A2 HIZelE RASHA E=Ch
BGP 2IREII M22 HEE ME2E MUGIH HMEO2 H0IH 2HRES0| HAS 2 E 2 0lsS

Ol Al =l Ct.
& & & routing policy £ 0l Z6tH BGP £ & = Ht3J| 2?8 EXte US4 &L

1) BGP 2ISEIZ M&EH 8 =, U
HSE BGP 2I2HN S0 2

‘ neighbor ip-address soft-reconfiguration inbound ‘

2) M&=E HEE 016t MBA BHEE E2E HIOISH S=8tCh

| clear ip bgp [* | AS | address] soft in ‘

E

Dt bgp UIOIH 2tREHE Sall ct*E FEIt M2 HE A =X &5t H Trs2
Ct.

[ud]
¥ 40
i

t Ell Ol
INE=

(=]
L=
=

02
ro

A

‘ show ip bgp neighbors ip-address [advertised-routes|received-routes|routes]

9.1.3. BGP Peer Groups

1.

S5t HOHIO0IE policy It &&= BGP UIOIHE2 &2 2I0I8tC SHI0IE 2Z2lAle =2 2t
S E W, distribute-list, filter-list 0l 2l M SEICh. 2r22] S & HIOIHN S st SE2CIAIE E2dt= U
&10ll, Peer group name £ Z 2|6t 1 I S0l Ol & SCIAIES HESt0L
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o
c
>
o
JRTIr
=2
=
mo
X

ool 52 822 floll T30l A== L.

neighbor peer-group-name peer-group

BGP backdoor

150.10.0.0 AS100

AS200
}_% IGP 160.10.0.0
2.2.2.2 .@l
3.3.3.3

Lol

3.3.3.1

170.10.0.0 AS300

219 O2lolA RTA2I RTC = EBGP 2 H& L
RTA 2} RTB = IGP L 2 £ 2(0OSPF, RIP £)2
&2 20 2| distance g2 H=CH 212 RIP &

gts Z =Ll

, RTB 2t RTC 2t0l &= EBGP & Z 0| T/ O QUCH.
QUL EBGP &40l E= IGP distance gt £2CH
| Z E distance 2t0] 120 0| 2, OSPF = 110 9

RTAE T 2 8 Z=E22 Soll 160.10.0.0 0l st S HI0IE
distance gt 20 2 2= EBGP, [t £ dlLt= distance gt0| 20 2Ct 2 gt

CIZ2E&,BGP = =2 distance gt 2 2 X8t T2 2l distance command Ol 2loll 21 & = &= QUL

distance bgp external-distance internal-distance local-distance
external-distance:20

internal-distance:200

local-distance:200
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RTA = [ ¥ 2 distance gt= Xl R gr=2
160.10.0.0 0ff St B = RTB E Edll(Z, IGP £ Eoll) &
Ct.

uy 2
o
o
[m
0
HT
iy
P
o
0 o
o

2

(0]
nu,_U'
>
0

on !
0
o

1>

2

v EBGPZ| external distance gt 0|LI IGP2| external distance gt Ht2CH(HIE A GHA #£2)
v" BGP backdoor AtZ

Ol & BGP backdoor = IGP 2tREE &5 cIREZ S0 =0 0|2 floll LHS2 S S ALEE
Ct.

network address backdoor

=20ICH BGP 2| 8%, 0l HIERZE
C|

NEEEsE =4 22 IGP E Sl =&lot0 A ot UWES
E = s UERAINE Fa=h

BGP & Uil Ol

/*-— RTA --%*/

!

router ospf

!

router bgp 100

neighbor 2.2.2.1 remote-as 300

network 160.10.0.0 backdoor
i

UE® 3 160.10.00 2 2Z AHELZZ2 FHSL XL BEQ HEKJD HERIHE ML X = L=
RTA = distance 2t 110 € JI&l OSPF £ So RTB 25 H 160.10.0.0 0l et B2 E FSsttt. Qe
1 S A0l distance gf 20 = Xl EBGP £ E0dl RTC 28HEX FS&Hl. EE2 EBGP Il 85 & X

9t backdoor & [ &0l OSPF 82t & &=L},

9.1.4. BGP Multipath

BGP Multipath = S2&t S X0l UiohA 0led BGP B2 5 2t= 212 olgtstlh. 0| 222 Load
Sharing & </ M best path ot M ct2E HOI=0 &&ECh BGP Multipath = best path & & & &t
=0 Zg2 =X L=Ch lE S0 M, 2t2E = Multi-Path S0l M StLIE best path 2 A X & &tC}.
T2l 1 best path & ne|ghbors Ol Al advertise &tCt.

2t
=

L]
rr
A
un
(=)

Multipath2l 20t &|J| fIoHA, S st S XX
S 2ol OF 8tCt.

Weight

Local preference

AS-PATH length

Origin

MED

One of these:

path= 2 best pathet Ct22| =
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Neighboring AS or sub—AS (before the addition of the eiBGP Multipath feature)
AS-PATH (after the addition of the eiBGP Multipath feature)

Z 2 BGP Multipath S & =2 multipath 20l FIt& QI Q ZALEH0l UL
LS 2 eBGP multipathOfl CHet =JA Q1 @ <L AHEHOI L.
v 21 &8 2 = external or confederation-external neighbor2 £ £ b Of &t
v BGP nexthopOil CH 8t IGP metric2 best path2| IGP metrict = 2 3l OF

r&"D

Ct S =2 iBGP multipathOfl CH&t F=I+A Q1 @ -2 Atet 0l Ct.

v -1 3 Z = internal neighbor£ £ & 8 OF StCt.

v BGP nexthop0il CH&t IGP metric& best path2| IGP metricut =& off OF & Ct
A\
\
-

100.10.0.0/24

22 O A RTA= UESR 3 100.1.1.0/24 E RTB, RTC, RTD 2 2H & & Ct 2tRBH=C
Z multipath 71 S 0| disable &0 QI Ct. et A multipath DS 2 AFE5H)] oA CrS2 SEHE A
Z5tCt

maximum-path [ibgp] number

Multipath 7| S 2 ALE0tD| fIo RTAOIA Ct23t 201 &&= stCh
/*-- RTA --*/
!
router bgp 100
maximum-paths ibgp 3
neighbor 10.1.1.1 remote-as 200 /* RTB */
neighbor 20.1.1.1 remote-as 200 /* RTC */
neighbor 30.1.1.1 remote-as 200 /* RTD */
|
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9.1.5. BGP graceful-restart
2, {H 2tRE 2 BGP Il restart {2 [, 11 BGP 2t 32 = 2 E BGP Peer &2 session 0| down
SIACHIE ChHAl up El= 242 2 XISHCEH 0124 & “down/up” “routing flap”S Z=2H 6t 12, BGP route 2| i
gt

H &S OFIIAIZICEH S8 “routing flaps”2 2 A& 2 & forwarding black hole 1t forwarding loop 2 &
F=2 DIXIA = L.

ol

MAIZ 2= QUCEH 0l &t Bd%E oo, Xl WIEKZ2 sl REFC I
BGP graceful restart = BGP restart 0ff 2|oi M OFJ &= SEEQ FHES 248 A A AES
= HIHLIZO0IC Ol HiHLIZE BGP Jt restart 6t = =2+, BGP speaker Jt forwarding state £ £&
AMIIEZF &Lt
Restart
RTA RTB
BGP

? 082 RTB Jt BGP restart £ 6t RTA Jt BGP graceful-restart £ H2Iot=S &L,
graceful-restart = default 2 disable & 01 QUCH [2tAM 0l JIs2 AME58HD] fdlM TIS2 E28
A FHOF &L}, stalepath-time & Local BGP J} restarting Peer 0fl CH3al, stale-path £ hole &t

Z| O AI2OICt. stalepath-time Ol ZAIE Al2H SQt restarting Peer Jt route € update SHAl &

stale path = X< & L.

[0 30 2
= rr

i
o

| bgp graceful-restart [stalepath-time seconds]

o
ol
[w]

BGP graceful-restart J|S= AtE6tJ| ?lof RTAOA Gt 201 &€&

/*-— RTA --*/

!

router bgp 100

bgp graceful-restart stalepath-time 200
neighbor 10.1.1.1 remote-as 200 /* RTB */
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9.1.6. BGP default-metric

default metric2 incompatible metrict &1 MEZHH &= R ESS 2HME o &
0l gt+2 MED(Multi Exit Discriminator)© 2 M best path selection 2 Al &tot=H H &
Local ASOIl Al 8 X 2| &l = non-transitive 2t Ol Ct. (2t A External ASOI= 0] g0l 8& & Xl =L

ChS2 01 JIs0l €3 &K £UAS M, ) 2H 2l metric £ Z S LIEFHCE,

e THEHHE IGP 2t E 2| metric 2 interior BGP metric 2 S 2otH & & =IC}.
e M =HHS connected 2} static 2t RES| metric2 022 A A=},
e 2lD 0l J|s0l &F3CAUS [ 2 HHE connected 2t RLE 2 metric2 022 8 & =l L},

ISPS
=2 o

[
ol

0l JIs=S AtEot)| fIoiA TS 2l 2E 0

i

HOF

i

Ct.

| default-metric number

9.1.7. BGP redistribute-internal

OSPF, RIP2I 22 IGPOll Al redistribute bgp 7t &8 & U= 2L IBGPZ LS
OSPFLt RIPO|l redistribute 0l & O loop O] 224 & t
= redistribute bgp It &8 & U0 & iBGP route

2 H = 2 2 iBGP routel} redistribute &l 71 S & ol

ute Jt &2 IGP2!
XIotD| foll default
C

o

i o 4
@
o
o)
=
S |
('D
er
>
e
o
I njo

bgp redistribute-internal

9.1.8. BGP Password encryption

neighbor0fl passwordE Xl &SI, TCP A& 0 St 2IE JIsSE AHSE == QUL
PasswordJ}t & XI5tH, neighbor AHOI0fl TCP session0| HZ &l 10 HIAIXl SA&IS otH & L.

neighbor ip-address password KEY
neighbor ip-address password 0 KEY
neighbor ip-address password 7 KEY

neighbor2| password= encryptionJtSotH, 253t M0l &8 E password?| level2 001, &S =
ol 72 H& =L

CH AP XF 2535 ® 0l passwordE level 72 & & &

.
1
rr
&
o

9.1.9. BGP disable-adj-out

U9200 SERIES2 J|2& 2 = out bound table2 S XIotAl Z=Ct. 0lXA2 K222 overheadE =0
J| st HOICt 2tk 0] J|s= AHESHAI 27| /ol A= Config ModeOll Al CtE22 YEHE = ol
OF StCF.

no bgp disable-adj-out
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’ Notice Out bound table & R XIGtAl &= [, “show ip bgp neighbors ip-address

advertised-routes” B H= AIEE & SILCH

>
o

9.1.10. Use of set as-path prepend Comma

HE AZ 0l A= BGP decision processE ZZ&olJ| fol 32 H32E ZHMOCH EMHOF UL Ol =
FIol ctRE Y SN AEE= BEE2 EP%EP ZCh.

l set as-path prepend <As-path#><As-path#>

9.3. Route Flap Dampening

route dampening 2 2t E ZHZ U UERD Ao QAH0I&N 2ol OF)IEsE td 82 2 AT
St At ob= BIALISOICH Ol E <ol SREGSH S&6t= etRESS E2ot= |20 2D 2

e ot ARE= 2 SYOICH IHEEl H(CI2E 1000)2 2= Ol H =X E WEEl 20l 0lel
S EoH, 0| 2REQ ML2 SKIECt 0l HEEl &2 012l 2 & “half-

& 2| & “suppress-limit” gt
time”0ll SEot ZEra

o , 5 2 200 O/l &9
“reuse-limit” gt 0|50l S &£351H, 0] 2IRE= UAl 8 E L

03
e
n
rir
@
Poh
=}
O
3
T
=

y
-
it
[w)
03
-
i
:F:I
%
m

IBGP € Edll 55 28 AUSRES2 dampening &I Xl ZS2 S2lol0F &tCt. 12l 2 dampening &
2F

2= HEEl 20l “reuse-limit” g2 28 0I5t 2 MK = HHoHA HtREO |XIDF =T

ZJ| 0l route dampening 2 CIZEEZ I AEHO|CH CtS 2l HE S0l route dampening 2 =& ot=0

ArEZ =T

e bgp dampening (will turn on dampening)
no bgp dampening (will turn off dampening)
bgp dampening <half-life-time> (will change the half-life-time)

SN0 2= L2t0IEHSS bR = 8E2,

bgp dampening <half-life-time> <reuse> <suppress> <maximum-suppress-time>
<half-life-time> (range is 1-45 min, current default is 15 min)

<reuse-value> (range is 1-20000, default is 750)

<suppress-value> (range is 1-20000, default is 2000)

<max-suppress-time> (maximum duration a route can be suppressed, range is 1-255, default
is 4 times half-life-time)

CtS 2 route dampening 0l AIE &= X E d 2o LY.
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H 9-1. route dampening 0l A E &= &0

s LH S
, ol & route Ol CHS! best path & 2t 10 U KX= LKA HES| WY 2t
History state -
E ZHLO st B2 = EMotE A
Damp state IHZEl L0l SHAHIXIE =1t &t el UIOIHMH B2 HML0| et&ICh.
ctSE ScHE 0l M4 Al OICH O 4R EN RUE=E 2 CI2E L0
Penalty 1000 OICt. Ol H=+= %EEID_ St XI (suppress limit)JF Z= 0t & 84 AHEY

Suppress limit

route Ol £ tEl= WWEEI gt stHIXI=Z CIZE 2000 Ol C

Half-life-time

HEEl gt 2 half-life-time Ol 2& & AIZHCIZSE 15 2)

Reuse-limit

I
ol XILPE goz ==, 0ldder Z4= 5 =0tCH ol &I T
| = HEEl &0l 20 SUHAM 0l 2= ESH &8 2535
= B2 S0 Y etREIJ A BGP HIOISH SH&E0H 8 E

SIHANCHLOSE 2750011, 22 f&tE oiMot=s EXt

Flr
=
o
]

) o HREJI RastE == A= E O AI2H0I 12, J12 & half-lif-time 2] 4
Maximum suppress limit
b Ol Ct
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10

IGMP Snooping

= &0l A= IGMP Snooping & & 0fl CHoll & & StCt.

10.1. IGMP Snooping I

HI A © 2 Multicast Traffic 2 Unknown MAC address LI Broadcast Frame @ & X 2l & 0 VLAN
interface 0l =8t 2 = Member interface 2 flooding = Ct.

IGMP Snooping € VLAN interface L 2| 2 & Member interface & Multicast Traffic £ Forwarding &t
Xl 811, Multicast Traffic 2 Forwarding & Member interface =2 dynamic 5t H FEIHAMECZMN
Network 2| Bandwidth & SE&H 22 AIEE = A5 i &Lt IGMP Snooping & & Z06tH IGMP
Host 2t Multicast Router 2t2| IGMP 0l Al X

= 2 snooping 3t 1, Multicast Group 3t VLAN interface 2|
% Member interface I X|0fl TSt 32 E 2O

Ct.

E

IGMP Snooping 2| Z X0l CHol A 2tkol & Hot™ L3Ot 20 £ & Multicast Group 0l CHeF IGMP
Join IAIKIE 22 ™, 6 E IGMP Host 7t S Z &l VLAN interface 2| member interface £ Multicast
Forwarding Table Entry 0ff =Jt8tCt 1) IGMP Host 2 2 £ IGMP Leave HIAIXIE &2 BHLHZ 1
IGMP Host 2t &1 Z & VLAN interface 2| member interface £ Multicast Forwarding Table Entry 0l A
MIJASHCH. EE S, Multicast Router 22 H =41 &= IGMP Query Ul Al XI£ VALN interface L2l 2 =
member interface £ Forwarding & =, IGMP Join HIAIXI € 2 X| 20 M Update & X| &= Multicast
Forwarding Table 2| member &2 A M= Ct.

10.2. IGMP Snooping & &

IGMP Snooping 2 J|2& © 2 multicast-routing 0| Global 6t 1l enable &l 0 L 0 OF S = &HCE.
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10.2.1. Enable IGMP Snooping on a VLAN

IGMP Snooping 2 VLAN 22 A& & &= o0, TS 2 ¥ &2 interface configuration mode 0l A Al
Z5tCt

a0 &9

ip igmp snooping ol E VLAN 0fl IGMP Snooping 2 enable stCt.

He v
no ip igmp snooping o1l & VLAN 0Ofl IGMP Snooping 2 disable &tCt.

Router# configure terminal
Router (config) # interface vlan22
Router (config-if-Vlan22)# ip igmp snooping
Router (config-if-Vlan22)# end
Router# show ip igmp interface
Interface V1an22 (Index 2022)
IGMP Enabled, Active, Non-Querier, Version 2 (default)
Internet address is 220.1.1.222
IGMP interface has 10 group-record states
IGMP activity: 0 joins, 0 leaves
IGMP querying router is 0.0.0.0
IGMP query interval is 125 seconds
IGMP querier timeout is 262 seconds
IGMP max query response time is 25 seconds
Last member query response interval is 1000 milliseconds
Group Membership interval is 275 seconds
IGMP Snooping is enabled on this interface
IGMP Snooping fast-leave is not enabled
IGMP Snooping querier is not enabled
IGMP Snooping report suppression is enabled

Router#

10.2.2. Configure IGMP Snooping Functionality
C+ 8t IGMP Snooping )1 5SS &F510| 2AshA, TS0l LeEs s

=2
=

02
o
0

AL
T
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10.2.2.1. IGMP Report-Suppression

£ & VLAN Interface 0l IGMP Snooping £ & &0t &, IGMP Report-suppression 2 JI2&2 &
Enable & &'EH 014, IGMP Membership OtCt 6tLE2] IGMP Report 2+ Multicast Router 2 Forwarding
=l Ct. IGMP Report-suppression 2 Disable 6t H, &=4I6l= 2 = IGMP Report == Multicast Router
2 Forwarding StCt.

0l JI=s2 IGMPv1 & IGMPv2 HIAI X Oll Btol M B EEI O, Otcl 2l E & = interface configuration
mode 0| M &l & StCt

a4 49
ip igmp snooping report-suppression VLAN interface 0l IGMP report-suppression = & &
StCF.

no ip igmp snooping report-suppression VLAN interface 0l & & & IGMP report-suppression
= ol MIStCt.

Router# configure terminal
Router (config) # interface vlan22
Router (config-if-Vlan22)# no ip igmp snooping report-suppression
Router (config-if-Vlan22)# end
Router# show ip igmp interface
Interface Vlan22 (Index 2022)
IGMP Enabled, Active, Non-Querier, Version 2 (default)
Internet address is 220.1.1.222
IGMP interface has 10 group-record states
IGMP activity: 0 joins, 0 leaves
IGMP querying router is 0.0.0.0
IGMP query interval is 125 seconds
IGMP querier timeout is 262 seconds
IGMP max query response time is 25 seconds
Last member query response interval is 1000 milliseconds
Group Membership interval is 275 seconds
IGMP Snooping is enabled on this interface
IGMP Snooping fast-leave 1is not enabled
IGMP Snooping querier is not enabled
IGMP Snooping report suppression is disabled

Router#
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10.2.2.2. IGMP Fast-Leave

IGMP Fast-Leave J| S 2 enable 3tH SAEZ2H IGMPv2 Leave HIAIXIE 2#US M HE VLAN
©| Membership interface £ Multicast forwarding table 0l 4 = Al X241 8tCt.

O

IGMP Fast-Leave J| =& VLAN interface 2| 2t LE | S AEDJ| 6FLICI A 202 AFZ36H04 OF BHLH.

gref, LEN 0 S AEJF Holl A= B0 0l JIsS AHESHE. IGMPV2 Leave HIAIXIE 2 W
= HEPHAE IS0l thet EcHEE 22X o He &

It
E8h 0l Jls2 2= SAESO0| Leave HIAIXIJF K& & = IGMPv2 E AFE06t=

o
el

0y 40 Pl

J
(e}
e

A= &g

ip igmp snooping fast-leave ol VLAN 0fl fast-leave )| sS & & &L

no ip igmp snooping fast-leave Y VLAN 0l & & &l fast-leave E o MISHCH.

Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# interface vlan22
Router (config-if-Vlan22)# ip igmp snooping fast-leave
Router (config-if-Vlian22)# end
Router# show ip igmp interface
Interface Vlan22 (Index 2022)
IGMP Enabled, Active, Non—-Querier, Version 2 (default)
Internet address is 220.1.1.222
IGMP interface has 10 group-record states
IGMP activity: O joins, O leaves
IGMP querying router is 0.0.0.0
IGMP query interval is 125 seconds
IGMP querier timeout is 262 seconds
IGMP max query response time is 25 seconds
Last member query response interval is 1000 milliseconds
Group Membership interval is 275 seconds
IGMP Snooping is enabled on this interface
IGMP Snooping fast-leave is enabled
IGMP Snooping querier is not enabled
IGMP Snooping report suppression is enabled
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Router#

10.2.2.3. IGMP Mrouter-Port

VLAN interface Ll 2| Mrouter Port £ X 2/ 8t 2 = Member port £ £H %= 41 &l = Multicast Traffic S 1t
IGMP Ol Al XI &2 Multicast Router & & & & 0F StCt. [T+ 2t A, Multicast Router 2 32 Z & VLAN
Interface 2| Mrouter Port = 2 = Multicast Forwarding Table Entry 2| Traffic forwarding port £ =t
= C.

JI2& 22 IGMP Snooping 2 IGMP 0l Al XI £ Snooping 6t Multicast Router 2t & Z & Mrouter
Port £ 2 AI&tLY.

M & & Multicast Forwarding Table Entry Jt 244 & ([ Ot Ct Mrouter port = &4t traffic forwarding port
2 SE5& M, Multicast Traffic &2 OtLI2t IGMP Host 0l M & &6t= IGMP Ol Al Xl & Forwarding ! Ct.

Multicast Router Port £ Static ot Hl & & dtJ| flol M= T2 2l ¥ & & interface configuration mode Ol
N = EtCt.

gdg0 &9
ip igmp snooping mrouter interface ol & VLAN Ol mrouter port £ =22 & F &t
IFNAME IFNAME 2 010! VLAN L2l Member-Port 01 OF StC}.

no ip igmp snooping mrouter ol S VLAN 0l & & & mrouter port £ off Xl &tCl.
interface IFNAME

Router# configure terminal

Router(config)# interface vlan22

Router(config-if-Vlan22)# ip igmp snooping mrouter interface gi2/2/5
Router(config-if-Vlan22)# end

Router# show ip igmp snooping mrouter vian22

VLAN Interface

22  Giga2/2/5

Router#

10.2.2.4. IGMP Access-Group

IGMP Snooping 2 S& AEHHOIANA =45 = IGMP Host =2 S8 1182 Mete = UL
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A & St

a0 49

ip igmp snooping access-group <access-list> oIS ZEH =AlCl= SAESO LEPHAE O
S0l CtHet S == M ststCh

no ip igmp snooping access-group <access- oS L EN £=4l&l= HetE SAESO HEIN

list> AE S0l et S == ol M &t

Router# configure terminal

Router (config)# access—list 10 permit 225.1.1.1

Router (config)# access—list 10 deny any

Router (config)# interface gi3/1/2

Router (config-if-Giga3/1/2)# ip igmp snooping access—group 10
Router (config-if-Giga3/1/2)# end

Router#

oS CIE{HIOIA Il 0424 VLAN interface 21 member ¢! 22, £& VLAN interface 0l A 2t IGMP Host
HEDHAE OS2 Mete = A20 0tef el ZH = interface configuration mode Ol Al &1 &8 8HCE

uin
10
m_l_
m

=20l EE

ip igmp snooping access-group <access-list> X & & VLAN Interface 2 member interface 2

vlan <vlan-id> +41E= IGMP Host S 2| ZEIHAE IS0 O
s S=s e

no ip igmp snooping access-group <access- k| &= VLAN Interface 2| member interface 2

list>vlan <vlan-id> 415 IGMP Host S| RIBHEl ZEIIHAE O
S0l Chet S == off MIStCt.

Router# configure terminal

Router (config)# access—list 10 permit 225.1.1.1

Router (config)# access—list 10 deny any

config)# interface gi3/1/2

Router (config-if-Giga3/1/2)# ip igmp snooping access—group 10 vlan 22
Router (config—if-Giga3/1/2)# end

Router#

Router

(
(
(
(
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10.2.2.5. IGMP Group-Limit

IGMP Snooping 2 222 interface & £ Multicast Group 2| ==& HIstg == ULt

Multicast Group 2| Ji+=5 HI&told| floiAd= ChE 2l B E interface configuration mode Ol Al =&

StCt.

g3 49

ip igmp snooping limit <count> oY ZE0 =45 = Multicast Group 2| =S
HI&tstCt.

ip igmp snooping limit <count> except Y ZEO =415 = Multicast Group 2| JH+=E

<access-list> HIStetCh. MIBtSHKl &S Group 2 access-list 2
S0 XIESHCH

no ip igmp snooping limit <count> Y ZEO 43 & Multicast Group 2| Ji == A
st= o MISHCt.

Router# configure terminal
Router (config)# interface gi3/1/2

Router (config-if-Giga3/1/2)# end
Router#

Router (config—if-Giga3/1/2)# ip igmp snooping limit 10

SHE QIEHOIAIL e
Group 2 J==E X

roh

VLAN interface 2/ member Q!
Pt &= U2 Ot 2l B & 2 interface configuration mode 0l Al &1 84 5tCt,

Ho EX
ST, o

VLAN interface 0l Al 2 Multicast

8480

a9

ip igmp snooping limit <count> vlan <vlan-id>

e ZEMA Y VLAN 22 =4lG =
Multicast Group 2| Ji ==& NI &t &tLCt.

e ZEOAM oY VLAN 22

ip igmp snooping limit <count> vlan <vlan-id> e

except <access-list> Multicast Group 2| JH=~E Al &t&tCt. X 8totX
%2 Group 2 access-list 2 2= X & SHCH

no ip igmp snooping limit <count>vlan <vlan- & ZENA HE VLAN 22 $4lG =

id> Multicast Group 2| JH%= XI&tS o Ml &HCt

Router# configure terminal
Enter configuration commands, one per line.
Router (config)# interface gi3/1/2

Router (config-if-Giga3/1/2)# ip igmp snooping limit 10 vlian 22

End with CNTL/Z.
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Router (config—if-Giga3/1/2)# end
Router#

10.3. Display System and Network Statistics

H 1 IGMP Snooping && SLIHZ YHO

380

show ip igmp snooping mrouter <IFNAME>

show ip igmp snooping statistics

ol VLAN Ofl CH &' mrouter port & £ 0 =C}.
IGMP snooping 2| Sl 82 B0 =

A
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P ZHEDHAE ctRE

S El

M= IPZEEIHAE tRE S FH 242 U9200 Series AR XA IP ZEIHAE 2tRE

==
[
A

S Z 0l CHoll & HEtCh.

11.1. IP EEHAE 228 R

IPZEDHAEE SHUL IPSAEI A IPSAESZ A4E ot 822 HAls dsg = U
H ot= JIS0ICH Ol 2 AES2 82 22 UIEHN U= THIS, ME2U0 A= HHIS, E=E 2
Z UE= HtZ2 ZHISS L8 == UL EHES ddots SAENANE EdiES &ON6E =
AESO ol 2212 I3!S &d&ots A0l OtLlet otLte IH2eHE 1 A82 2 8&6t= 0|0

Internet

|
|

J8 11-1. 06 SHX0 EHEHE d=ote Y- E HSote EEIPDHAE

O] HEPDHAE IREY ZZESSS HEDIAE D2 26D 2 S0l st B2 E M6t

LIoH AFEE L. 0l =™, Protocol-Independent Multicast (PIM), Distance-Vector Multicast Routing
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Protocol(DVMRP), Multicast Open Shortest Path First (MOSPF)2t 22 2=
A OZESO RFLIHAEN CHEt 27 A& Dt flooding 2 NelES RS 2101L.

H11-1. EEHAE B2 ES

IZzEZ RLMAE ZE2EZ flooding €12lE
PIM-dense mode Any Reverse path flooding (RPF)
PIM-sparse mode Any RPF

DVMRP Internal RPF

MOSPF OSPF Shortest-path first

IGMP = IP SAEJHIP 2EDHAE 118 BHES ctRHN S=ot)| ?ol ArE2El= Z2&EZ0IC
ctPHE SSe 182 BHd JEE dAloh| ?IotH =J1H22 B g 22 E &t IPSAEDL
Ct=

i

IP ZEDHAEMNAM AEXHE ZEHAE 1OE FAZ class D IP =4It AFZEH IGMPv2 =
o

RFC1112 Ol B2 /01 ULk

11.3. PIM-SM Il &

PIM-SM 2 Ct+=2| ZHEINAE HIOIE AEZN UM Bl RE H2 =2 LANS2 H&
MolE HEIHAE et RE T2 E20|Ch. PIM-SM 2 rendezvous point 2 & 2|ot=

AE IH219 ctE S Helotd ot 918 SEE 22 AIZE .

ST YEIHAE AHIE QI ES HEIHAE St REHZ HEIHAE T3S M E5HH, QI E S HEIHA
E 2IRHE 0l ZEIHAE W22 rendezvous point £ BUHCEH HEIINAE T3S =46t DK o=
HEIHAE et*H = rendezvous point 22 H oS HEIHAE WA S =4I6t0H SAEZ ST
el C.
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114. IP EEIFHAE 428 &3

11.4.1. Enable IP HE|IHAE CIRE
IERO2 UEIAE IS EUSI| UHAS IPLEIIHAE 21SE0| enable 5 0{0F B+CF. Cf

52| ¥ &2 global configuration mode Ol Al At &L},

&80 &9

ip multicast-routing igmp-querier Multicast Routing £ I & IGMP Host Membership 2t
2l £ ?IoH A IGMP Querier £ enable &tCt.

no ip multicast-routing igmp-querier  IGMP Querier £ Disable tC}.

ip multicast-routing pim-sm Multicast Routing 2 < il Al PIM-SM £ enable &tC}.

no ip multicast-routing pim-sm PIM-SM £ Disable StLCt.

Router# configure terminal
Router (config) # ip multicast-routing pim-sm
Router (config)# ip multicast-routing igmp-querier

11.4.2. Enable IGMP-TRAP on an interface

S E U A IGMP Querier £ 2438 IH0ll= IGMP packet =2 =418 4= JA LTS 2t port interface
0l A IGMP-TRAP 2 Bt = Al enable olf OF St Ct.

=0 49

igmp-trap oH S OB/ HI Ol A0l igmp-trap £ enable &tC}.

no igmp-trap igmp-trap £ Disable &tLCt.

Router# configure terminal
Router (config)# interface gil
Router (config-if-gil)# igmp-trap

11.4.3. Enable PIM on an interface

PIM-SM 2| &8 2 2ol M= S 2E{H Ol A0 PIM Flag Jt Bt = Al enable & Of QL 01 0F StCH. QI & H|
OlA0I A PIM Flag £ enable otJ| ?loil A= Ct=2 2 2 & = interface configuration mode 0l A &) & &t
Ct.

198 U9200 Series User Guide

e




_PON

solution =
— . EEE————
FEO0 &9
ip pim o E QI H Ol A0 PIM Flag £ enable &L}
no ip pim PIM Flag £ Disable tCt.
Router# configure terminal
Router (config)# interface vlani
Router (config-if-vian1)# ip pim
Router# show ip pim interface
Address Interface Status Version/Mode  Nbr JP MCache CISCO PRI DR
Count Intvl Intvl ChkSum
10.1.1.254 vianii DOWN v2/Sparse 0 60 110 OFF 1 10.1.1.254
total : 1

11.4.4. Enable IGMP on an interface
IGMP Querier 2] &3S oA = ol S 2 E{H Ol A0 IGMP Flag 7t Bt= Al enable &l 0 L0 OF StCH.
QIE HOI A0 M IGMP Flag £ enable ot J| ol A= Ct22 B & E interface configuration mode 0l A

&l ettt

gdg0 &9
ip igmp o & I H Ol A0 IGMP Flag £ enable &tC}.
no ip igmp IGMP Flag £ Disable stCt.

Router# configure terminal
Router (config) # interface vlanl
Router (config-if-vlanl)# ip igmp
Router# show ip igmp interface
Name : vlanl
IGMP is enabled on interface.
IGMP version is 2.
IGMP leave-timeout is 5 seconds.
IGMP member-checking-interval is 2 seconds.
IGMP querier-timeout is 132 seconds.
IGMP query-interval is 60 seconds.
IGMP query-max-response-time is 25 seconds.

Internet address is 10.1.1.254, subnet mask is 255.255.255.0.
Quering Router (10.1.1.254)
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11.4.5. Configure IGMP Functionality
IGMP 2| Ct5t SH S0 ol ZF 5| A E TS0l s M s2 S35t

11.4.5.1. IGMP Access Group

2EOHAE ctRBEE Ol 2tRHI 2HE UERS SAESO| JtS SEHAE 1S
<ol IGMP host-query HIAIXIE FII1 8= &6 01 F, etREH= Y HEIHAE
ANZote 2= W2S0l 2 012 0| OS2 BHSUHH LS SC IEIH Ol AN 2/0

A—IEHIE SAESO JIEE = U= SEPHAE IS Metot)| fiet 2 AIHHOIAN 2HE 28

B
=
|-
ful
rr

CIEIHIOIANA SE Z2EIHAE 182 2= 2HE| fIohA= Otchel EE S interface

configuration mode 0fl M & 2 StCF,

=L
ip igmp access-group
access-list-number

ux
0] oR

HOIAO 2ol MEBIAEI= MEUHY
U= LEPHAE OF MO
HOIAN €& & OSHHE ol MLt

ol
P o
ol
>
m
mn
=

= :’J—::
00| e
o] W o

El

ol

no ip igmp access-group

Router# configure terminal

Router (config) # access-list 1 deny 239.0.0.0 255.0.0.0
Router (config) # interface vlanl

Router (config-if-vlanl)# ip igmp access-group 1

11.4.5.2. IGMP filter-receive-query

ZEIHAE 2R E = query message £ == &15tH querier selection 2 =8 &tCt, I At VLAN Ol A
query message Jt =415l 0| & querier selection 2 =& 8tCt. I+ A+ VLAN 2| 2t E It querier 2 &
Etl= XS Msto

-

tJ1 2ol query message € Xt&ter == QUL

It X VLAN Ol M ==& &l = query message £ XHEHGH)| 210l M= Ote 2l E 2 = global configuration
mode 0| M & & tCt

g3 &£9
ip igmp filter-receive-query JHE XH VLAN Ol Al ==&l & = query message £ XtEHsHCE.
200
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no ip igmp filter-receive- filter-receive-query £ ol Xl tCt.
query

Router# configure terminal
Router (config) # ip igmp filter-receive-query
Router(config)#

11.4.5.3. IGMP Query Transmit Interval

ro

HEIHAE 2t EH = Multicast Membership 22| £ QI A I 22 IGMP Query HIAIXIE 8 &
Ct. Ol HIAIXl= TTL 2 1 2 6tH, all-system-group-address ¢! 224.0.0.1 2 2 LH &ICt.

? 8t IGMP Querier
= Querier Router =
&t RP 2t2E U Al PIM

HEIHAE 2 2EHSS LAN (MEY)S 915 IGMP Query HIAIXIZ H2510]
router £ A ESH=0, IP A9 240 JHE =2 2 2EH I AE &N S CH

LAN &2 RE SAESHH IGMP Query HIAIXIE MEE 20| JA2H,
Register 2t PIM Join Bl Al XI & & & 8HCH

ClIZ E 2 IGMP Querier Router = SAE 2 HIER 2 IGMP 2HGIEE LA S XI5t {6t IGMP
host-query Bl Al XIS 125 Z0tCH 2HCE O HIAIKIS &S 2tAS HESH AN, O3 ¥E2
interface configuration mode Ofl M &! 8 St C}.

=10 &9

ip igmp query-interval seconds IGMP Querier Router Jt IGMP Query HIAIXI & M &6t= 24
22 43 (Default : 125 %)

no ip igmp query-interval S X = IGMP Query Interval 2 J|2gt2 2 8 & stCH.

Router# configure terminal
Router (config) # interface vlanl
Router (config-if-vlanl)# ip igmp query-interval 60
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11.4.5.4. IGMP Leave Timeout

IGMP Querier Router = Host 2 2 E S & Multicast Group 0fl CHoll & &l 6t= IGMP Leave HIAI X E
=48t B, Host JF &= ol & VLAN 0Ofl &£ CH2 Multicast Group 0l I & Host JF =X
Multicast Membership 2 Checking 3t Al = EP.

ol & VLAN 2| Membership £ Checking 8t &, Multicast Group 0fl T &t Member Jt G 0l & = 6HXI
o © ™, Multicast Membership 0l M A K| &l Ct.

Cl Z E 2 Multicast Membership Checking Al2t2 260 %=0|C

A

IGMP Querier Router Jt AtE6t= IGMP 2| Leave-timeout & H & 6tJ| ol Al = interface
configuration mode Ol M CtS2l S S Al &S,
a0 &9
ip igmp leave-timeout seconds IGMP member leave timeout & & &tCt. (Default:260 =)
no ip igmp leave-timeout A= IGMP Leave Timeout 2 J|2gt2 2 A&t}

Router# configure terminal
Router (config)# interface wvlanl
Router (config-if-vlanl)# ip igmp leave-timeout 30

11.4.5.5. IGMP Member checking interval

IGMP Querier Router = Host 2 2 E S & Multicast Group 0fl CHoll € &l 5t= IGMP Leave HIAI X E
=408 A2, Host JF &=l ol & VLAN 0fl & CHE Multicast Group 0l I &l Host JF A=K
Multicast Membership 2 Checking ot Hl ! Ct.

Multicast Membership = Checking otJ| 2ol Al 8 &&= IGMP Query BIAIXI= TTL S 1 2 otH, all-
system-group-address ! 224.0.0.1 2 2L &ICH

& & & Member Checking Interval 2 IGMP Specific-Query Message 0fl £ & & Max-Response-Time
© 2 AFEE L Member Checking Interval 0] & ™ T X &2 &2, IGMP Specific-Query Message 0f|
& = Max-Response-Time 2 Default “1”Z= 0| Ct.

H

CIZ E 2 Specific IGMP Query HIAIXIE &&0t= == 2 =0/, member-checking-interval
2 otJ| <ol M= interface configuration mode Oil/d sl 28 = st

380 a4
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ip igmp member-checking-interval  IGMP member checking interval 2 X| & 8tC}.
seconds (Default : 2 =)
no ip igmp member-checking- & & & IGMP member checking interval 2 J|2at2
interval 2 AR B}

Router# configure terminal
Router (config) # interface wvlanl

Router (config-if-vlanl)# ip igmp member-checking-interval 1

11.4.5.6. IGMP Querier Timeout

M ES0 Q= IGMP Querier Router 2| S0 B8, AEUlC LOE ZEIHAE tREHIHE €

& HI 0l A 2] IGMP Querier Router 7t & 0 M E 42| Multicast Membership 2t2l= XIEZ&HC 2 K=
Ch.

IGMP Non-Querier Router = Xl & & Querier Timeout S 2t IGMP Querier Router 2 £ & IGMP Query
HIAIXIE 2=4lI6HAI 2613, Multicast Membership 221 S 2/ A IGMP Querier 2] S &S =815} H

= Ch 0l SE 2 IGMPv2 &I B R0l8t 5i E =l L.

CIZEZ YEIHAE etRH = ip igmp query-interval 0l 2|5 & & & query interval value 2 2 BH £
|

gg0 49

ip igmp querier-timeout seconds IGMP Querier timeout 2 Xl & &tC}.
(Default : 255 =)

no ip igmp querier-timeout & F E IGMP Querier timeout 2 J| =gtz A& &t
Ct.

Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl)# ip igmp querier-timeout 300

11.4.5.7. IGMP Maximum Query Response Time

CIZE 2 IGMP 0l Query HIAIXI 0l 2151 S Xl %= maximum query response time = 10 & 0| Ct. 0] 8¢
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| HE 2 2tEILIGMPV2 E AF%&E A= B0 8t Js6tC Host = IGMP query message £
AlBHH query message 0l & & & maximum query response time gt 0lLH2] 22/ 2| AlZ2H0| report
message £ M EotH EC 0IE S6t0 IGMP report Ot 2820 ML &= SE 2 H &l= 210(CH
Lot ol gts E’é St 04 Sub-Network 2| multicast traffic 2| flooding 2 tuning & = U LC}.

& & & Query-Response-Time 2 IGMP General Query 2| Max-Response-Time 2 Z 2t AFZ & Lt

1

0l Maximum Query Response Time 2| && & ?|= 1 ~ 25 =0|{, Maximum query response time S
HZEGH| oAM= ChS2l ¥ & 2 interface configuration mode Ol Al & 8 5L},

g3 &9

ip igmp gquery-max-response-time IGMP query 0l & Al &l = maximum-query-

seconds response-time 2 Xl & &tCt. (Default : 10 =)

no ip igmp query-max-reposnse-time & & & query-max-response-time £ J|2gt2 2
EF e

Router# configure terminal
Router (config) # interface vlanl
Router (config-if-vlanl)# ip igmp query-max-response-time 5

11.4.5.8. IGMP query-based-port

Port 22 £ 415 = Leave 0l Ui & Group Specific Query HIAIXIE VLAN 2| & Xl Port 2 M &6HA &

1), Leave & Port 22 M&E LT &2 o1J| oA = CHS2l @& 2 global configuration mode Ofl A & &M
StCh.
a0 &Y
ip igmp query-based-port Group Specific Query £ ol & port 28t M &E6HE
£ 4 F st
no ip igmp query-based-port query-based-port & & 2 ol Xl StCt.

Router# configure terminal

Router (config)# ip igmp query-based-port
Router (config) #
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=
| >
L
=
OH

= 2 8 M 23021 U9200 Series AAXI 2| AIAEN & SH Z2LIHE JIs0ll CHoll & H 8t

B AAE MEH 2LIHE

m CQIHHOIA SH

®  |logging &&

®  RMON (Remote Monitoring)

m JAX EH
U9200 Series A2 X0t HSot= SH 2= AMAE 2SI EM WERKTS 23 A&HE SAl Ot
orgl = JUEE &0 FIIH2Z SH UIOIHE 22/t &= S8 =otl], E MO A5 &
Ol Ol =XIE FHeg = UCH
12.1. &&l 2UHE
& 22 Jls2 A/AX0 e #E2E HB8tCh U9200 Series A% Xl= show HEH2 ME HHES
SOt Lt et &e 222 2 A 3tHS So6t0 MB &tk
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H12-1. &E 2LIHY HAEWN
a0 23 fc
show logging AAE0] ST 2elstn Y= 202 204 = Privileged
Ct.
show memory usage ST AIAEC M2l A2 NEHE 20 =CF.  Privileged
show cpu usage S CPUERES B0 &L}, Privileged
show environment AAEO T}, FAN, 20l et &3 A8 Privileged
[cooling|temperature|status|scu] = =215t}
|

cooling: FAN & &

temperature: 2+ &
status: I}, FAN, 22| Al H8E &
® scu: SCU & X voltag

e
show version AMAES HE BEE B

=L, Privileged

12.2. AAE SAX €3

U9200 Series A2 Xl= AlAE 28 25, CPU & HIZ2 AAZE S0l Tioll & H XI(threshold)E & &
g = UOH AKX = &8 AKX ot YHAXZ 2EHEY = JA2CH, &FE HAE o= B=
syslog & SNMP E& S ZMAIZ 4= UL
12.2.1. 2 43
AMAEOl 220 o5t X otet YAHXIE &&8E == UL
H12-2. 2 43 2&d 340
N &9 gc
temperature threshold HIGHVAL &9 ANHXE dFst=gHAENZ A Config
LOWVAL XIE =15+ syslog 2 snmp trap S &
LHBHCH
show environment temperature slIo 22 UAHXE X35/0lH FAN S Privileged
K&3sotes 289 A< FAN 2 &Ei & £3]
JbSotLt.
OteH GlMl= AIAEI0N CHE 25 Y AHXE oL
Switch# configure terminal
Switch (config)# temperature threshold 80 20
Switch (config)# exit
Switch# show environment temperature
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74.2 (°C)
: High 80 (°C)

Temperature
Threshold

Low 20 (°C)

12.2.2. Cpu usage &3

ZHI0l CPU AFZE0ll CHEt FAHXIE E&&F6tL], YHX =Al syslog 2 SNMP EZE L2 0|8 €&l
H 12-3. CPU usage threshold 2t&1 &0
o130 g | [
cpu usage threshold low <30- CPUusage 2| 2HXIE &&ot= B AHOI Config
100> high <40-100> Ct. CPU AF2E0| 2H X 2T =0 XI AL
(high) CtAl S OFAI 2 (low) syslog € A4St
Ct.
cpu usage time-period CPU AlEE (average) 7| =0| &= Al2t2 Config
(<300>|<5>1<60>) SR 5}
show cpu usage S Mel CPU usage € = 3| &tC}. Privileged

12.2.3. Memory Usage

=3
0l memory 0l CHat FHXIE £ESHLD, AbE IS8 memory 2| ALE Jts8t 2H01 & HIXI 20

OFXI'™ syslog 2t SNMP E& 2 2 0]

H 12-4. Memory usage 2& 2380

=30l sy ac
memory free low-watermark AE IS8 memory 2| A HXIE &Gt Config
<10-70> = HAHO0ICH AR P%é memory Jt 2 |

X 2CH LOrXI AL CHAl =0tXI H syslog £

& BHCE
show memory usage & M2l memory usage E X 3| &HCH Privileged

12.2.4. Application memory AIS

memory 281 F2E B0 30| 2ol 20t 22 Y8 =S AL Eett

2} application = 0| At&5t=

T 12-5. Memory display 2t&d H&0f

display

N e gc

show memory 2+ application 2| memory AFZ XL Privileged
(bfd|bgp|imi|mstp|nsm|ospf|pimd]|rip) = X 3|8HC}.
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12.3. ZTE E}

U9200 Series A9 Xl= 2t ZES| SH HE2E Ml ZE SHE 2| floide OS2 EE

AtZetlh.

nio

show interface [ifname]

04

=
-

U
é_
0
i

U9200 Series A2 Xl= 2 XNUAH Oteiet 22 ZE SH Ct.

m  Received Packet Count (Rx Pkt Count) — The total number of good packets that have been
received by the port.

B Received Byte Count (Rx Byte Count) — The total number of bytes that were received by
the port, including bad or lost frames. This number includes bytes contained in the Frame
Check Sequence (FCS), but excludes bytes in the preamble.

®  Transmit Packet Count (Tx Pkt Count) — The number of packets that have been
successfully transmitted by the port.

B Transmit Byte Count (Tx Byte Count) — The total number of data bytes successfully
transmitted by the port.

B Received Broadcast (Rx Bcast) — The total number of frames received by the port that are
addressed to a broadcast address.

®  Received Multicast (Rx Mcast) — The total number of frames received by the port that are
addressed to a multicast address.

B Transmit Collisions (Tx Coll) — The total number of collisions seen by the port, regardless of
whether a device connected to the port participated in any of the collisions.

®  Received Bad CRC Frames (RX CRC) — The total number of frames received by the port
that were of the correct length, but contained a bad FCS value.

B Receive Oversize Frames (RX Oversize) — The total number of good frames received by
the ports that were of greater than the supported maximum length of 1,522 bytes.

m  Receive Dropped Frames (Rx Drop) — The total number of dropped frames due to lack of
system resources.

C}22 show interface HHCZ SH UOIHE Z&st LE FEZE S ULL

Switch# show interface GigabitEthernet 5/1

Giga5/1 is up, line protocol is up (connected)
Hardware is Ethernet, address is 0007.709e.2914 (bia 0007.709e.2914)
index 1111 metric 1 mtu 1500 arp ageing timeout 7200
Full-duplex, A-1000Mb/s, media type is 1000BaselX
<UP, BROADCAST, RUNNING, MULTICAST>
VRF Binding: Not bound
Bandwidth 1lg
inet 3.44.1.230/24 broadcast 3.44.1.255
VRRP Master of : VRRP is not configured on this interface.
Last clearing of "show interface" counters never
60 seconds input rate 88 bits/sec, 0 packets/sec
60 seconds output rate 72 bits/sec, 0 packets/sec

208 U9200 Series User Guide

s
/’/ ~




PON

solutlon

/—//

L2/L3 in Switched:

L2/L3 out Switched:
20,565 packets input,
Received 3 broadcast pkt

0 CRC,

20,918 packets output,

0 collisions

0 oversized,

ucast 30 pkt - mcast 20,532 pkt
ucast 36 pkt - mcast 20,871 pkt
1,782,898 bytes

(20,532 multicast pkt)

0 dropped

1,790,946 bytes

0 late collisions, 0 deferred
H126. 2E SH X3 Y=
HHO &9 ec
OtchH =0l ol 2= AHHIOIAL & SH E2E
Z 6t
show port counter [detail] ®  |-Kbps/ O-Kbps Privileged
®  |nOctets/ OutOctets
®  |nPkts/ OutPkts
OfeH =0l CHOHl CIEJHIOI AL & SH 2 E
show port statistics 5x%/1=/5= Hh9lg S50 -
Privileged
{all | IFNAME} ® TX: bits/s, pkts/s
®m RX: bits/s, pkts/s
Eciz EtY JIBte] & =0 CHol CIEHHIOIAS B S
show port statistics avg type HNYEE5xX/1 2/ T2 24 SHC}. .
p g typ HAEBEE5F/1E/5 ?E = Ct Privileged
[IFNAME] ® TX: Unicast/Multicast/Broadcast s
B RX: Unicast/Multicast/Broadcast
OtchH &=0l tist AIEHHIOIAL EH B2 E & &tL.
®  |nOctets/ OutOctets
L ®  |nUcastPkts/ OutUcastPkts
show port statistics interface L
®  |nMcastPkts/ OutMcastPkts Privileged
[IFNAME]
®  |nBcastPkts/ OutBcastPkts
®  [fInDiscards
= [fInErrors
. OHE CIEHHIOIAL ST SHA =& SH FL2E AA .
show port-mib IFNAME _ _ Privileged
Ot H &= etlh.
OtcH =0 CHoll I IIOIAL & SH d2E &
StCF.
show interface counters " InOctets/ OutOctets Privileged
®  |nUcastPkts/ OutUcastPkts
®  |nMcastPkts/ OutMcastPkts
®  |nBcastPkts/ OutBcastPkts
show interface counters OIEHHIOIANM ZMS X ofle] SH dE2E &6t .
Privileged
errors Cl
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Ct=& show interface counter 2= 0|80t MM ZEQ =& SH 2 E &8 H=0IL}.
Router#show interface counters
Port InOctets InUcastPkts InMcastPkts InBcastPkts
Gi5/1 0 0 0 0
Gi5/2 0 0 0 0
Gi5/3 0 0 0 0
Gi5/4 0 0 0 0
Gi5/5 0 0 0 0
Gi5/6 0 0 0 0
Gi5/7 2,560 0 20 0
Gi5/8 2,560 0 20 0
Port OutOctets OutUcastPkts OutMcastPkts OutBcastPkts
Gi5/1 0 0 0 0
Gi5/2 0 0 0 0
Gi5/3 0 0 0 0
Gi5/4 0 0 0 0
Gi5/5 37,466 0 305 0
Gi5/6 37,220 0 303 0
Gi5/7 36,974 0 301 0
Gi5/8 36,605 0 298 0
Router#
CtE& show port statistics HH = 0/8ctH S ZEQ5X/12/5 2 SH HEE &8 =0l
Ct.
Routerf#show port statistics gi5/5
Last clearing of counters 00:14:24
Port TX | RX
bits/s pkts/s| bits/s pkts/s
Gi5/5 s
5 sec 392 0 0 0
1 min 488 0 0 0
5 min 488 0
QIEHHOIALS SH 2= &M gt2 LIEtW= B &t &8 22 SHAICH Otel 8= AME5t
O CIHHIOIACS HE SH B2 E dAlote Al &2 S Uh R LE Y Q/EHIOI A0 CHoll €& D12+
= 2 High/Low threshold gt €& &0t 2ULIHE & = QUL
T12-7. ZE SH £38 ¥Y
EET EE c
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CIEHHIOIALS B SH BEE HAaldt=e A2t 4
load-interval interval _ interface
& Stk
QIEHHOIAS B SH BEE Haldt= Al2t2 DI
no load-interval _ interface
2 PO 2 HASBIC.
. oad o I SHE CIEHIOIAN CHol L&ESH A2t SOt low &
input-load-monitor interva . _ il = .
P , high 23 22 &85t =4 ELZO| oY LA 2t | interface
low-threshold high-threshold ~
£ %ol BRE BLHE & =+ UL
no input-load-monitor oS QB HOIA0 CHet R2LIHY AA S ol MIStHCE. interface
show port input-load-monitor OIEHOIAN CHEt RULIHY 482 &6t interface
U2 HE2 ZE SHO tHoll =& &t =JI2tAIIl= BEUO0ICH
T 128 ZE 8} =) HH
24240f EE ==
clear counters SEAHHOIAL SH =& gt2 =JI3etC}. privileged
clear counters IFNAME S AHHOIAL SH =& a2 =JIstetlt. privileged

b Notice SNMP 2 &&= 32 clear counter @822 xJ|E A L=,

12.4. RMON (Remote MONitoring)

B 29 Xt= U9200 Series A< X Jt Ml &S 6t= RMON(Remote Monitoring) J1S FESHH, AlA
HES U} 828802 29610 HERKIAQ 2z =2 £ QL U2 EWA S RMON HE &
U9200 Series A 2| X It XI5H= RMON D10l CHEH0! XHAIGI & 2 8HCH,

12.4.1. RMON IR

RMON 2 IETF(Internet Engineering Task Force)2l RFC 1271 2t RFC 1757 0l 2I&H /= =M =
F AACZ AAE 2L HERAIE f202 Aelots JsS MBS L8 22 RMON 2
G382 S ItKl 74 A JtEICH
®  RMON probe
B RAACZ MOUHEHEMN XNESH2Z LAN MOME £=VLAN 2 S E2E =&dl= Xs
S OU0lA £ ATEY N HOIME
B EEHFEE 22 @A U2 M E£= 0lel s 2F0 et Hs2=2 22l &
AEQNAH ME

®  RMON Manager
B RMON probe 2t SAISHHAN SH F2E =&
B PFE Al RMON probe 2t s 28 WIERZAN UAS 2= A 20, RMON probe £ in-band
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= out-of-band HZ =2 Sot MO

RMON-compliant
Console Manager

....................................................................... N

RMON-Probe

RMON-Probe

&l 12-1. RMON Manager 2t RMON Probe

J1Z= 2] SNMP MIBs 0] SNMP agent Ot £ Tl 2| XM E 22l (1A 22 21 Y=Gl ¥H5H0f RMON
MiBs = 22| (HAIS R0 HZE LAN MIOER BICH = LAN A ORIE oz
OPIEN HHE 2 SAES ET, SAES A0 EHT 2y

—_—=

RMON Agent= &8 S GIOIE, OI= GIOIE, SAE 2t OI0IH, SAE IHES AL AHE 0 2K
o= L X1I31% FloiA S H2S EHEEote Jlsd SH at= 280t 0l0 =EotH IUs2=2
gdAF=E B2 JIs L Mt 28 JlsS 2701 QA0 O0F StCh.

U9200 Series ARAXIHAE <E 9>0A Z2/8 RMONC2I 9JH O = S, 014, 2&, 0|HE OF
o= XI&&tCt. RMON 2 CIZEZ 2= & &0l disabled 0| Ct.

I 12-9. RMON &5

= 49
=l B SEAOHEWM LS THS/BI0IE o=, EZ2CENAEILDEIHNAE =,
= 2 A 201E8 = 2|0 2E 2F(fragment, CRC Alignment
20l 01, 20l =0t S) 0l tist SHE M2
01 m 22| X S AIZE 22 LHO et 23 EciE 2 F 0l O &
SE M3
B J2XFoz EI/EIIRCZ 2HAS HF Jhs5ta) 1-3600 £ E 2tA 2
= Hist
B Ol A= E S AIZIHHE Ol=2 &g L OHE MIOMES Ul W Jts
a8 B FIHOZ EFEHUS MA N INEXN SLotH 22Xl 205t
thelelol Xrale DS BR
B J|EX= Zligt L A2 HE £ U0 HSBH JE a3 o))
LISHA &/5IEHXIE 83N L E=E 202 32D 2
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= E——
SAE B HOHEN HZE 2 | LMAIZ EE 22 £E SAEHZ &
2l
A2 niilel sAE B 2 SAEHOISH LAE SAE SOHA LAEAIZ SOHIIE H2 Ejf
"""""" OIS HMAIZ SAE S
m Al L= Rote SRS A2 A2t 2t & Role SAEL IH+E &
ol B2E =&
Edi® HEHA B [{OH E3 HE, SMACHEHAE JIE2Z F SAEZN LMst
EdiZ L R0 st E32E =8
B 0| B2 E 0|EHM SE SAEN JIE E2 0| &RLXE H=
A= g Jisd
B [[ENIYHEN Jqes SA2AEI IME E0| 0|2 OHOIAN2 =2 22
HE SUHECZ2M M 0ENes & = 83
Zy m A XD SHS RS SEE2 ZAIGH| |IHA 012
(I ARy m NOHEN st 22 8N 22024,
AFA m EYGHAIHO| 2MEIH T JIS2 226t 22 N0H 222 HAIXKE
NS Eg M AUIESEA2 88,
12.4.2. RMON 2| Alarm 2} Event 28 & &.
AMNEX= CLI &= SNMP 22| XHol 2lgHM RMON 2 8 &g = QUL
¥ 12-10. RMON Alarm and Event &8 &
g3 &9 2ec
rmon alarm index variable interval RMON alarm £ = J}8HCF. Config
seconds = |ndex: Alarm QIS A
{_at_>so|ute |delta} ® Variable: Alarm &4 (&2 2 SNMP mib ¢!
r|S|_ng—thresh0Id value event num AEAZ K|
falling-threshold value event num _
) Interval: 42 & Al2H 2+ (& x).
[owner string] i
®m Absolute: =2 TJ= alarm value 0l CHol
gt 2EIEE &35
® Delta: 422 &l = alarm value 0l CHoll & XH
2t Ol ™ gtel XH0| E &S &35
®  Rising-threshold, falling-threshold value:
alarm = 2MAIZ 2 F gt
®m event: Delta LI absolute 2 ME& &=
alarm value Jt rising-threshold & = falling -
threshold gt S M= [ 22 o & Event
It LMIEE &8
® owner: Alarm 2| owner £ S5
rmon event index RMON event £ Z=J}8HC}. Config
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[log] ® |ndex: Event QI &l A
[trap community] ® Jog: Event Jf A5 B2 Jog S MAHIES
[description string] S

[owner string]

B trap: Event Ot 25t 2 & & & community
o &M trap = MEGHEE &

® owner: Event 2| owner £ S5

® description: Event 0l CHSt EYHE S5
no rmon alarm alarm-index A X &t RMON alarm & 8 S AHNISHCY. Config
no rmon event event-index A X &t RMON event & & = AHHISHCH Config
show rmon alarms RMON alarm 8 & &2 &tC}. Privileged
show rmon events RMON event & & =& &L}, Privileged

Ofell Ol M= GigabitEthernet 2/2 0l Tioll rmon alarm 2 & &6t % Ch. GigabitEthernet 2/2 2| inOctets
a2 30 = 0tCH MEEGHH rising-threshold & falling-threshold £ 810 LHH 28 & & event 2 24
AMIIE= StCt. Rmonalarm & & & & [ O 2k 20l event & stats S H A & & off O &+Ct.

Switch# configure terminal

Switch(config)# rmon event 1 log trap rmon_test description RisingAlarm
Switch(config)# rmon event 2 log trap rmon_test description
FallingAlarm

Switch(config) # interface GigabitEthernet 2/2

Switch (config-if-Giga2/2)# rmon collection stats 1

Switch (config)# rmon alarm 1 etherStatsEntry.4.1158 interval 30
absolute rising-threshold 2000000 event 1 falling-threshold 1000000
event 2

Switch (config)# exit

Switch# show rmon alarm
Alarm 1 is active, owned by RMON_ SNMP

Monitors etherStatsOctets.1158 every 30 second(s)

Taking Absolute samples, last value was 00

Rising threshold is 2000000, assigned to event 1

Falling threshold is 1000000, assigned to event 2

On startup enable rising or falling alarm alarmRisingThreshold : 15
alarmFallingThreshold : 0O

alarmRisingEventIndex : 1
alarmFallingEventIndex : 1
alarmOwner : hong

Switch# show rmon event
event Index = 1
Description RisingAlarm
Event type Log & Trap
Event community name rmon_test
Last Time Sent = 5774:38:20
Owner RMON_ SNMP
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event Index = 2
Description FallingAlarm
Event type Log & Trap
Event community name rmon_ test
Last Time Sent = 00:00:00
Owner RMON_ SNMP
Switch# show rmon statistics
Collection 1 on Giga2/2 is active, and owned by RMON SNMP,
Monitors ifEntry.1.1158 which has
Received 014354459 octets, 0195285 packets,
03 broadcast and 021164 multicast packets,
00 undersized and 00 oversized packets,
00 fragments and 00 jabbers,
00 CRC alignment errors and 00 collisions.
# of dropped packet events (due to lack of resources): 00
# of packets received of length (in octets):
64: 01585, 65-127: 0440336, 128-255: 0308
256-511: 04, 512-1023: 00, 1024-1518: 00

I 12-11. RMON History & & % statistics 9

N Ao 2c
rmon collection stats index S Mo AL EH gt2S =& St Interface
[owner string] = Index: etherStats Q1 & A,

rmon collection history index [buckets Z¢2|& QIEHO|AN CH6HH 0|2 = £=& & Interface
number] [interval seconds] C}.

[owner string] = |ndex: History Q!¢

A
buckets: =& & 0=
Interval: 0|8 =& 2+ (&< X)

owner: History 2| owner € S=.

no rmon collection stats Scl& AHHOIAS EXH gtS =&oltkl & Interface

index TE SFEHL

no rmon collection history index Scl& IHHO0IAL 0SS &~&otX &=  Interface
= Z4FeH.

show rmon history RMON history 82 E £& &tL}. Privileged

show rmon statistics RMON statistics & £ £ £& &tC}. Privileged

rmon clear counters ol & CIE HIOl A 2| statistics gt = =J|3t et Interface
Ck.

OteH GlMl= GigabitEthernet 2/2 0fl CHoll 10 = OHCH =/ CH 30 JH 2l bucket & OlZci RMON Ol & =+
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Switch# configure terminal

Switch (config)# interface GigabitEthernet 2/2
Switch (config-if-Giga2/2)# rmon collection stats 1
Switch (config-if-Giga2/2)# rmon collection history 1 buckets 30
interval 10

Switch (config-if-Giga2/2)# exit

Switch (config) #exit

Switch# show rmon history

and owned by RMON SNMP

second(s)

Entry 1 is active,
Monitors ifIndex 1158 every 10
ie buckets, is 30,

Received 14953616 octets,

Requested # of time intervals,
Sample # 1 began measuring 203700
packets,
3 broadcast and 21362 multicast packets,
0 undersized and 0 oversized packets,
0 fragments and 0 jabbers,
0 CRC alignment errors and 0 collisions.
# of dropped packet events is 0
Sample # 2 began measuring Received 14956451 octets, 203740
packets,
3 broadcast and 21363 multicast packets,
0 undersized and 0 oversized packets,
0 fragments and 0 jabbers,
0 CRC alignment errors and 0 collisions.
# of dropped packet events is O

Received 14959509 octets, 203783

Sample # 3 began measuring
packets,
3 broadcast and 21364 multicast packets,
0 undersized and 0 oversized packets,
0 fragments and 0 jabbers,
0 CRC alignment errors and 0 collisions.
#

of dropped packet events is 0

12.5. Logging
U9200 Series A%IXl 2= 2
L2ZEYAHE=E ARAXIS HIZ2/0

ANAB HIAIX 22 Jls2 USE K& &t

A HIAIK 22

XNE 2 = UL

B AFSXHOIH &=
B AFSXHOIH &=
ol 28 M&ot
2F 1000 JHCl 21 BIAl

e

U9200 Series A9
Ct. AZEXt= CLIE
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i

NE AMAE HIHO HESHC
syslog server 2] 2 1€ S2ZM &

U9200 Series A2 Xl= 0-7 Nt X2 Severity &2 X2 UALH.

H 12-12. U9200 Series A9X|2 21 gl &

£ Telnet O|L} 2&S

Soll A,

cCc
4

rr

Severity cll & &89

Emergencies (0)

Alerts (1)

Critical (2)

Errors (3)

Warnings (4)

Notifications (5)

Informational (6)

Debugging (7) CltH& OIAIKX.

12.5.1. AMAE 27 HAIX WS
U9200 Series A9 X2 AIAEN 2 7] HIAIXl= CtE 1t

o
":L

0o
o

B Timestamp

B Timestamp = O|HIEDL &£
HH:MM: SS 2 0| JIS&tL}.

Severity level

B <I 12>0 A &2t U9200 Series 2| 21 HIAIXI 2] &l

B 0-7 tX2 =Xt

Log description

m 2SO EN CHE

o

T
|>
Im

& AlEt

PSS
[ g

u
I
]
_O'j
rr

J

=

ths2 AlAg 2E

A2l 271 GIAIXI Ol Ct.

Month Day

Bl
P
ne

6 11:53:48 [5] %YREMOTE-CONNECT: login from console as Ins
6 11:54:01 [5] IFM-NOTICE: Rate limit ra creation
7 02:10:24 [5] %REMOTE-CONNECT: login from console as Ins

May [
[
[
7 02:10:40 [5] IFM-NOTICE: Flow xx classified
[
[
[

May
May
May
7 02:10:48 [5] IFM-NOTICE: Flow xx match rate 10

7 05:17:56 [5] %REMOTE-CONNECT: login from console as Ins
7 05:23:10 [5] IFM-NOTICE: Service pa add interface fat

May

]
]
]
]
May ]
]

May
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12.5.2. CIZE Logging &3 gt.

H12-13. AAR E0 0|2 €3 gt

&3 metold Jl= 43 gt
L2 =2 £ disable

Telnet M Z9 22 & disable.

22 HIH A0l = 1MB
Time-Stamp £ enabled
Logging Server disabled
Syslog server IP address None configured
Server facility LOCAL7
Server severity Warnings(4)

Z £ 2| Severity Debuggings(7)
Telnet 2| Severity info (6)

H12-14 N2H TIAIX 22 &3 &

~ %1

SIS

840

logging console {<0-7>

|alerts|criticall|debugging|emergencies|errors|

informations|notifications|warnings}

sy
— -

222022 52 07 85

= REL)

logging facility

{auth|cron|daemon|kernel|local0|
locallllocalZlocal3|local4]|localb|
localé6|local7|lpr|mail |news|syslog]|

user |uucp}

syslog HIAIXIE 2 Facility
parameter £ & &.

logging A.B.C.D

syslog HIAIXIE 2 2 syslog A H

ol 2EX &3

logging monitor

|alerts|criticall|debugging|emergencies|errors|

informations|notifications|warnings}

S MECZY 22 &4 R A

x~
>,

logging source-ip A.B.C.D

syslog packet 2| source ip € & &

logging trap

|alerts|criticall|debugging|emergencies|errors|

informations|notifications|warnings}

syslog server 2| logging level & &

show logging

Hu
o
=5
_rT—_l
H
¥
1o
Hu
o
nx
0
Jov
re

12.5.3. Logging & & 0l

Console £ & %8 32 Log level notice(5) 013t2| log message 2t= console £ &5t A & [ Ct

218
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3t 20| H4&StC console £ log message £ = SHotUA & E2 “no logging console”
command £ AHZ&tCH

Switch# configure terminal

Switch (config)# logging console notifications
Switch (config) # end

Switch#

Switch# configure terminal

Switch (config)# no logging console

Switch (config) #

Telnet @& & =8 B2 Log level warn(4) 0I5t2] log message Bt telnet session 0l &3t 1A+ &
M CtSt 201 & &StCt Telnet session 22 log message E22 SHot 1A & &2 “logging

session disable” command £ AI=Z &L}

Switch#

Switch# configure terminal
Switch(config)# logging monitor warnings
Switch (config)# end

Switch#

Switch# configure terminal

Switch (config)# no logging session
Switch (config) #

Log server 100.10.1.1 0fl O switch il Al &M 5t= log & Log level err(5) 016t2] log message £ £ Ui
DX & FR UsS 201 838t log server £ log message 2= 212 SN & E2 “no
logging A.B.C.D” command £ AtE &L},

Switch# configure terminal
Switch(config)# logging 100.10.1.1
Switch(config)# logging trap errors
Switch (config) # end

Switch#

Switch# configure terminal

Switch (config)# no logging 100.10.1.1
Switch (config) #

12.6. sFlow

= U9200 Series A2 XUl A= 2 interface 2 Traffic flow & 2 LIE & 1t statistics 0l CHEE E2E =
& otI| fIo sFlow £ XI&StHCH U9200 Series 0l M sFlow £ X & 3t= interface 2| & ®l= physical
port 0ff 8t&tCt. sFlow &= switch £= router 0ff U= AEH L SH HEE =& == sFlow agent &
0l 82 E sorting 6t0d 2F XA 2 0 F== sFlow collector 7t ULt Ofeli= sFlow JHE 0fl CHolf &Y
st O™ 0lLh.
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sFlow Collector

Analysis

sFlow Agents

m ]2 2. sFlow Jil & & (sFlow agent 2t collector)

12.6.1. sFlow agent

O{JIM = sFlowagent 2t 21 E J|s L HH O CHolAM AJHSHCE 0l 2 23S 0= I H agent
2 collector IP & &, flow sampling rate, counter(statistics) polling interval, sflow forward, service
sflow 2 LI & CH. Agent IP = sFlow collector 2 ME2 AP E L2 [ 428 20l &S0,
sFlow collector = MZE2 TH2/ 0l &S Agent IP & XIHGHOF &Lt sFlow = TH2! J|8+2| Flow
sampling 2t Al2+ J|EtS] counter(statistics) sampling 2 & LI&E Ch. flow sampling rate = Interface 0l
Sot= 2! =, & S 200 IS ME2 & Xl 26N, counter polling interval 2 Interface
statistics & & Z 0tCt sampling & X| Z & &L, sflow foward 2t= HEHZM sampling & 2218 0!
EfHI Ol A(ex, gil)S Z2&otH =IO 4002 CIEHHIOIAE HFE £ QUL service sflowcte HEHZ

M sflow service S Al ZH6HH =ICH

¥ 33.sFlow 23 ¥H3

g0 49 2c

show sflow sflow &80t 2tedE HHAHE EWEC Privileged
sampling Ol enable & interface 2| flow sampling %

service sflow statistics sampling 2 Al & ot Al € Ct. Disable 2 no §EiE | Config
| BHCY.

_ ol g interface & Stot= IHA 0 CHoH A sampling & &

sflow forwarding _ . _ _ Interface

240Xl & & &L}, Disable 2 no EEHE F &tCt.
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Interface £ SU6t= I3 = Z W3 0tCH = sampling 2 | Interfac,
SIS

sflow sample <10-65530> o _ L )
F&XE &6 no §E 2 Default 2t S F &tC. Config

sflow polling-interval <20-120> % Z0tCt statistics sample S sampling & Xl Z & &tCt. Config

sflow agent 2| ip address & & & &tCt. No € EH 2 Default .
sflow agent A.B.C.D Config

A4S = &0

o sflow collector 2| ip address € &&StCt. No SEHZ ]
sflow destination A.B.C.D o Config
Default gt = F &tCt

12.6.2. sFlow collector

O JIM = sFlow collector 2t 2t& & Jls ¥ &0 (oA 20 8HC. sFlow collector = switch £&=

router 2t EIH 2 Linux ¥ Window Al A B0l & X &l sFlow Agent It & 418 sampling IH2! 2 24 =,

SH =XE 2I X0l H 2 0 =Ct. sFlow collector 0l = sampling TH2!2] SH 22 BIAE SEHZ &2

== sflowtool It 12 SHEHZ 20 == sFlowTrend, Inmon Traffic Server S01 UCt 0l & SN

tH & 21 sflowtool 1t sFlowTrend = Inmon corporation = H 0| X| http://www.inmon.com/index.htm il A
P2 U2 B2 £ UL T3 2 sflowtool 2 sFlowTrend & & 0ff O & H 0| Ct.

12.6.2.1.  sflowtool &3

1) port 634322 =4l sFlow sampling packet2 & & &L},

[Ins:/lhome/Ins] sflowtool -p 6343

startDatagram

datagramSourcelP 192.168.0.212

datagramSize 144

unixSecondsUTC 1136381882

datagramVersion 5

agentSubld 0

agent 192.168.0.212

packetSequenceNo 9512

sysUpTime 190157000

samplesinPacket 1

startSample

sampleType_tag 0:2

sampleType COUNTERSSAMPLE

endSample

endDatagram ==
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2) sFlow sampling packet2 line &< £ & StCt.

[Ins:/home/Ins] sflowtool -I
CNTR,10.0.0.254,17,6,100000000,0,2147483648,175283006,136405187,2578019,297011,0,3,0,0,0,
0,0

,0,0,1
FLOW,10.0.0.254,0,0,00902773db08,001083265e00,0x0800,0,0,10.0.0.1,10.0.0.254,17,0x00,64,356
9

0,161,0x00,143,125,80

12.6.2.2. sFlowTrend &3

o

1) sFlowTrend E2 &= AAIZ] &, % &HO| “Click to select” HHE= 2 &l 6tLI.
<> sFlowTrend E]@

File Tools Help

Switch | Click to select | Interface I:'ZI Chart |Tupsnurces ‘v‘ Units H

Select switchfrouter to monitor

-

2) Select switch/router to monitor & = 0l sFlow Agent2| IP AddressE 2 & 5tCt.

< Select switch/router to monitor

Select switch/router to monitor (192.168.0.147 -

Community |put:u|ic |

OK Cancel
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3) sFlowTrendJt sampling 822 2H<2 ™ Interface, Chart(Utilization, Counters, Top flows . . .),
Units 2 =0A 2Z X0t 8015t 0K} ot= & =S & SHLE

< sFlowTrend g@

File Tools Help

Switch | 192.168.0.147 Interface |faZzi Chart |Tupﬂuws ‘v‘ Units ‘Frames.fs ‘v|

M 1000010 udp 1024 —¥ 200.0.0.10 wdp:1025

O o006 top 1024 —% 200006 top1 025
J1o000g udp1024 —% 200009 udpc1025
B 100007 udp1024 —% 200007 udpe1025
B 100005 top 1024 —% 200005 top1 025

Ingress 6O

Frames/s 40

20 = =
e
a

—

1]
1M132H 1116 28 11192 11:222H 1125 28 11:286 2
192 168.0.147: listening for sFlow on udp port 6343 Updating | 20% |

12.6.3. sFlow Network &4

SFlow Agent
192.168.0.X/24
e  SFIOW Collector
Sampling Packet
100.0.0.X424  2p0.0.0.X/24

[l'-uunllgf ||]
SMB
m )8 3. sFlowE £Fst HERHI WM £€E & 4%

12.6.3.1.  sFlow sampling Al &

sFlow sampling 0l = low sampling 2t Interface statistics sampling Ol JUCt {2 DA &

eHol f
& &t sFlow UWES 2 4 =0l A sFlow collector £ S35t0] sampling Z Bt E &I 5HCE.
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Edizi2 MH5I0, Sflow

1. SMB & AtEct0 CHst flow(TCP, UDP, IP, G424JH2 IP Address)¥

Agent 0| H SA&ISHCE

LEQO Epizig MEdot, 0l E2HE S SFlow Collector Ol

2. Sflow Agent IM SMB 2 HZE
SFlow Service €

M S5 5t SFlow Collector 2F SFlow Agent

O |P Address £ & &St

Edst AIZICH

Switch(config)# interface gil
Switch(config-if-Giga5/1)# sflow forwarding
Switch(config-if-Gigab/1)# exit
Switch(config)# sflow agent 192.168.0.147
Switch(config)# sflow destination 192.168.0.200

Switch(config)# service sflow

=S 50|

3. SFlow Collector 2 A&3tN Traffic flow sampling & Interface statistics sampling 2 &9l
M=%

< sFlowTrend

Ct.

]

File Tools Help

Switch | 192.168.0.147 | Interface |3 |v| Chart |Topﬂows |v| Units |FramesIs |v|

W 100001 114 —* 200001 114
100008 udp: 1024 —* 200005 udp1025
O1ooo0s udp: 1024 —* 200.0.0.9 udp1025
B 100003 114 — 200003 114
M 100002 114 — 200002 114

Ingress A0
45
40
35
30

Framesis
. 10111

20

il

4012 4052

T EE M EE 148 2= 49 EE I83EE T EE

192 168.0.147: listening for sFlow on udp port 6343

¥ Traffic flow sampling
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& sFlowTrend E]@

File Tools Help

Switch | 192.168.0.147 Interface I:B Chart ‘Counters ‘v| Units | ‘ ‘

. Unicasts D Mutticasts D Eroadcasts

M iscards M Errors

Ingress 1.2k

1K

7a0

Framesls

500

250

T T T T T T T T
I3 IE J402E ERE A R ER 386 2 E 400 2= 404 2=
192 168.0.147: listening for sFlow on udp port 6343 Updating 40%

¥ Interface statistics sampling

U9200 Series User Guide 225

E - e e
—/I _\



PON

solution

13

STP(Spanning Tree Protocol)
& SLD(Self-loop Detection)

0l &0 MEe Spanning Tree Protocol(STP)1t Rapid Spanning Tree Protocol(RSTP), Multiple
Spanning Tree(MSTP)E A Xol= 2 Bridge HIA 2l T2 M0/ CHoll & &L

E4R
o

o

b Notice o UM AMEZH=E Ydo 2d Al L AIEEE command

reference € & 11atet.

ol &2 U382 E2s2 4 ECH
® Understanding Spanning—Tree Features
® Understanding RSTP
® Understanding MSTP
® Configuring Spanning—Tree Features
® Displaying the Spanning—Tree Status
® Configuring Bridge Mac Forwarding
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13.1. Understanding Spanning-Tree Features

0l 2oiM= T332l STP JI1=s0il CHoll & & st

STP Overview

Supported Spanning—Tree Instances

Bridge Protocol Data Units

Election of the Root Switch

Bridge 1D, Switch Priority, and Extended System ID
Spanning—Tree Timers

Creating the Spanning—Tree Topology
Spanning—Tree Interface State

13.1.1. STP Overview

STP = UERIANMN FTEZE &Xotd B2 0/=3E MEot= Layer 2 €3 22| Z2EZ0|CH
Layer 2 O|H Yl (Ethernet) HIER A FAECZ SHGIHH, Lol & ¢t AO|0l= @& LS
24 Z=Z0F =0k 8Lt Spanning-tree 2| S&& &t ¢t (end station) S0l CHoll S HotD1 T
20, S HLS2 oY AN HZ2ZJA=X o0 el =222 A E switched LAN 0ff HZ &

y ©

k

DEN ADNE UESD g&2 FHotddd, HERKIAS 2E == MO0l It L0 0F &tCt
Spanning—tree 210 2|5 switched Layer 2 HIERIE Eoll FEZI| gl= =& HZ2E HAHSHT
A2XE= FIIH2Z bridge protocol data unit(BPOU)2t E2l= spanning-tree Zell2 S S4-4I5t
Ch. ARIXl= 0l ZHLE2 forward 6HAl &£ 10, 2EIt gl= B2 E MHGHI| fIoH ALESHC.

T SE H2 A1 Kl JHel dete B20F EMHotE UERAIN S0t A4St WERA IO
SO EMeUE St S22 ST Zes =4 g W00 AXUHAME & S 222 MAC
FA0F 0ded OHSl Layer 2 QIEHHIOIAN SSECH Ol 42 HERIE SHESHA 2HET

Spanning tree = Layer 2 WERAI 0 A root 2 X 2 root ARKAXNEZREH LE A/XMNK FBEI;
el B2 2 Jt&l tree 8 H2|&HCE. Spanning tree = &5 & HIO0IEH 222 standby(blocked) AfEH
2 gtelh ==& Z=2Jt EMote WERK AN DEO0| LASHH, spanning—tree Z2I&2
spanning-tree &S MZ H &t standby 22 E &4 3HAIZICH

0x

ALK & CIHHIOIAIN 2o ALEtH ) spanning-tree port priority 2t path cost && 0| 2IH
HIOIA2 forwarding & EH 2t blocking & EHE Z & 8Lt port priority &2 WER AWM LTEHHIOIA
O AXI2 EcHE S <ol S0LE 2 fIXIStD UA=IHE LIEHHCE. path cost 2t X2 SEE Lt
EHHCY.

13.1.2. Bridge Protocol Data Units

Ct

0lo

O LASUH 2o spanning-tree 2 2tE &= active &0 Z2HE L}

U9200 Series User Guide 227




,4—’/

e 2 VLAND A= SAUSH BridgelD(A R X priority2 MAC =)
® oot A9 XIZ2 spanning-tree path cost
® 2 lLayer2 CIEHTIOIAN EYE LE AMETHEE priority2t ZLE B135)

RAXN M0l SHBE M, A/KE=E root A/AXME SEEHCH 24 A/AX=E Ao 2= ZER
configuration BPDU £ & &SHLH AfRIXISE2 BPOU E A w &35t BPOU 2 spanning-tree
A S HASHCEH 2 configuration BPDU = LISl 2B E E&EHL:

® oot A2 X2l BridgelD
® oot JHXI2l spanning-tree path cost
® BPDUE &M&dt= ARIXI2 BridgelD
® Message age
® BPDUE &&dt= A9IXIL CIEHHEIOIA AE XL
® hello, forward delay, max—age T2 E= EIOIH 2 gF
2l (22 BridgelD, *& path cost, SS)E Jt& BPDU € =aI1%S

@©
o
O
c
i
i 1
>
ro

EZE0 MESCH BPOU £ #=4lgt ZEJ} root ZECHH,

AR S ZES HEEL €S
=

AL X Il designated LAN 22

-IH

I
BPDU € LAN 22 M&EEHLE 0l Aoz 258 2= Xl & 20t UEKIA
et
ks

PDU W &tez olst Z 10| C:
o & A2[XIJ} roo ﬁ—rlxli S EHEICY,

Root AXE MU 28 AAXUHAM root ZEI S-ECH 0] ZE= AXDb root
ARAXZ M2 MSE M 2 Z2OME K2 HIE)E MBstCh.

o 2 AQX= path costE JIBt2 2 root ARXIMXA2 =& 2| E HAHSHCE
2+2t°] LANZ2 <8t designated AR XIJF ZHEICH designated A1 Xl= LANOIA root
AXNEZ IS MEE M IHE ¥ path costE MSSHCE LANYH HZEl designated
AR X2l EZEE designated £EcCH FELI.

® Spanning-tree 0l Z&&%= CIHHIOIAS0l Z2HECH root ZE 2 designated ZE=
forwarding & Ef 0l =2IC}.

® Spanning-treelll Z& & X 2= 2= 2IHH O A S blocked € L.

13.1.3. Election of Root Switch

Layer 2 HER 32| spanning tree 0l 20dl= 2= AQIX= BPDU 9 W&Es Sl U2 A/XIE
Ol 2tst HEE 220 0l & BHIAIKIS WES T2 81 E 0F)|8HC:

® 2! spanning-tree instancelll it RSt root AKX &=
® S = switched LAN X222 2|8t designated 2E Z2 &8
e =5E 232 HAE Layer 2 AUEHOIAL XHEHN 2 & switched WIERK A2 X XA

2+ VLAN Ofl A J}’é* =2 AAX priority(H2 =X 242 IS DR ALIXIDF root AR/AXZ Z2H
default priority(32768)2 AT QA THH, VLAN OIA JIE ©2 MAC =45 D}
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& AXJF root 2XIJF SCH ALK priority = BridgelD 2 & &2 HIEO Z& & L

ALKl ALK priority & 2t2 HAECZMN 1 A2IXJt root ARIXIIF E Jisdg8 HEE = U
Ct. A9 priority & 2 222 AF6IH JIs&0l H0HX 1D, &2 422 4F6HH Jis&0l =0t
ZICH.

Root 22| Xl= switched WIER AU A spanning—-tree &2 =2|&H 2l S4&0ICt Switched UEH
AU A root ARIXZE &= 2RI} 9= EE =2 spanning—tree blocking & Ef It &l C}.

BPDOU = BPDU € & &6t ARAXISF LE, AAXIS MAC =4, AX priority, port priority, path
cost S2 dEE HEESH. Spanning tree = 0l 822 AMS3dtH root AfAXI2 root EE,
designated LEE Z2 X &},

13.1.4. Bridge ID, Switch Priority, and Extended System ID

|IEEE 802.10 E&0 =™ 2 A Xl= root ARXE HE
XH(BridgelD)E JI&ICH 2 VLAN 2 =c2|& 22 M2 T

2 M2 CtE BridgelD € JH& == ULH A2IXI= 8 HtO

= ARIX priority & AFE &1

HEHSHD| 2ol A2 = Y&t

2 BelXz AFEH22 AR

|E2| BridgelD € Jt&ICH XA
Xlel MAC Z=40ICH.

Premier 8700 Series A2 XI= 802.1T spanning—tree extensions € XI&&CH. Het 20| A=K

priority 2 AFEEIE 2 HIOIE0} 4 BIE priority gtdt VLAN ID & =28t 12 HIE extended system

D at2= MEY = AL

Switch Priority Value Extended System ID(Set Equal to the VLAN ID)
Bit16 | Bit15 | Bit14 | Bit13 | Bit12 | Bit11 | Bit10 | Bit9 | Bit8 | Bit7 | Bit6 | Bit5 | Bit | Bit3 | Bit2 | Bit1

32768 | 16384 | 8192 | 4096 | 2048 | 1024 | 512 | 256 | 128 | 64 | 32 | 16 | 8 4 2 1

H 13-1 Switch Priority Value and Extended System ID

Spanning tree = extended system ID 2 A2 Xl priority, 22l MAC =AZ BridgelD € BHECH.

13.1.5. Spanning-Tree Timers

H &= spanning-tree 2l 40l &2 0|Xl= EtO|HS =S LIEIHCE.
Variable Description
Hello timer ARXIOF CHE ARIXIZ L0tLE X4 hello HIAKIE A&8 A0IDtE 2 XSt

Forward—delay timer | @& HOIAJt forwarding &EHDF ZIDJ1 &0l listening 1t learning AFEHOIAM 2824
HOILE HE HRIDIE ZH ST
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Maximum-age timer | QIE{HIOIAZ £AlISt T2 E

1
0
HT
i
e
=
O
re
-
0
o
xY
re
S
i
Y
0
o
[w

H 13-2 Spanning—Tree Timers

13.1.6. Creating the Spanning-Tree Topology

JUHAN RE AAXE2 ALAXl priority It default(32768)01 11 A2IXl A JF JIE 22 MAC
FAE NG JtEGHH AAX A D root ASIXIDF EICH X2, forwarding IE{HIOI ALl D=
=2 link-type =20 ASIXI A = OI&AQl root A2XIJL OtLICH. Root ARIXIZ 2UHSH=E
A2 priority £ SIAIZZEM(EE =Xt &S AF8), spanning-tree 2| &S THH AHGHA
Ol&HQI A2IXIE root 2 BtE == UL

1Tl

DP

RP = Root Port
DP = Designated Port

& 13-1. Spanning-Tree Topology

default 21AHE J|Bt2 & spanning-tree &S H&GHH, AIE &2 SHX| S A0S 2=
I/\”‘*OIII 2L G2, root ZEBL 2 ZE BHSE JIA QIEHHOIAN HZEE DNH0 2 3=
RAXIO root ZTE HAS 0FJIE 2= UL SE= JHE WE @3S root ZEZ BtEE= 210I0H

HE E01 ARAXI B2 &t

S root LECHD JIXGH

SIEOICH JIJHHI E 0]
o=z

2)E INNESE HIE

ZEDJLJIJIHIE oY & 30111, A<IXl B2 T =
otAt. UIEfI3 EEOl JIJHBIE olCY! 238 sdf 8ghe 20
H4l CIEH MO0l A2 port priority & root ZEECH e
M, JIJHHIE OIS CIHHIOIASE MZ2 root LEZ BHS == UL,

TZ2EZ 320t switched LAN 2 Soll 22 M LKA LAstCEH O 20 COE A, TOE &
AOH/\-I switched LAN 2| SAMEASIIE LMSHCEH Spanning—tree Ol 0 6HAl &= Layer 2 Q1E{ HIO|

AJL U2 forwarding A EHDF SICHH L AIE Q! HIOIE D LA &~ QCH D28 Af/Xle =
Al = forwarding 6t21 &0l switched LAN 2 Soll BlllE= M2 4 828 J|CHef 0F &L
Spanning tree Jt 24 3t= A[XI2 2 Layer 2 OIEHHIOl A= TS AEl & oHUHOICH:

® Blocking - 2IEHHOI A= THYS forwardingdtXl Z=C.
® Listening — 2EHHOIAJI Z Y =2 forwardingdlOF 80+t ZEE U S [, blocking state
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—— h
CHS2l &0l AMEH.
® learning — QEHOIAIL ZY =2 forwardingdt?| <o =HIStCE. MAC learningOl
S EICY,
® [orwarding — &IEHHOIAJF TS forward &HCF.
® Disabled - ZEJ}I shutdown AEHOIAHU ZEW A SAHLE, ZEN Azl
spanning-tree instanceJdt 87| =0 21 EH H Ol A= spanning tree0ll &M otAl 2 =Ct.

CIHHOIASE UhS2 &Eiz Olsetth:

® =IJ|AMEIN A blocking B2
® Dblocking A EHN A listening &2 disabled AElZ
® istening & EHOIA learning =2 disabled &Ef &
® |earning &EHOI Al forwarding &2 disabled &EH &2
® forwarding & EH0I M disabled &lEH =

Ch2o D2 oHHOIAS AEHAOIE B0 =L,

Power-on
initialization

Y

Blocking
state

1
:
1
A4 A4
Listening
state

state

Y

Learning
state

Y

Forwarding
state

& 13-2. Spanning-Tree Interface States

STP Ol €43 ZIUS
o AAIEQl AEHE X|LHCH.
blocking &EfE & & C}.

0l Layer 2 @IE{HIOI A

M, AKX 2= QIEHOIA = blocking AEHJF & 1
OtAHSIEl spanning tree OIA 28 SIE{HIOIA

listening 2t learning
= forwarding 2

_

Spanning—-tree Z112l& £ forwarding &EHZ CtSJ|2 BEIOH OS2

HE0| £detlh:

1. CIEHOIADL forwarding AEIJF T HOF &l Z2&2 22 £410tH QHBHIOIAE=E
listening &FE{ Dt & Ct.
2. forward—delay EIOIHI} Ct=2EIA S M, spanning tree= CUE{HOIAE learning &EHZ
Ot= 1) forward—delay EIOIHE XH*E“SOJEF.
3. learning &EHUIAM, 2HBOIA= Y S22l MAC learning® #=#oIHA I Lo
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forwarding= Xt&tetCh.

4. forward-delay EFOIHOF Qt= L™,

spanning tree= QB HIOIAE forwarding &EHZ

Ot= 11, learning 2 Zdl & 2l forwarding0l 2% Jts3atCh.

Blocking State

Listening State

Learning State

Forwarding State

Blocking state 2| Layer 2 2B HOIA= Z LS forwarding oFAl &
A= =018 =0 AAXS 2 2IHHOIAZ BPDU € E&EHCH A
CH2 AX2 BPDU & W &s WXl XHAIO| root AKX o1 A XHE S

Oleist BPDU 2 &2 UHIERZAS & ARXE root AKXzE Z2EEHT
HERAZ0 & otLtel AXE JTUE APX 2t2l BPDU wEt= L6t
oM, |H O HIOIA= listening AEHO

s =

rr

s
o —
2IxI=

>

ol

tC

"

Ct.

P
P

o

ol

forward—delay E

S
[
rir
ORA
3l
= in

OIE{HIOl A= blocking & EHUA CHS 20| S&EHCH:
e ILIEZ NE IZYAZ HIISC
® forwarding2 <o CtE
HIJIstCt
® ZF=AE |earning otXl &=CH
® BPDUE s=AIStCt

listening state = blocking &EH CH29l &0l AEHOICH IHHIOIAD Ty S
forwarding ol OF 8'CH) Z2AH ™, CIE{H Ol A = listening &HEHJF &I CF.

O H Ol A= listening A EHUHIAM CtS 1t 20| S & st
o ILIEZ NE Iy A= HIISCH
® forwarding2 <o CIE QIHHOIAZRH A/AE
H D] &tCH
® A5 |learning otAl &
® BPDUE #=4AlstCh

rr

Ct

learning AEHS Layer 2 QIHHIOIAE=E 2!
O HI Ol A= listening A EHUIA learning & EHE = 4 2tCH.

QIEHHOl A= learning & EHOIA CHS 0t 201 s&8HCH:
0 ILEZ AIE TYUS HIJISHTE
® forwarding=2 <o CIE QIHHIOIAZRH A<FE
H D18tCh
® =/ E learning
® BPDUE =&I8tCt

ol

tCH

I'

forwarding &HEH2| Layer 2 CIEHHIOlA = E Y= forward StCt. QIE HIOIA =
2

learning & EH Ol M forwarding & ElZ =0 2tCF.
Ol H Ol A= forwarding & EHOIA CISDF 201 S&
e ILEZ £AMF T =2 forward &HCH

g

Ct:

232
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® [(IZ2 QIEHHOIAZEH AREE
® ZFAE |earning &tCI
® BPDUE £=AIGHC

[H

ro
]

dle =3 forward

Disable State

disabled AFEH2| Layer 2 CIHHIOlIA= ZHIEY forwarding OlILE spanning
tree Ol 2 0GHAl 2 =C.

disable € 21EHHOlA= CtSM
o ILIEZ NE IYAS
® forwarding2 <o Ct
D] &tCH
® =/E |learning otAl &
® BPDUZE #=4lctXl %‘EEF

20l =
HDletCh
g QHHOIAZREH AABE ZHSESS
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13.2. Understanding RSTP

RSTP= point-to—point H2Z 0l CHoll spanning treel HIE =S31E MZ2ots &S JHEILCH
Spanning treel MTAEE 1x(802.1D spanning treell default & 0IA = 501 A& = A
= HEHSZ) OILHN 22 ECH 01HS S8 A4 22 XA 2ds EfEE d&6t= Ul
Ef AN R Z3ICH.
0] 22 RSTPII HEH S&Gt= AIE &HSHC:

® RSTP Overview

® Port Roles and the Active Topology

® Rapid Convergence

® Bridge Protocol Data Unit Format and Processing
13.2.1. RSTP Overview
RSTP = AKX, AKX ZE 2 LAN Ol Z0HD} LM S B, 2 HZS 232(2F 1 = 0|LH)
£ N2, M22 root ZEZ MEIE TEE= HI2 forwarding AEH2 OIS 4= U0, A/AX A
012 HAIAEQI acknowledgement & Sl designated £EE & forwarding &EiE HIZ &OIE %= U
Ct.

13.2.2. Port Roles and the Active Topology

RSTP = active &&= Z2&3H)| 4
StCH RSTP = STP HE JIE =2
22

|8t port role 2 Y& 22 M spanning tree 2| #HiIE S E M3
X2 HESCH 02l RSTP =

ALK priority(OHE %2 priority 84H) S JH& ALK
20l ZEY S &2 portrole 8 &Y

o
[wl

® Root port = ARIXII} root A2XIZ2 TH2!S forward & W = EHQ HZ(OIE £ cost)E
M= &tCt.

® Designated port — designated A1 X2t A2 &, LANOIA root ARIXIZ I3 2 forward
g M JIE ¥2 HlE= M3 LAND AZE O U= designated ARAXIS ZEE
designated portet £ EC}.

® Alternate port — & root ZEJI NIBdt=r X2 Xl Z2=2E M 38tCt.

® Backup port — spanning treell X éé deS|gnated ZEW 2ol Mases 322
backupl 2 S ZH5HCY, Backup ZEE= & ZEJ} point-to-point @32 loopbacklz A
2E AL AKX 357 LAN Z2H0| UIoH £ 01A2] 20| JAS 2012 =&t

® Disabled port — spanning tree2| s 0W A OtRe S & JHXIKl Z=CF.

designated ZE 91%*% JHEl LE = active &0 & & Ch. alternate 2 backup &
J =

I L E = activ

Im
1]

oot E2
=Rl
& OtM = HAMONA, RSTP = 2E root ZE 2 designated

&ttt BtH 2 E alternate £E2F backup ZE=

UWEXZA &AM 2= port role S J
HEEJ} 1t 2 forwarding &EiZ & 0|t

r|r =y
»y
mo
HI
N
Qﬂ
(W}
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&t & discarding AHEH(802.1D 2 blocking 2t SS8H AEH)0l =CICH ZEQ| AEf= forwarding Bt
8

learning Ut& 2l S &= MO &L OS2 2= 802.1D0 2 RSTP 2| L E &' E HIwSHLt.
Operational Status STP Port State RSTP Port State Is Pot Included in the
Active Topology?

Enabled Blocking Discarding No

Enabled Listening Discarding No

Enabled Learning Learning Yes

Enabled Forwarding Forwarding Yes

Disabled Disabled Discarding No

H 13-3 Port State Comparison

STP RE o d&AAHS 2ol, 0l 2AHUHANE ZE AMEHUAM discarding &l blocking & At 8L},

Designated port

OII

listening &FEH Ol Al Al & SHCE.

r

13.2.3. Rapid Convergence

RSTP = LISl &2 A4
E2 MEZ2 root ZE, 12|12

H

X, TE =2 LAN O ZOHOl CHoll 2 HZ o 2315 HIZEHCE. edge
point—to—point @3 & HZE ZEH O

® [Edge ports —RSTP A XA ZEE edge EEZ HFGIH, edge EE = forwarding &t
EiZ Hiz &O0I&Ch edge EE = STPUHI A PortFast)t 88 E LEQ S26t1, otLISl &
C chat ) (A=l LEQ e & oH0F &HCY.

® Root ports — RSTPII MZ 2 root ZEE A&EIGIH, 0|82 root ZE = block AEHDF & 10,
MZ 2 root ZE = HIZ forwarding &HEfJF S CF.

® Point-to—point links - ZEE [IE EZE2 point-to—-point ¥3AZ HASIUH, =22 ZLE
= designated ZEJI D10 ZE Mol 2ol CHE2 ZEQF proposal-agreement 1 &
= S¢& e & 0IE &St
ChS OO0l A, AKX As AKX B2 point-to—point @32 HELNH YD PE ZE=
blocking &EHOICH. AKXl A 2l priority JF AKXl B 9 priority 20 £ & £=9] gtS JIHEICH
1 ISR AKXl A = proposal lAlIXl(proposal flag JF & & & BPDU)E ARIXI B2
M &6t XA S designated ARIXI 2 HICHSHLE.
A2[Xl B = proposal HIAIXIE =418t =0, proposal HIAIXKIE =48t ZEE MEZ2
root LEZ MEHGIY, 2= non—edge L E E blocking &EH2 E A6t agreement HIAl
Kl (agreement flag & 4 & & BPDU)E MZ & root ZTEE Eoll M6t
ALX B 2 agreement HAIXIE =4It 20, ARAX A = X&I2l designated ZEE
forwarding &tEi = &OIStCE. ARIXl B JF A&l 2E non—edge port € block AlZ112, A
X A AKX B AFOl= point-to-point @32 HZZJAI| MHEAH UWERAINW 2=}
l:II-AH I.I| Ol-'—EI.
AX CIF ARIX B2 HZ2E M, SASH & HAIXIOF REECH ARIX C= 29X B
o HZEE ZEE root TEZ MEGID, & AR/XIS & ZEE= forwarding &AEHZ & 0|8t
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Ch. &4 DFEO0IAl otLE Ol &S] ARIXIDI active AN EOECH WERIZS S8R0 A Ol
&l proposal-agreement & &2 spanning tree 2| root A & 2tsfo =2 XSS},

HAX= ZEQ| duplex 22 link-type 2 Z & &tCt: full-duplex ZE = point-to—point
HAZ =z 051 half-duplex LTE= 8% HAZ&Z 1NHEC interface configuration @&
spanning-tree link—type &S 2 duplex 2Z=0 2ol Z2HE = default 23S HEE £

=o=
ULH.

(_|

Switch A Proposal Switch B
Designated
Root Agreement switch
—_—
_i P R _i
Designated
switch Prcposal Switch C
i Rp_i i
Designated
switch

Agreement

DP = Designated Port
RP = Root Port
F = Forwarding

& 13-3. Proposal and Agreement Handshaking for Rapid Convergence

13.2.4. Bridge Protocol Data Unit Format and Processing

protocol version 2&2| g0l 22 8% = A2 HMAS2 RSTP BPDU 2 EAI2 |EEE 802.1D

(= N —

BPDOU €A 2CH MZ2 1 HIOIE version 1 Length 2E= 022 A&& L 0l= version 1 2
ZEE MEE ZL&ot =0 20I0ICH TSl = RSTP flag 222 B =C.

=2—=
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# 13-4. RSTP BPDU Flags

Bit Function

0 Topology change (TC)

1 Proposal

2-3: Port role:
00 Unknown
01 Alternate port
10 Root port
11 Designated port

Learning

Forwarding

Agreement

~N| O O >

Topology change acknowledgement (TCA)

XHAIZ2 LAN 9 designated ARIXIE HIotoldde= AIXl= RSTP BPDU 2 proposal flag € & &l
A & EStCH proposal HIAI XISl port role 2 &4 designated ZEZ & & & C}.

CIE AL/AXI0l 28t HotsS 20I=0l= ARIXI= RSTP BPDU 2 agreement flag £ A&dolA &S

StCt. agreement BIAIXI 2l port role 2 &4t root port & & & &L},

RSTP = S& &0l topology change notification (TCN) BPDU £ AlZdlAl &=L topology
=2 O

change & Z¢2lJ| flol RSTP BPDU flag 2 topology change (TC) flag & AFESHCt. oHXISH
ol =g <ol TCN BPDU £ MM&atD HMelstCt.

o
0k

otl= ZEQ| AEHOl et learning 1t forwarding flag 2t & & &I L.

13.3. Understanding MSTP

MSTP (Multiple Spanning Tree Protocol)2 IEEE 802.1s 0ff H2l® T2 EZ20|0{, =2 VLAN
2 ot Jdgez | AY EcCIE S&AIZICH MSTPOIA= 21AEACHD Sl= VLAN I8
StLESl ATHY EcIDF S&E0I2Z &2 22| AIlY ECIE HAE ERII 2l AKX 2otE &
OICH OIE S0, 2000 )2l VLAN 2 AEZ20ot= UWESIUHM PVST E AHESHH A2 XI=0l 2000 4
O AIHY Ec|E HAHoHOF SHCH il MSTP £ AFE6H0 2000 JH2l VLAN 2 2012 D82 & Lt
F0H AINY Ecle 2 JHRH AFZSHA € CH &2 OtLlet MSTP JF SXotH BPOU M2 S &D|H
OZ =Z=H=C 0lHE MSTP E MEZ0IH ATY Ecl2 2 =2 = U= A2 UHREL 29X
HIERAINAM &2 OS0A LIEILHE 2& Sl AlZ == U= B2 =22 A ECI2 ER
otJ| MH=0ICt.
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VLAN 1000-19992 RE ARIX VLAN 2000-29992 RE ARIX]

==

& -

VLAN 1000-1999 VLAN 2000-2999

=

S3
& 13-4. VLAN Ol CH$t load balance
=, A?IXl S3 HA AIS IE VLAN O] 1000-2999 7Kl 2000 JHet st AIHY E2|JF 2 et
SXGIH S1,S2 2 2E WA A2 2= QLY.
13.3.1. MSTY4H
S2USH MST B Fgt= I8l ALX|IQ HES oFLI2 MST ¥9 (region)0l2td StCH MST &gt &
Ol Al MST name, MST revision & instance 2 VLAN list gf0] £ Xldl= A®IX =2 S28& MST Y

A0l ACHLD SHCH.

13.3.2. IST, CST ¥ CIST
MSTP OiM= 2 JtXl 382 AW EcIDF AFSECH G2l MST MM = IST (Internal
Spanning Tree)Jt S& St S22 MST YA 25 63 JH2 AIY ECIE S&AZ £ UL 2
2ol AlY Ec| AAEAN 00AM 630K BHSE AMEE 5= U2M, OISUHAM LAEHA
IST 2t StCt. MST Ol M= IST 2t BPDU £ &4 &t WetMd CHE A AL AlY E2| &
BPDU Ol Z&ZI0 JUA20, ARIXIIt Heldior sk= BPDU 2 I = LT
stob Al ALK UWEKIANAN S22 CIST (common and Internal Spanning
T= IST 2 CST & & 0ICH IEEE 802.1Q A= =12 VLAN O =THaH
cl= StLteh S&6HH, 0 ATHY E2/E CST (common Spanning Tree)etd Lt IST,
CST & CIST S ZHHE N8 2eZ LEIUWEH st &2t

| A E
—_—
E

KT o

<

%)

_|

08

19

o =
oy 10

o

_|
@
o
o
Wil
m Jx
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MST E< 1 MST ¥ 2
-i ST ST -i
S S4
Sh
CST 2E
8 13-5. CST, IST, CIST
MST €20l CH22H IST & M2 2R SHEICH M2 CHE MST 99 AROIGIE IST Ot OFHl CST Ot
SH6HCH et O HM ARIX ST, S2 2] MST 90| ARIXl S3, S4 %2 A2 TI2E8=2 28219
MST SHOAN SHGHs ISTE 2HE SHGH0, & IAS HASE AT S22 S3 AOIOIE
OST 2} SHEC 2 MST HUOIA CST 2E AR A=, Z21X 1D, TE ID 20l &
X A9x

= |S IST master 2t &tCh ?12 OSXME S5t CST FE ARIXIctH S2 2F S3 01 2=
MST S0 Al IST master ARIXIZ SAELH CST FE ARAXIIF MST S 0l JUCHH, IST O
& CST 2 MST o ZAH&0 JqA =T 2tef AKX WERZDIL otltel MST ez 2
e sg€st AAXIL CST FEL IST OHAHZ S&EHLH CST= M2 OHE MST g2t
tLict 802.10 2 S&ot= ARIX A0l £&= MST 2 802.10 ARIXl AOIOIA S S &8HC
CST 2 2F0lA otLtel MST &S HHME ot ARIXZ 280 MetA 12 €2 UWERIE

8 13-6. CSTOlA 2 AlGH= WIER

13.4. Configuring Spanning-Tree Features
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0l #0M= spanning-tree € &&8ol= Y0l Ciol & StCt. Spanning-tree 2| &8 2
mode Ol T2k XtOIJF QUCH RSTP 2% STP 2 B 22 YWEgoez 38510 MSTP 2 22 U

edggs Z=0h

v rlo

13.4.1. Default STP Configuration

Ct22e H= STP 2l default #&82 B0 EC.

T 13-5. Default STP Configuration

Feature Default Setting

Enable state = bridge 0Ol CHoll BHIZHE ZIH /US. JI2H2Z RSTP
LEI H43HN U= é%oﬂ/\-l disable 2 TIOUAONA
enable A2 &< RSTP It Al

Spanning—-tree mode |EEE 802.1w RSTP.

System priority 32768.

Spanning—tree port priority (configurable on a | 128.

per—port)

Spanning-tree VLAN port cost (configurable | 10000 Mbps: 2.

on a per—VLAN basis) 1000 Mbps: 4.
100 Mbps: 19.
10 Mbps: 100.

Hello time 2 =.

Forward—delay time 15 =

Maximum-aging time 20 =

13.4.2. STP Configuration Guidelines

(0]

+

Ck. el A Bridge Ol 1 JHQl spaning-tree )t} 2 S &

[

c
ol

U9264 Series = PVST € XI&36HX

2
8
e
oon
mo rir

ool 23 Ues VLAN F=2 0IXIXN &2=0 A0 bridge OFCH spanning-tree £
2= £ UL bridge = 256 MWNK M4 IJtsoHCH VLAN 2 1 JHS| Bridge 0|2t =g =~ U1
trunk VLAN 2| &= default Bridge 0I8F =3HH SIHJULCH.  Trunk VLAN Ol spanning-tree £

= g H2 8A VLAN Ol 1 JHQl spanning-tree Dt RSE &S L.

13.4.3. Enabling STP

U9264 Series OlAl XS0l STP = S&otAl el UWERIN FZI0F EME Jisd0l JACHH
| =

STP € &d3t A== &tlt. STP £ 43t Al JI2H2Z RSTP Jt = =L
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Caution STP Ot HIZd TOIUALD &0 SZ0F EMHetCHE, tet EcE ) 28t THA!
S0l 245N U ER |

STP E & 43tAlIF1e™ privileged EXEC 2E2FH Ct22 HE 2 HEICH
Command Purpose

Step1 configure terminal Global configuration 252 &1 &L},

Step2 spanning—tree enable Default Bridge Ol CHaoll STP & 2 &S&HCH

Step3 exit privileged EXEC 252 HASHC}

Step4 show spanning—tree 48 HESS =eletht.

Step5 copy running—config startup- | (8&) &&E configuration T+ 0l X & 5tCt.
config

STP E BIZ4 ot ™, global configuration @& spanning—tree shutdown bridge—forward € AtE
StC.

tt22 STP E
Switch#
Switch# configure terminal
Switch(config)# spanning—tree enable

=

tot 1) Hi

mlou

tot

i

SHE

rr
MHH

Ol

kOII
Ol

He

tol
Ol

g

Switch(config)#
Switch(config)# exit
Switch#

Switch# show spanning-tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Gigab/3/2  Disb BLK 4 128.610 Shared

Switch#
Switch# configure terminal
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Switch(config)# spanning—tree shutdown bridge—forward
Switch(config)# exit

Switch# show spanning-tree

Spanning tree instance(s) does not exist

Switch#

13.4.4. Enable STP in not default Bridge
U9264 Series = Bridge

spanning—-tree & S& L2 JAsts
&3 AIZIH =0

ig

Bridge € &3t OI/0

=

Y2 spanning-tree & Y& £ QUL
A = oY Bridge 2| spanning-tree £

interface € &

Notice Bridge Ol spanning-tree & *S5tJ| fol & Al2|= interface = & &
Bridge 0ff €2 =% &1 VLANO €2 = 1 VLAN 2 Bridge 0l £ {0

StCt.

Default Bridge 012/2| Bridge 2 STP JIs2 &4 A9, privileged EXEC 2E0HARH L2292
HE= ALCH
Command Purpose
Step1 configure terminal Global configuration &2 &I 5HCt
Step?2 Bridge <1-255> protocol vlan— | Bridge £ 4 &§tC}.
bridge
Step3 bridge <1-255> spanning—tree | Bridge 2| STP £ enable &tC}.
enable
Step4 Bridge—group <1-255> Vlan 2 Bridge 0l & AI21CH.
Step5 copy running—config startup— | (&) && 2 configuration I Ol X & &tHC.
config

, global configuration 23 bridge

Default Bridge0Ol2/ 2| Bridgell STPJIs= HIZA4d3t otd™
olet. BridgeE AtHl oI fIoil Al= no bridge <1-

shutdown <1-255> bridge—forward E &= AIE5tc
255> HH S AL &L

Switch#
Switch# show spanning-tree

Spanning tree instance(s) does not exist

Switch# configure terminal
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Switch(config) Bridge 1 protocol vian-bridge
Switch(config) Bridge 1 spanning-tree enable
Switch(config)# interface Vlan100

Switch (config—if-Vlan100)#bridge—group 1
Switch(config)# exit

Switch# show running-config

!

bridge 1 protocol vlan—bridge

bridge 1 spanning—tree enable

!

Switch#

Switch# configure terminal
Switch(config)# bridge shutdown 1 bridge-forward
Switch(config)# no bridge 1
Switch(config)# exit

Switch# show running—config

[

|

Switch#

13.4.5. Configuring the Port Priority
MSHH spanning tree = ZEQ| priority 2 AFE6HM forwarding &EHS CIEHHIO|AE
. Hd HdeE QHHIOIAMNME =2 priority 9 2HE2 s, USH A

IﬁOHE S22 priority 2 gH(E2 £)8 &

o
A

g+ AH

IH
@3
nJ

ol

m
=

e v
ol
> J

T
foh
Ui IIJO,II

DE

™ @ o
O 1 s m

2= AL 2 E QU HOIA I 22 priority
FE QIE{HI Ol A S forwarding &EfZ 8t

un ¢

i (
, spanning tree = %2 CIE{HO
OIHHOIAS 2 block AlI2ILCH.

o X
[l

OIE{HIOI A 2| priority & & &3dleiH™, privileged EXEC 2ERH US2 UHE S HEICH

Command Purpose
Step1 configure terminal Global configuration 2= & &L
Stpe2 interface /interface—id HAE OIHHOIAE YAIGHH interface configuration &2
&S
RES QIHHOIA= 22l& CIHHIOIAR EE OEO0ICY.
Step3 spanning-tree OIE{HI Ol A S L E priority & & & &HC.
port—priority priority ® priority 2| Bfl= 0~ 240 AHOI2l 162 BH==0ICt. default=
128 OICt. ¥2 %It =2 priorityE 20I&tCt. R&St g2
0, 16, 32, 48, 64, 80, 96, 112, 128, 144, 160, 176, 192,
208, 2242 2400|Ct. 0 219 CIEZ E2 HE=L.
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Step4 exit privileged EXEC 2= HASIC}.

Step5 show spanning—tree 3 WSS &olstl).

Step6 copy running—config startup— | (&) & & E configuration IF 0l X &EHCH.
config

Ol HIOl A2l default 8822 S320oted™, interface configuration @& no spanning—tree priority
£ AEStLE Default Bridgedt Ot B2 0l= spanning-tree Al bridge <1-255> 2 AtZStLE.
Switch#show spanning-tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga5/3  Disb BLK 4 128.138 Shared

Switch # configure terminal

Switch(config)#int GigabitEthernet 5/3
Switch(config-if-Giga5/3)#spanning—tree port—priority 0
Switch(config-if—-Gigab/3)#exit

Switch # show spanning—tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga5/3 Disb BLK 4 0.138 Shared
Switch#configure terminal
Switch(config)#interface GigabitEthernet 5/3

Switch(config—if-Giga5/3)#no spanning—tree port—priority
Switch(config—if—-Giga5/3)#exit
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Switch#show spanning-tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga5/3  Disb BLK 4 128.138 Shared

Switch#

13.4.6. Configuring the Path Cost

spanning-tree 2| path cost 2 default g2 QI EHIOIAL £ FH Z2HEL BZIF MG
spanning tree = X E2| cost & AFE0IH forwarding &EHS| QIEHHIOIAE &2 F & E
CIHHIOIANE 22 cost &S, LIS0 HEHE QIHHOIAN= =& cost gtS Y& = UL
SE CIHHOIAIL &2 cost atE IHEICHH, spanning tree = L;-é% OIEHHOIA HSE
OIEHIOIAE forwarding &g 2= CHE AEHHIOIAE S block AIZILCE

Notice port group & AL path cost 2 g2 CIEHHIOIAS £E22H Z2HE £ gLk
2t2t0| Y] ELEJ N2 U2 HEE JHE £ QAU metA port group 0l
ol M= =S 22 path cost E E&™alAl At25tet

Ol HIOl A 2| path cost & &Gt ™, priviieged EXEC 2E2H G332 82 HELCH

Command Purpose
Step1 configure terminal Global configuration 2= 2 &I T},
Stpe?2 interface /nterface—id HAAE OIEHHOIAE HAIGHH interface configuration 2E2
&L
==& QHHOIA= Sel® QIHHOIAR ZE FO0ICH
Step3 spanning—tree path—cost cost | cost & & & &L},

2o} SM#}ES M forwarding &HEHS] LEE Z2HEHI| <ol
spanning tree = path cost & At&¢StCh. path cost gt

=5 1052 850 JtsE S 2018t

20l €=

® cost 2 HEHf= 1~200000000 OI|Ct. default g2
OIEHIOIAS MEE=Z22H Z2HECL
Step4 exit privileged EXEC 252 HASHC}.
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0z
00
o

50|

=

o

tCE.
£ configuration T Ol M &

Step5 show spanning—tree o
Step6 copy running—config startup— | (&
config

LK
)

B
x
0

Ct.

i

OIE{HIOl A2l default @822 23621 ™, interface configuration @& no spanning-tree path-
cost £ AtE8HCt. Default BridgeJt Ot 2 0l= spanning-tree CH&l bridge <1-255> 2 A& &t
Ct.

Switch#show spanning—tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Gigah/3 Disb BLK 4 128.138 Shared
Switch#configure terminal

Switch(config)#interface GigabitEthernet 5/3
Switch(config-if-Giga5/3)#spanning—tree path—cost 10
Switch(config—if-Gigah/3)#exit

Switch#show spanning—tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Gigah/3 Disb BLK 10 128.138 Shared
Switch#configure terminal
Switch(config)#interface GigabitEthernet 5/3

Switch(config—if-Giga5/3)#no spanning—tree path—cost
Switch(config—if-Giga5/3)#exit

246 U9200 Series User Guide

PETTAIR.




PON P

Switch#sh spanning-tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga5/3  Disb BLK 4 128.138 Shared

Switch#

13.4.7. Configuring the Switch Priority of a VLAN

A2t root ARAXIIE 2 JbsES =01J] fIoH AKX priority & HEE == UL

VLAN Ol CH&F AKXl priority & & &36t24 ™, privileged EXEC 2E2H OS2 ME =S HELCH

Command Purpose
Step1 configure terminal Global configuration 2= 2 &I L},
Step?2 spanning-—tree priority priority ® priority 2 Y= 0~61440 AHOI2l 40962 HH==0ILC}t.

default= 32768 OICH. ¥& =Y +=5 root ARXZ HEHE
ItsHd0l =Ch. S &8 priority g8t 4096, 8192, 12288,
16384, 20480, 24576, 28672, 32768, 36864, 40960,
45056, 49152, 53248, 573441t 61440 OICt. CtE gt=2

HEEC.
Step3 exit privileged EXEC 252 B1ZSHC},
Step4 show spanning 48 LSS =0elett.
Step5 copy running—config startup- | (&) &8 S configuration TF 0l X & &HCt

config

AL X2 default @822 S76td ™, global configuration @ & no spanning—tree priority ¥ &2
ArEZ3tet. . Default BridgeJt Ottl B2 0l= spanning-tree T4l bridge <1-255> 2 AtZ6tLE.
Switch#show spanning-tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768

U9200 Series User Guide 247




_PON

solution

/”/

Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga5/3  Disb BLK 4 128.138 Shared

Switch#
Switch#configure terminal

Switch(config)#spanning—tree priority 4096
Switch(config)#exit
Switch#show spanning—tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 4096
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 4096
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Gigab/3 Disb BLK 4 128.138 Shared
Switch#conf t

Switch(config)#no spanning—tree priority
Switch(config)#exit
Switch#show spanning—tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga5/3  Disb BLK 4 128.138 Shared
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Switch# |
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13.4.8. Configuring the Hello Time

hello time 2 HAS 22 M root AR XIJF 8&6H= configuration BPDU 2 D18 A&& &= ULt

hello time 2 A &dtHA ™, privileged EXEC 2E2H s 82 HELCH
Command Purpose
Step1 configure terminal Global configuration 2= 2 &I StCt.
Step2 spanning-tree hello-time hello time 2 root A<IXIJt configuration HIAIXIE M &6t=
seconds Z=J|0ICH Ol BIIAIKI= ARIXIDE &40t/UASS 2018+
» seconds 2| B<l= 1~10 OICt. default = 2 OIC.
Step3 exit privileged EXEC 252 B1H S},
Step4 show spanning—tree 48 LSS =0eletht.
Step5 copy running—config startup- | (&) &8 S configuration TF 0l X & &HCt
config

I X2l default @82 = =356t21 ™, global configuration @& no spanning—tree hello—-time &
= AFE3tet. Default Bridgedt Otdl AL 0l= spanning—tree CHA! bridge <1-255> = AFE St

o >

Switch#show spanning—tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga5/3  Disb BLK 4 128.138 Shared

Switch#
Switch#configure terminal

Switch(config)#spanning—tree hello—time 9
Switch(config)#exit
Switch#show spanning—tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 9 sec Max Age 20 sec Foward Delay 15 sec
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Bridge ID Priority 32768
Address  00077074ff01
Hello Time 9 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Gigab/3 Disb BLK 4 128.138 Shared
Switch#configure terminal

Switch(config)#no spanning—tree hello-time
Switch(config)#exit
Switch#show spanning—tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga5/3  Disb BLK 4 128.138 Shared

Switch#

13.4.9. Configuring the Forwarding-Delay Time for a VLAN

VLAN 2| forwarding—delay time S 2 &aot2d ™, privileged EXEC 2E2H LIS HAES HELH

Command Purpose
Step1 configure terminal Global configuration &2 &I &HCt
Step2 spanning-tree forward-time | forward delay = ZEDJI spanning-tree 2| listening &2
seconds learning &FEHOIA forwarding &EHZ &O0ISHD| ol JICHel=
AI2+0ICF.
® secconads 2 H 2= 4~30 OICt. default= 15 OILCY,
Step3 exit privileged EXEC 2&& HASIC.
Step4 show spanning—tree 4% 2= =0elstlt.
Step5 copy running—config startup- | (&) &8 S configuration TF 0l X &8tCt
config
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A default 2822 2325124 H, global configuration @& no spanning—tree forward—time
HH = AIE3tet. Default Bridgedt Ot 2L 0l= spanning-tree UI&! bridge <1-255> 2 AIE &t

Switch#show spanning-tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Gigah/3 Disb BLK 4 128.138 Shared
Switch#configure terminal

Switch(config)#spanning—tree forward—time 20
Switch(config)#exit
Switch#show spanning-tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 20 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 20 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Gigab/3 Disb BLK 4 128.138 Shared
Switch#configure terminal

Switch(config)#no spanning—tree forward-time
Switch(config)#exit
Switch#show spanning-tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
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This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Gigab/3 Disb BLK 4 128.138 Shared
Switch#
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13.4.10. Configuring the Maximum-Aging Time for a VLAN

maximum-aging time 2 & &3tei ™, privileged EXEC 2ERH U382 &S AHEICH
Command Purpose

Step1 configure terminal Global configuration 22 & &L

Step2 spanning—tree max—age maximum-aging time 2 &&%&tCt. maximum-—aging time 2
seconds ALXOF M7A2 St M0l spanning—tree 82 & &I6HA]

210 JICel= =ICH AI2+OICY.
® seconds 2| 8= 6~40 O|Ct. default= 20 OICt.

Step3 exit privileged EXEC 252 B1HSHC},

Step4 show spanning—tree 4% LSS &olstlt.

Step5 copy running—config startup— | (&) & &2 configuration Il X4 & StCt
config

A2 X9 default EH S Z E35kedH, global configuration @& no spanning—tree max—age & &
2 At&3tetl. Default BridgeJdt Ott! B 0l= spanning—tree CH&l bridge <1-255> 2 A& stL.
Switch#show spanning—tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Gigab/3 Disb BLK 4 128.138 Shared
Switch#configure terminal

Switch(config)#spanning-tree max—age 15
Switch(config)#exit
Switch#show spanning-tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 15 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
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Hello Time 2 sec Max Age 15 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Gigab/3 Disb BLK 4 128.138 Shared
Switch#configure terminal

Switch(config)#no spanning—tree max—age
Switch(config)#exit
Switch#show spanning—tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga5/3  Disb BLK 4 128.138 Shared

Switch#

13.4.11. Changing the Max-hops for switch
MSTP mode = max age 2t forward delay & A&Edl= A P2 TTL Y 22 9E2 6t= hop
count £ 0| Z8tHC}.

,4—’/

Command Purpose
Step1 configure terminal Global configuration 25 & &I &tC}.
Step2 Spanning—tree max—hops count A2IX2 max—hop 2 HA S
Step3 exit privileged EXEC 2= 2 HA ST
Step4 show running—config 23 Us=s =elstih
Step5 copy running-config startup—config (8H) 832 configuration I Ol X & StHCH.

Switch(config)#spanning—tree max—hops 10

Switch(config)#do show spa mst

#### MST1  vlans mapped:20,70

Bridge address 0007.70de.ad99 priority 32768 (32768 sysid 0)
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Root address 0007.709e.12fd priority 8000 (8000 sysid 0)
Regional Root this switch

Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 10

Interface Role Sts Cost Prio.Nbr Type
Gigah/3 Mstr FWD 20000 128.138 P2p
Gigah/4 Altn BLK 20000 128.139 P2p

Switch(config)#no spanning—tree max—hops

Switch(config)#do show spa mst

#### MST1  vlans mapped:20,70

Bridge address 0007.70de.ad99 priority 32768 (32768 sysid 0)
Root address 0007.709e.12fd priority 8000 (8000 sysid 0)
Regional Root this switch

Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20

Interface Role Sts Cost Prio.Nbr Type
Gigab/3 Mstr FWD 20000 128.138 P2p
Gigab/4 Altn BLK 20000 128.139 P2p

13.4.12. Changing the Spanning-Tree mode for switch

U9264 Series = STP, RSTP, MSTP mode € Xl&at) mode JI HaHXIH 2 E Bridge = Hall&l
mode & H & &1 disable &ElZ B ST
A2IX 2| spanning-tree 258 HAGIA M, privileged EXEC 2E2H LS A= HECL

,4—’/

Command Purpose

Step1 configure terminal Global configuration 25 & &I &L},
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Step2 spanning—tree mode {stp|rstp|mstp| | A X2 spanning-tree 2EE HAEHCI.
provider—mstp | provider-rstp|
stp—vlan—bridge | rstp—vlan—bridge}
Step3 exit privileged EXEC 2E2 HASIC}.
Step4 show running—config 23 WSS &olstit.
Step5 copy running—config startup—config (SH) &8 S configuration TFL 0l X & SHCH
Switch#show spanning—tree
Default Bridge up — Spanning Tree Enabled rstp—-vlan—-bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300
Interface Role Sts Cost Prio.Nbr Type
Gigab/3 Disb BLK 4 128.138 Shared
Switch#configure terminal
Switch(config)#spanning—tree mode stp—vlan—-bridge
Switch(config)#exit
Switch(config)#spanning—tree enable
Switch(config)#exit
Switch#show spanning-tree
Default Bridge up — Spanning Tree Enabled stp—vian—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300
Interface Role Sts Cost Prio.Nbr Type
Gigab/3 Disb DIS 4 128.138 Shared
Switch#configure terminal
Switch(config)#spanning-tree mode mstp
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Switch(config)#spanning—tree enable
Switch(config)#exit
Switch#show spanning—tree

Default Bridge up — Spanning Tree Enabled mstp
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga5/3  Disb BLK 20000  128.138 Shared

13.4.13. Configuring portfast for switch
Switch &
g 25D E bpdu E XtESHE A0

state & &M &t6t= 24 0ICH.

2 E port =0l bpdu—filter 2t bpdu—guard & &8 & £ UC. Bpdu—filter =
1, bpdu—guard = i port £ bpdu &

oY port

Al port £ block

Command Purpose
Step1 configure terminal Global configuration 2= 2 &I &HCt
Step2 spanning-tree 2 E port Ol portfast &2 M E&t
portfast
{bpdu-filter|bpdu—guard| }
Step3 exit privileged EXEC 252 H A ST},
Step4 show running—config 4% HE= =26t
Step5 copy running—config startup—config (8&) 83 configuration T 0l X & SHCH

Switch(config)#do show spa inter gi5/3

Default: Bridge up — Spanning Tree Enabled

Default: Root Path Cost 4 — Root Port 138 — Bridge Priority 32768
Default: Forward Delay 15 = Hello Time 2 — Max Age 20

Default: Root Id 80000007709e12fd

Default: Bridge Id 8000000770dead99

Default: last topology change Tue Jan 13 23:32:51 1970

0: 2 topology change(s) - last topology change Tue Jan 13 23:32:51 1970

Default: portfast bpdu—filter disabled
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Default: portfast bpdu—guard disabled
Default: portfast errdisable timeout disabled
Default: portfast errdisable timeout interval 300 sec
Gigab/3: Port 138 - Id 808a - Role Rootport — State Forwarding
Gigab/3: Designated Path Cost 0
Gigab/3: Configured Path Cost 4 — Add type Explicit ref count 1
Gigab/3: Designated Port Id 8001 — Priority 128 —
Gigab/3: Root 80000007709e12fd
Gigah/3: Designated Bridge 80000007709e12fd
Gigab/3: Message Age 0 — Max Age 20
Gigab/3: Hello Time 2 - Forward Delay 15
Gigab/3: Forward Timer 0 = Msg Age Timer 4 — Hello Timer 0 - topo change timer 0
Gigab/3: forward-transitions 1
Gigab/3: Version Rapid Spanning Tree Protocol — Received RSTP — Send RSTP
Gigah/3: No portfast configured — Current portfast off
Gigab/3: portfast bpdu—guard default - Current portfast bpdu—-guard off
Gigab/3: portfast bpdu-filter default — Current portfast bpdu—filter off
Gigab/3: no root guard configured — Current root guard off
Gigab/3: Configured Link Type point-to—point — Current point—-to—point

Switch(config)#spanning—tree portfast bpdu—filter

Switch(config)#do show spa inter gi5/3

Default: Bridge up — Spanning Tree Enabled

Default: Root Path Cost 4 — Root Port 138 — Bridge Priority 32768

Default: Forward Delay 15 — Hello Time 2 — Max Age 20

Default: Root Id 80000007709e12fd

Default: Bridge Id 8000000770dead99

Default: last topology change Tue Jan 13 23:32:51 1970

0: 2 topology change(s) - last topology change Tue Jan 13 23:32:51 1970

Default: portfast bpdu-filter enabled

Default: portfast bpdu—guard disabled

Default: portfast errdisable timeout disabled

Default: portfast errdisable timeout interval 300 sec
Gigah/3: Port 138 - Id 808a - Role Rootport — State Forwarding
Gigab/3: Designated Path Cost 0
Gigab/3: Configured Path Cost 4 — Add type Explicit ref count 1
Gigab/3: Designated Port Id 8001 — Priority 128 —
Gigah/3: Root 80000007709e12fd
Gigab/3: Designated Bridge 80000007709e12fd
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Gigab/3: Message Age 0 — Max Age 20

Gigah/3: Hello Time 2 — Forward Delay 15

Gigab/3: Forward Timer 0 — Msg Age Timer 4 — Hello Timer 0 - topo change timer 0
Gigab/3: forward—transitions 1

Gigah/3: Version Rapid Spanning Tree Protocol — Received RSTP — Send RSTP
Gigah/3: No portfast configured — Current portfast off

Gigab/3: portfast bpdu—guard default - Current portfast bpdu—-guard off

Gigab/3: portfast bpdu—filter default — Current portfast bpdu—filter on

Gigah/3: no root guard configured - Current root guard off

Gigab/3: Configured Link Type point—to—point — Current point—to—point

b Notice bpdu—-guard Lt bpdu-filter & & &5tJ| &0l portfast E HXH & F ol OF StCt.
13.4.14. Changing transmit-holdcount for switch
Maximum transmit rate(default : 3sec) S92 ME& £ U= BPOU 2 =E H&tst=dl 0l gt
transmit—holdcount 0l X & 8tCt. (default : 6)
Command Purpose
Step1 configure terminal Global configuration 22 & &tCt
Step?2 spanning-tree Transmit—holdcount £ H& &t
transmit—holdcount Ao/dcount
Step3 exit privileged EXEC 252 H A ST},
Step4 show running-config 23 Uss =elsthh
Step5 copy running—config startup—config | (&) && 2 configuration T+ 0l X & &HCt
#H### MST1  vlans mapped:70
Bridge address 0007.70de.ad99 priority 32768 (32768 sysid 0)
Root address 0007.709e.12fd priority 8000 (8000 sysid 0)

Regional Root this switch
Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20

Interface Role  Sts Cost Prio.Nbr Type

Gigab/3 Mstr FWD 20000 128.138 P2p

Gigab/4 Altn BLK 20000 128.139 P2p
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U9264H_112(config)#no spanning—tree transmit—holdcount
U9264H_112(config)#do show spa mst

#H### MST1  vlans mapped:70

Bridge address 0007.70de.ad99 priority 32768 (32768 sysid 0)
Root address 0007.709e.12fd priority 8000 (8000 sysid 0)
Regional Root this switch

Operational hello time 2, forward delay 15, max age 20, txholdcount 10
Configured hello time 2, forward delay 15, max age 20, max hops 20

Interface Role Sts Cost Prio.Nbr Type
Gigah/3 Mstr FWD 20000 128.138 P2p
Gigab/4 Altn BLK 20000 128.139 P2p

13.4.15. Changing Cisco-interoperability for switch
Cisco Bl A &8t BPDU = E& BPDU & specification O Xt0IJt QI tH=20 0l HE S&HO0|
U0 OF BtCH. (default : enable)

Command Purpose
Step1 configure terminal Global configuration 2= & &HCH
Step?2 spanning-tree cisco 22 S35t Jis RS &F 5

cisco—interoperability
{enable|disable}

Step3 exit privileged EXEC 252 H A S},
Step4 show running-config Hd3F WES &0olstit.
Step5 copy running—config startup—config (84) &3 configuration IHY 0l X & StHCE.

13.4.16. Configuring autoedge for port

g

I:tlfl:
= VUl —

ol
I
iz
0z
1]
I
$0
[

Port 0l & &= device Jt edge O/ X| OILXIE XtsS22

autoedge & A &GIHA M, privileged EXEC 2E2H US2 M= HELCH
Command Purpose

Step1 configure terminal Global configuration 2= 2 &I &HC}.

Step2 Interface interface—id HAg QIHHOIAE HAIGHH interface configuration &2
&S
S &8s OIHHOIA= 22l& QIHHOIAA ZE 1FO0ICH.

Step2 spanning—tree autoedge Port0l autoedgeE & & &tCt.

Step3 exit privileged EXEC 2E& HASHC}

U9200 Series User Guide 261




,,/

e —
Step4 show running—config 3 WSS &olstl).
Step5 copy running—config startup— | (&) & & E configuration IF 0l X & EHCH.
config

13.4.17. Configuring the Port as Edge Port

RSTP E AtEE [, EHe

=
ZEZ A0 22 H, 1 LE= forwarding &ElZ &0lat=0l 2 x Forward Time 0]

AEQ HAZE ZEN oM edge port & &SI, Ot ZE

£ edge

2R e 0

b Notice chatn S ZEN oAM= BHSAl edge port 2 AXGHOE 8HCH

JgX

|
, UERZS STP &0 Hatot 2dg [ &0l A& LES STP

EEE edge port & &AGIAH, privileged EXEC 2ERH 22 WA 2 HELC):

Command Purpose
Step1 configure terminal Global configuration 2& 2 &I 5HCt
Step2 Interface interface—id A OIHHOIAE HAIGHH interface configuration Z&E 2
& StCt
=758 AHHOIAE SelX AHHIOI AR XE F0ICH
Step2 spanning—tree edgeport L EE edge portZ A& stCE.
Step3 exit privileged EXEC 2= & HASHC.
Step4 show running—config A3 WSS oIt
Step5 copy running—config startup— | (&) & &2 configuration I Ol X & &tHC.
config
ARIXI2 default #8222 =-06tH™, interface configuration @& no spanning—tree edgeport
HH S ArE0dtet.

Switch#show spanning-tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type
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Gigab/3 Disb BLK 4 128.138 Shared
Switch#configure terminal

Switch(config)#interface GigabitEthernet 5/3
Switch(config—if-Giga5/3)#spanning—tree edgeport
Switch(config-if—-Giga5/3)#exit

Switch#show spanning—tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Gigah/3 Disb BLK 4 128.138 Shared edge port
Switch#configure terminal

Switch(config)#interface GigabitEthernet 5/3
Switch(config-if-Giga5/3)#no spanning—tree edgeport
Switch(config-if—-Gigab/3)#exit

Switch#show spanning—tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Gigab/3  Disb BLK 4 128.138 Shared

Switch#
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13.4.18. Specifying the Link Type to Ensure Rapid Transitions

ZEE [E EZE2 point-to—-point @ 3& HZSHCH

2

, 22 L E = designated ZEDJF S0

J2XHO 2 link—-type & CIEHHOIAC duplex 201 2ol Z2&=IC}: full-duplex EE = point-to-
2EEE0 S22l®E 22 point-to—point 2

point H&Z 2t 10; half-duplex 2E= 28 d&E=
Al ARIXICS ZLES HZEE half-duplex @ 3E JHAI LD UCHH, link—type 2| default &&= HE
o2 M forwarding AEH22] WHE A OIE JlsolH & == QUL
Notice port group 2| B duplex EEZ2RH 3o EFE &HE = GQICH 2249
Y ZEJ MZ ChE duplex 2E2 Jt&E %= QUCH TetM port group O

Hotlhe =522 &0 SFRE €8N AtEotet.

default link—type & B &35t ™H, privileged EXEC 2EUHANEER OS2 A= HEICH

Command Purpose
Step1 configure terminal Global configuration &2 &I &tCt.
Stpe?2 interface /interface—id HAE OIHHOIAE HAIGHH interface configuration 2&2
& StCt
Stpe3 spanning—tree link—type point— | ZE2| &3 &EFE point-to—point 2 & & &tC}.
to—point
Step4 exit privileged EXEC &2 HZ ST
Step5 show running—-config 4% LHE2 &olstlt.
Step6 copy running—config startup— | (&) & &2 configuration Il X4 & StCt
config

default #3822 S36tHA ™, interface configuration @& no spanning-tree link—-type Z &= At
=30y

13.4.19. Configuring force-version for port

STP compatibility £ </ oif RSTP Lt MSTP = port 0l version 2 & &35t o & version 2| STP mode
Z ASoEE g+ UL
Port Oll force—version 2 &&adtei™, privileged EXEC 2E2H U229 8= AR
Command Purpose
Step1 configure terminal Global configuration 2& 2 &I &tCt.
Step2 Interface interface—id HAg QIHHOIAE HAIGHH interface configuration &2
& SHCt
2 &8t AHHOIA= S2lA AHHOIAL LE T)F0IC.
Step2 spanning—tree  force—version | L E 0| force-version2 & & &tC}.
version (0: STP, 2 : RSTP, 3 : MSTP)
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Step3 exit privileged EXEC 2E2 HASH},
Step4 show running—config 3 WSS &olstl).
Step5 copy running—config startup— | (S&) €& S configuration TFL 0l X & stCH
config

Default: Bridge up — Spanning Tree Enabled

Default: Root Path Cost 4 — Root Port 138 — Bridge Priority 32768

Default: Forward Delay 15 — Hello Time 2 — Max Age 20

Default: Root Id 80000007709e12fd

Default: Bridge Id 8000000770dead99

Default: last topology change Wed Jan 14 12:07:59 1970

0: 2 topology change(s) - last topology change Wed Jan 14 12:07:59 1970

Default: portfast bpdu—filter disabled
Default: portfast bpdu—guard disabled
Default: portfast errdisable timeout disabled
Default: portfast errdisable timeout interval 300 sec
Gigab/3: Port 138 — Id 808a — Role Rootport — State Forwarding
Gigab/3: Designated Path Cost 0
Gigah/3: Configured Path Cost 4 — Add type Explicit ref count 1
Gigab/3: Designated Port Id 8001 — Priority 128 —
Gigabh/3: Root 80000007709e12fd
Gigab/3: Designated Bridge 80000007709e12fd
Gigab/3: Message Age 0 — Max Age 20
Gigab/3: Hello Time 2 - Forward Delay 15
Gigab/3: Forward Timer 0 — Msg Age Timer 5 — Hello Timer 0 — topo change timer 0
Gigab/3: forward—transitions 1
Gigab/3: Version Rapid Spanning Tree Protocol — Received RSTP — Send RSTP
Gigah/3: No portfast configured — Current portfast off
Gigab/3: portfast bpdu—guard default — Current portfast bpdu—-guard off
Gigab/3: portfast bpdu—filter default — Current portfast bpdu—filter off
Gigab/3: no root guard configured - Current root guard off
Gigah/3: Configured Link Type point-to—point — Current point—-to—point

Switch(config)#inter gi5/3
Switch(config-if-Giga5/3)#spanning-tree force-version 0
Switch(config-if-Giga5/3)#do show spa inter gi5/3

Default: Bridge up — Spanning Tree Enabled

Default: Root Path Cost 4 — Root Port 139 — Bridge Priority 32768
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Default: Forward Delay 15 — Hello Time 2 — Max Age 20

Default: Root Id 80000007709e12fd

Default: Bridge Id 8000000770dead99

Default: last topology change Wed Jan 14 12:09:00 1970

0: 3 topology change(s) - last topology change Wed Jan 14 12:09:00 1970

Default: portfast bpdu—filter disabled

Default: portfast bpdu—guard disabled

Default: portfast errdisable timeout disabled

Default: portfast errdisable timeout interval 300 sec
Gigab/3: Port 138 - Id 808a - Role Designated — State Discarding
Gigab/3: Designated Path Cost 4
Gigab/3: Configured Path Cost 4 — Add type Explicit ref count 1
Gigab/3: Designated Port Id 808a — Priority 128 -
Gigab/3: Root 80000007709e12fd
Gigab/3: Designated Bridge 8000000770dead99
Gigab/3: Message Age 1 — Max Age 20
Gigab/3: Hello Time 2 — Forward Delay 15
Gigah/3: Forward Timer 14 — Msg Age Timer 0 — Hello Timer 0 - topo change timer 34
Gigab/3: forward-transitions 1
Gigab/3: Version Spanning Tree Protocol - Received None — Send STP
Gigab/3: No portfast configured — Current portfast off
Gigah/3: portfast bpdu—guard default - Current portfast bpdu—-guard off
Gigah/3: portfast bpdu—filter default — Current portfast bpdu—filter off
Gigab/3: no root guard configured - Current root guard off
Gigab/3: Configured Link Type point-to—point — Current point—to—point

13.4.20. Configuring root guard for port

SHY port 2 HZ &0 = Switch It root switch Jt &l = 22 2 XI5t= J1=0ICt. Root guard Ot & &
E JA2H™, superior BPDU Jt M & HE P AISHCH MSTP 0l A Bt HZ &L

Port 0fl root guard € & a6td™, privileged EXEC 2ERH U322 UHE 2 HEILCH

Command Purpose
Step1 configure terminal Global configuration &2 &2 &tC}.
Step2 Interface interface—id d&8g AHHOIAE FAIGHH interface configuration 252
& StCt
7E8 IHHOIAE Seld IHHIOIAR ZE OF0ICH
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Step2 spanning—tree guard root ZE0l root guardE & & SHCY.

Step3 exit privileged EXEC 2= B1HSHCY,

Step4 show running-config A% LHE= &olstlt.

Step5 copy running—config startup- | (&) && S configuration TF 0l X & &HCtH
config

Gigab/3 of MST1isRootport Forwarding

Edge port: no (default)  port guard : none (default)
Link type: point—to—point (auto) bpdu filter :disable  (disable)
bpdu guard:disable (disable)

Bpdus send 0
Instance Role Sts Cost Prio.Nbr Vlans mapped

1 Root FWD 20000  128.138

70

%

Switch#con t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#inter gi5/3
Switch(config-if-Giga5/3)#spanning—tree guard root
Switch(config-if-Giga5/3)#do show spa mst inter gi5/3
Gigab/3 of MST1isDesignated root-inconsistent

Edge port: no (default)  port guard : root (root)
Link type: point—to—point (auto) bpdu filter :disable  (disable)
bpdu guard:disable (disable)

Bpdus send 0
Instance Role Sts Cost Prio.Nbr Vlans mapped

1 Desg RIT 20000  128.138

13.4.21. Configuring hello-time for port

.
]

Switch €2 &5t= hello-time 2 port 22 &3
Xl elot 0= switch & & & 8 1t S LotHCY.

2= QUL 22 2 interface mode £ &

13.4.22. Configuring portfast for port
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Switch & £ portfast £ por
= switch 2| & & &t S otLt.

ot 82 8AE £ QUL Y'Y 2 interface mode £ &&= = MdtD

13.4.23. Configuring transmit-holdcount for port
Switch & £ transmit-holdcount £ port 22 & & = QUL Y& 2 interface mode & M YeH= &
£ M2I5t &= switch o) 8 &Y S StHL

13.4.24. Configuring restricted-role for port

MSTP mode 0l M o & port It root port Ot &l X| 25t&=F dt= JI1s0IC}.
L EE restricted-role 2 & &atH ™, privileged EXEC 2E2H O32 82 HELCH
Command Purpose
Step1 configure terminal Global configuration 2= 2 &I &tCt,
Step2 Interface interface—id HHE OIHHOIAZE HAIGHH interface configuration 2&&
& BHCY,
756t QIHHOI A= Seld IHHOIA R ZLE EO0IC
Step2 spanning—tree restricted-role ILE E restricted-role2 & & &L},
Step3 exit privileged EXEC 2E2 HZASICY,
Step4 show running—config 3 Uss =lstih
Step5 copy running—config startup— | (&) €& & configuration Tt 0l & SHCE
config

U9264H_112(config)#inter gi5/3
U9264H_112(config—if-Giga5/3)#spanning—-tree restricted-role
U9264H_112(config—if-Giga5/3)#do show spa

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  0007709e12fd
Cost 4
Port 139 (Gigah/4)
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  000770dead99
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type
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Giga5/3 Altn BLK 4 128.138 P2p
Gigab/4 Root FWD 4 128.139 P2p

U9264H_112(config—if—-Giga5/3)#no spanning—tree restricted—role
U9264H_112(config—if-Giga5/3)#do show spa

Root ID  Priority 32768
Address  0007709e12fd
Cost 20000
Port 138 (Giga5/3)
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address 000770dead99

Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga5/3 Root FWD 4  128.138 P2p
Gigab/4 Altn BLK 4 128.139 P2p

13.4.25. Configuring restricted-tcn for port

ol & port Jt tcn BPDU € 2HX| RotES &8

A
!

= ULt

HEEE restricted-role & #3835t ™, privileged EXEC 2EFH U352 UE

o
¥
a]]
Q

Command Purpose

Step1 configure terminal Global configuration 2= &2 &I &tCt.

Step2 Interface interface—id S g QIHHIOIAZE HAIGHH interface configuration &2
&St
S &8 QHHOIAE S2lE IHHO0IAR ZE FO0IC.

Step2 spanning—tree restricted-tcn L EE restricted-tcn2 & & &tCt.

Step3 exit privileged EXEC 2& & HHSIC.
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Step4 show running—config 23 WSS &olstit.
Step5 copy running—config startup— | (S&) & &S configuration TFL 0l X & SHCH
config
root
bP - BL
E’ DP
X -
S Restricted-tcn s3

& 13-7. restricted-tcn
13.5. Configuring MSTP Features
0l Z0lAM= multiple spanning—tree(MSTP)E & Xol= &H 0l CHoll A HSHCH MSTP 9 AR
instance &2 spanning-tree Jt 4 &J| HEZ0 instance € M&dt12 HII0l VLAN & Z&
Al2l= 2210 STP LE RSTP 2 20| hello time, port priority S &&odle 8222 UH L

13.5.1. Instance M4 % VLAN HZ

Instance & MAGtD HII0 VLAN & 20| Rl A= privileged EXEC 2EUHMRH G329 HES

HECH
Command Purpose

Step1 configure terminal Global configuration 2 XISHCY.

Stpe?2 Spanning—tree mst | Instance £ MAsGtD vian I} H2ZAII|I|l K mst
configuration configuration 2= 2 &I &L},

Stped instance instance—id vlan vian— | Instance id & #&3dt0 GI10ll vian—id 0l /= vian & Z & Al
ia 21CH

Step4 exit Global configuration 2= 2 &I &tCt

Step5 interface /interface—id HEg AIHHIOIAE YAIGHY interface configuration 252

&L

Step6 Spanning-tree instance | Instance Ol Y ZEE E=0
instance—id
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Step7 exit privileged EXEC 2E2 #H&H
Step8 show running—config 3 WSS &olstlt.
Step9 copy running—config startup— | (&) 2& S configuration I 0l X
config
MAG N U= instance E A HE R0 = no instance /nstance—id @B 2 AIE36t2t.

Switch#show spanning—tree mst configuration

name [Default]
Revision 0 Instances configured 0

% Instance VLAN
% 0: 2-3, 100
Switch#configure terminal

Switch(config)#spanning—tree mst configuration
Switch(config—-mst)#instance 1 vlan 2

Switch(config)#interface GigabitEthernet 5/3
Switch(config—if—-Giga5/3)#spanning—tree instance 1
Switch(config-if-Giga5/3)#exit

Switch#show spanning—tree mst configuration

(

(
Switch(config—mst)#exit

(

(

name [Default]
Revision 0 Instances configured 0

% Instance VLAN

% 0 3, 100

% 1: 2

Switch# configure terminal

Switch(config)#spanning—tree mst configuration
Switch(config—mst)#no instance 1 vlan 2
Switch(config—mst)#exit

Switch#show spanning—tree mst configuration
name [Default]

Revision 0  Instances configured 0

% Instance VLAN
% 0: 2-3, 100
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Switch#

13.5.2. instance and port configuration

MSTP Ol = 2 instance OtCt spanning-tree Jt &6t =20l instance & 2 priority £ & & &t
Ch. OIM A2 El= EE N & STP, RSTP UM AtE X = BE U0l instance It 20 A AFZ EICH.

Instance Ofl priority & & &3tJ| o A= privileged EXEC SEWARH TS HEE ARCH

Command Purpose
Step1 configure terminal Global configuration &2 &2 &tC}.
Stpe2 Spanning-tree instance | Instance Ofl priority & & & &tCt
instance—id priority priority
Step3 exit privileged EXEC &2 HZ ST
Step4 show running—config 4% LHE2 &olstlt.
Step5 copy running-config startup- | (&) && 2 configuration TF 0l X & &tCH.
config
default gt2 2 =+6tH ™ no spanning—tree instance /nstance—id priority @& & AtE &L

Switch#show spanning—tree mst

#### MST1  vlans mapped:2

Bridge address 0007.7074.ff01 priority 32768 (32768 sysid 0)
Root this switch for the CIST

Regional Root this switch

Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20
Interface Role Sts Cost Prio.Nbr Type

Gigab/3 Disb BLK 20000  128.138 Shared

Switch#configure terminal

Switch(config)#spanning-tree instance 1 priority 4096
Switch(config)#exit

Switch#show spanning—tree mst

#### MST1  vlans mapped:2

Bridge address 0007.7074.ff01 priority =~ 4096 (4096 sysid 0)
Root this switch for the CIST

Regional Root this switch

Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20
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Interface Role Sts Cost Prio.Nbr Type

Gigab/3 Disb BLK 20000  128.138 Shared

Switch#

0t&IHXI 2 instance instance—id Ot =t € CF.
A oted™ privileged EXEC 2E0HASH CIS29 A S HEIL

port Ol &8t &&8&
=
=

port 2| priority gt

Command Purpose
Step1 configure terminal Global configuration 2& 2 &I 5HCt
Stpe2 interface /interface—id AHAE OIHHIOIAE YAIGHY interface configuration 25 &
& StCt
Step3 Spanning-tree instance | port Ol priority & & & &tCt
instance—id priority priority
Step4 exit privileged EXEC 258 HASHC}.
Step5 show running—config 2F =S =0QIsth.
Step6 copy running—config startup- | (&) & &2 configuration I+ 0l X & &L},
config

default gt2 & =73t ™ no spanning-tree instance /nstance—id priority S &2 AtE8HC}.

Switch#show spanning—tree mst

#### MST1  vlans mapped:2

Bridge address 0007.7074.ff01 priority 32768 (32768 sysid 0)
Root this switch for the CIST

Regional Root this switch

Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20

Interface Role  Sts Cost Prio.Nbr Type

Gigab/3 Disb BLK 20000  128.138 Shared

Switch#configure terminal

Switch(config)#interface GigabitEthernet 5/3
Switch(config—if—-Giga5/3)#spanning—tree instance 1 priority 0
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Switch(config-if-Giga5/3)#exit

Switch#show spanning—tree mst

#### MST1  vlans mapped:2

Bridge address 0007.7074.ff01 priority 32768 (32768 sysid 0)
Root this switch for the CIST

Regional Root this switch

Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20

Interface Role  Sts Cost Prio.Nbr Type

Gigab/3 Disb BLK 20000 0.138 Shared

Switch#configure terminal

Switch(config)#interface GigabitEthernet 5/3
Switch(config—if-Giga5/3)#no spanning—tree instance 1 priority
Switch(config-if-Giga5/3)#exit

Switch#show spanning—tree mst

#### MST1  vlans mapped:2

Bridge address 0007.7074.ff01 priority 32768 (32768 sysid 0)
Root this switch for the CIST

Regional Root this switch

Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20
Interface Role Sts Cost Prio.Nbr Type

Gigab/3 Disb BLK 20000  128.138 Shared

Switch#

port 2| path cost g8fS 2 &at2d™ privileged EXEC 2ENAMEEH CIS2 &S HRICH

Command Purpose
Step1 configure terminal Global configuration &2 &2 &tC}.
Stpe2 interface interface—id d&8g CIHHIOIAE FAIGHH interface configuration 2E2
& StCt
Step3 Spanning—tree instance | port 0l path cost & & & &tCt
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instance—id path—cost path-
cost

Step4 exit privileged EXEC 2E2 HZH S

Step5 show running—config A% 8= &olstlt.

Step6 copy running—config startup- | (&) && 2 configuration T+ 0l X & &HCH,
config

default gt2 & =236+ ™ no spanning-tree instance /nstance—id path—cost @& = AIE&tCI.

Switch#show spanning—tree mst

#### MST1  vlans mapped:2

Bridge address 0007.7074.ff01 priority 32768 (32768 sysid 0)
Root this switch for the CIST

Regional Root this switch

Operational hello time 2, forward delay 15, max age 20, txholdcount 6

Configured hello time 2, forward delay 15, max age 20, max hops 20

Interface Role  Sts Cost Prio.Nbr Type

Gigab/3 Disb BLK 20000  128.138 Shared

Switch#configure terminal

Switch(config)#interface GigabitEthernet 5/3
Switch(config-if-Giga5/3)#spanning—tree instance 1 path—cost 1
Switch(config-if-Giga5/3)#exit

Switch#show spanning-tree mst

#H### MST1  vlians mapped:2

Bridge address 0007.7074.ff01 priority 32768 (32768 sysid 0)
Root this switch for the CIST

Regional Root this switch

Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20
Interface Role Sts Cost Prio.Nbr Type

Gigab/3 Disb BLK 1 128.138 Shared

Switch#configure terminal

Switch(config)#interface GigabitEthernet 5/3
Switch(config—if—-Giga5/3)#no spanning—tree instance 1 path—cost
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Switch(config-if-Giga5/3)#exit

Switch#show spanning—tree mst

#### MST1  vlans mapped:2

Bridge address 0007.7074.ff01 priority 32768 (32768 sysid 0)
Root this switch for the CIST

Regional Root this switch

Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20

Interface Role  Sts Cost Prio.Nbr Type

Gigab/3 Disb BLK 20000 128.138 Shared

Switch#

Notice MSTP OlAM instance 2 port 0l &8 2 3dtJ| fIoiAl= instance &0 HXN
0l=0{ MOk StC}.

13.5.3. Setting region and revision number for MST
s2st MST Ol =Mot= Switch 2 s28t MST configuration 2 S XIali0F StCh. Region 2
revision number = MST configuration Hl &&= gt=0|C}.

Region 1t revision number E & &6tHA ™ privileged EXEC ZE0HAMRH CIS2 82 HEILCH

Command Purpose

Step1 configure terminal Global configuration 2= 2 &I &HCH

Stpe2 spanning-tree mst | mst configuration 2= & & SHCH
configuration

Step3 Region NAME Region name 2 & & &tCt.

Step4 Revision number Revision number € & & &tL}.

Step5 exit privileged EXEC 2 B S,

Step6 show running—config g8 HSS Seletht.

Step7 copy running—config startup- | (&) && 2 configuration T+ 0l X & &HCH.
config

name [Default]
Revision 0 Instances configured 2
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Instance VLAN
0 1-69, 71-4000

70
SWITCH(config—mst)#region TEST
SWITCH(config—mst)#revision 100
SWITCH(config—mst)#do show spa mst conf
name [TEST]
Revision 100 Instances configured 2

Instance VLAN

0 1-69, 71-4000
70

13.5.4. Pathcost for MSTP
MSTP Ol Al 2 Path cost 2+2 0F2H 2 2101 HAITI0f QUCH

speed Path cost
10M 2000000
100M 200000
1G 20000
10G 2000

13.6. Displaying the Spanning-Tree Status

spanning-tree A EIE X 3ot H, TS ZE0l HAIE privileged EXEC HE & GtLIE AtE0dtet
Command Purpose

show spanning-tree HA CIEH HOI ALl spanning-tree &2 E & &tCt.

show spanning-tree interface /interface—id | S& CIE H 0l A 2| spanning-tree 8 E2E &= &tCt.

show spanning—-tree detalil ZE MEHE THMIGHA 20 =L

privileged EXEC Y& show spanning-tree E&2l &g IIKRE0N 28t 2= command
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referenceE & 110t2t.
Switch#show spanning—tree

Default Bridge up — Spanning Tree Enabled rstp—vlan—bridge
Root ID  Priority 32768
Address  00077074ff01
This bridge is the root
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec

Bridge ID Priority 32768
Address  00077074ff01
Hello Time 2 sec Max Age 20 sec Foward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Giga5/3  Disb BLK 4 128.138 Shared

Switch#show spanning—tree interface gi5/3

% Default: Bridge up — Spanning Tree Enabled

% Default: Root Path Cost 0 — Root Port 0 — Bridge Priority 32768

% Default: Forward Delay 15 — Hello Time 2 — Max Age 20

% Default: Root |d 800000077074ff01

% Default: Bridge Id 800000077074ff01

% Default: last topology change Thu Jan 1 00:00:00 1970

% 0: 0 topology change(s) - last topology change Thu Jan 1 00:00:00 1970

% Default: portfast bpdu—filter disabled

% Default: portfast bpdu—guard disabled

% Default: portfast errdisable timeout disabled

% Default: portfast errdisable timeout interval 300 sec

% Gigab/3: Port 138 — Id 8263 - Role Disabled — State Discarding
% Gigab/3: Designated Path Cost 0

% Gigab/3: Configured Path Cost 4 - Add type Explicit ref count 1
% Gigab/3: Designated Port |d 0 - Priority 128 -

% Gigab/3: Root 000000077074ff01

% Gigab/3: Designated Bridge 000000077074ff01

% Gigab/3: Message Age 0 — Max Age 0

% Gigab/3: Hello Time 0 — Forward Delay 0

% Gigab/3: Forward Timer 0 — Msg Age Timer 0 — Hello Timer 0 — topo change timer 0
% Gigab/3: forward-transitions 0
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% Gigab/3: Version Rapid Spanning Tree Protocol — Received None — Sexit STP
% Gigab/3: No portfast configured — Current portfast off

% Gigab/3: portfast bpdu—guard default — Current portfast bpdu—guard off

% Gigab/3: portfast bpdu—filter default — Current portfast bpdu—filter off

% Gigab/3: no root guard configured - Current root guard off

% Gigab/3: Configured Link Type point—to—point — Current shared

%

%

Switch#show spanning—tree detalil

Defaultis executing the rstp-vlan-bridgecompatible Spanning Tree protocol
Bridge Identifier has priority 8000 address 00077074ff01
Configured hello time 2, max age 20, forward delay 15
We are the root of the spanning tree
Topology change flag not set, detected flagnot set
Number of topology changes 0 last change occurred Thu Jan 1 00:00:00 1970
Times: hold 6, topology change 0, notification 5
hello 2, max age 20, forward delay 15
Timers: hello 0, topology change?25, notification 0, aging 300
Port 138 (Giga5/3)of Default is Discarding
Port path cost 0 Port priority 128 ,128.138.
Designated root has priority 1280, address 0007.7074.ff01
Designated bridge has priority 8000, address 0007.7074.ff01
Designated port id is 0, designated path cost 4 Hello is not pending
Number of transitions to forwarding state: 0
Link type is Shared

BPDU: sent O
Switch#
b Notice MSTP Ol Al “show spanning—-tree interface IFNAME” & & &S6HXA 2 =Ch

13.7. Configuring Bridge MAC Forwarding

Layer 2 Ol Y (Ethernet) WERAII HANOZ SHGHAH ZY AU U= MAC =AE MAC
address table 0l U= =42 HIWHAM HE interface & & Sol0F SHCH 12401 {0l A= Bridge
2| MAC address table 0] & 0| SOk at2 0= MAC learning Ol2t &'Ct. MAC learning & & H|

ol S0i2 2SS BAMlA £&8ote S5 -0 22/t 2 E g8otse 88 -0l UCH

o= o =S 0or

02
o

MAC learing 2 dtJ| fIai Al Config 2EWHM S HE 2 = Ct
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Command Purpose

spanning—tree acquire Default Bridge &I MAC learning 2 S& 22 ot=5 & & &L
(default 2 enable Tl 0{UCH)

no spanning—tree acquire Default Bridge 21 MAC learning € S& 22 oKl &S
A A B}

bridge <1-255> acquire Default Bridge 7t Ot:l Bridge 21 MAC learning 2 S&2 2
5t = H X5 (default 2 enable Tl 0{QUCH

no bridge <1-255> acquire Default Bridge 2t Ot:!l Bridge 2| MAC learning 2 X222
OtXl &5 8 FEH

mac—-address—table static MAC oY Bridge 0l MAC =AE IFNAME interface 2 forwarding

(forward|discard) IFNAME 8t AUt discard &tCH

no mac-address—table static MAC MAC =40l o &ot= forwarding entry £ A Ml &tHCH

(forward|discard) IFNAME

Default Bridge Jt Ot & 2 0l= bridge <1-255> mac-address—-table static MAC
(forward|discard) IFNAME 2@ &S Al &L

CIS2 3222 MAC learing S ot= 0IAIO|C.

Switch#configure terminal

Switch(config)#mac—address—table static 1111.1111.1111 forward gi5/3
Switch(config)#exit

Switch#show mac—-address—table

vlan mac address  type  fwd ports
—————— T s St
1 111111111111 static 1 Gi5/3
Switch(config)#no mac—address—table static 1111.1111.1111 forward gi5/3
Switch(config)#exit
Switch#show mac-address—table
vlan mac address type  fwd ports
—————— -
No entries present.
Switch#

U9264 series = MAC address table Ol A S&Ql entry @t & entry E & HIcte 882 & &=
Ct.

Command Purpose

clear mac—address—table oS Bridge Ol &, &, multicast MAC =2 entry £
(dynamic|multicast|static) AFRIEHCY.
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clear mac—address—table

(static| multicast| dynamic)

(address MACADDR | interface IFNAME |
vlan VID)

oY Bridge 0IA= Vian OlILL =2c2IA
multicast MAC =4 entry £ 2t HMISHCE.

ZTEQ|

0
1
Om
1

Default Bridge J} Ot H<L0l= clear mac—address—table (dynamic|multicast|static) (address
MACADDR | interface IFNAME | vian VID) bridge <1-255> 2 &S A&t}

OS2 & MAC =2 entry € A HISl= OIAIOICE.

Switch#show mac—address—table

vlan mac address type fwd ports
—————— T R

T 1111.1111.1111  static 1 Gi5/3

Switch#clear mac—address—table static
Switch#show mac—address—table

vlan mac address type fwd ports
—————— e ————

No entries present.
Switch#
MAC =2 entry E 23| otJ| ®lol T3 22 HE 2 Exec 2E0M =3 SHCH
Command Purpose
show mac—address—table MAC address table 82 E 20 =C}.
show mac—address—table MAC address table 825 A, S&, multicast, vlan Ol

(static|dynamic|multicast|) vlan <1-4094>

CHol A 2=

show mac—address—table count (module | MAC address table OIAl & S& multicast =42 WS

<1-6> | vlan <1-4094> |) BHECH

13.8. Self-loop Detection

XAl M&8 A0l & =0 @E A2 2 Xot=E self-loop 2A Jls2 &Adols YWEH=

&Y St
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13.8.1. Understanding Self-loop Detection

0
HU
S
.
=
ol
bal
B2
s}
H1
=
Im
1
L
4
0x
=)
cC
>
1
bl
=2
e
Y
rn
=
=)
I
10

Aol AQIXI0 Ol
SOl ek loop JF &

0z
]
I+
0
O

2 ®& 0| Al 1 EEZ SISOIRS O, 013 &S self-loop

ARXIOF Kbl & ZE
=2 self-loop O 24 st SHH 0 CHSH 0l MO Ch.

Olct 8tCt. T2 I8
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2 13-8. self-loop & &H

'+

JSE0HA S hub ALOION Ol Z=20 28t loop Ol EXHEICE. STP It 43t &X 22 AEH0ID]
=20l hub ALOI2l loop 2 MIAHEZ X R0 network 2 2 HE S =ciohdl =L 0 3 ARIXIJt
LE PA E Sofft 858 22 TAl PAZ =4I T |0l self-loop Z Xl JIs0l 24350

o 10

ai

|>
40
>

UCHH, ZE PA 0 self-loop 0 Ull= HS 2XotD ZE PA E MUIA SJls AEH
(Administrative disable)2 StE0 AQXIQ LE PA S HACX L2 U2 HEKIAE ESotH
St ZE PAO HZE HHI2 WERIW XSl loop 2 SMEICHUIER QWA 2& S loop 2

HMAE st STP E ALEdtel).

13.8.2. Configuring Self-loop Detection

=] =3]
==

0l 20iM= A0l self-loop 2l JIsS £&at

rr

o
iz
02
o
[wl

® Enabling Self-loop Detection
® Changing The Service Status of Port

13.8.2.1. Enabling Self-loop Detection

Self-loop 2 Xl JIs2 ARXS 2 ZLE 2 J|s2 4310t JIsalCh L= Port 2 range &1 &4
AEHHIAM & 2430 Dt solCt. default = self-loop 24Xl JIs0| HIZ24 3 &0 QUL

Self-loop 2 Xl JIs0| &4d3 & = 0 JIs0l 25t port It shutdown AEHIF &1 & E limit
time Ol Xt & XSS Z no shutdown &EHZ HFRCH Limit time 2 default 2t 5 £0|2
SAZ 0 26 1440 DX NEE £ UCH 022 HHGIH =522 no shutdown a2l &K
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port Jt shutdown &EiE U=CH.

,4—’/

b Notice P8600 Ol = JIE2 SLD 2t= CIE2 XA Self-loop 2 Xl ot 12X ot= 2 E
Jb &8t vian 0l self-loop—detection 2 243t & 0|= 0 & Xl Self- Ioop
2 Xl 3t X o= ZE Wl self-loop—detection 2 &4 3taliOF SLD JF &
ANOoZ Z& St

Self-loop 24Xl Jls2 43 ot ™ privileged EXEC 2EUHARH G322l &2 AHEICH
Command Purpose
Step1 Configure terminal Global configuration 2= 2 &I SHCH
Step2 interface vian—-name Slef-loop 2 Z 11Xt &t= ZEJL &8t vlan
Step3 self-loop—detection i vian 0l Self-loop 22Xl JIsS &4 3} St
Step4 interface /interface-name Interface configuration 2= 2 & 2 §HCH
Step5a self-loop—detection Self-loop ZX Jls2 €43 StCt. Self loop Ol 2IdH
shutdown & & 5 minutes 20l AtS 22 no shutdown &tCt.
Step5b self-loop—detection limit_time | Self-loop ZX Jls2 &43 sl Self loop O 2fdH
<0-1440> shutdown & Z&E minutes 0l AF S22 no shutdown
5HCY.
Step6 exit privileged EXEC 252 B1H S},
Step7a show running-config 48 WSS =0eletht.
Step7b show self-loop—detection Self-loop & & WHE = &I
Step7c show loop—detect Self-loop &8 LHES &QISHL.
Step8 copy running—config startup— | (&) & & & configuration Tt 0l X & SHCE.
config
284
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ChE2 ZE gil 0l self-loop & Xl JIs= default limit time 22

Switch# configure terminal

Switch(config)# interface vlant
Switch(config—if-vlan1)# self-loop—detection
Switch(config—if-vlan1)# interface gi1
Switch(config—if—gil1)# self-loop—detection
Switch(config—if—gil)# exit

Switch# show self-loop—detection

gil  set up 5 min 0
gi2 down 0
Qi3 down 0
gi4 down 0
Qi up 0
gi2b down 0
gi26 down 0
Switch#
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13.8.2.2. Changing The Service Status of Port

Self-loop 21Xl JIS0l 2ol MHIA SIots &EHIF & ZEDL limit time 01 0 22 &&= &EfctH

=
AEOR0F MHIA Db MEHR OIS 4 2UCH

ZEE MHIA Jis AEIZ 2F=H X privileged EXEC 2EUHAREEH OS2 A S HEIL

A

Command Purpose
Step1 Configure terminal Global configuration 2&& &I &L}
Step2 interface /interface—name Interface configuration 2&& & SHCE
Step3 no shutdown HZEE MUlA Jis B2 2t=C0.
Step4 exit privileged EXEC 2&2 HASIC}.
Step5 show port status HEO MHEEE OIS,

13.8.2.3. Disabling Self-loop Detection

Hel

Self-loop 2Kl JIs& A/AXIQ 2
Jt=otL.

E ¥€28 £ = Port 2 range 88 MEHUHM JIs2l HIEZHEIt

atel Higdstet Port Jb Self-loop ZXJIs0 2o XA=s22 shutdown & &EH2EH no

shutdown 22 & 38 = Self-loop &2 Xl JISs2 HIZH 3 StL.

Self-loop 2 Xl JIs2 HIE A3 otel™ privileged EXEC 2EMAREH G228 ME S AHARCTH
Command Purpose

Step1 Configure terminal Global configuration 22 &Il &HCH

Step2 interface interface—name Interface configuration S=2 & &tCt,

Step3a no self-loop-detection Self-loop ZAl JIs& HIg4dst StCh Self loop O 2ldH

shutdown &I® 5 minutes 20l Xt& 22 no shutdown &tCt.

Step4 interface vina—name vlan configuration 25 & & StCt,

Step5a no self-loop-detection Self-loop 2t Xl JIs= HI2& 3t StCt.

Step6 exit privileged EXEC 2= 2 HZSHLI.

Step7a show running—config 2F == =QIstHh.

Step7b show self-loop—detection Self-loop &3 WS &0IstL}.

Step8 copy running—config startup— | (&) & &S configuration TF 0l X & StCH.
config

CtE2 ZE gil 0l self-loop 24Xl JISs2 Hl &43 ot= &= B0 =CH

Switch# configure terminal

Switch(config)# interface vlani
Switch(config—if-vlan1)# self-loop—detection
Switch(config—if-vlan1)# interface gi1
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Switch(config—if—gi1)# no self-loop—detection
Switch(config—if—-gil)# exit
Switch# show self-loop—detection

ifname Id link shutdown set_time remain_time count last—occur

gil . up 0

gi? . down 0

Qi3 . down 0

gi4 . down 0

gi5 . up 0

gi2b . down 0

gi26 . down 0

Switch#
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13.8.3. Displaying Self-loop Status
LEQ self-loop 2Kl Jls &8 MEIE X3 oledH, privilieged EXEC ¥ & show running—config

show self-loop—detection 0l Al
® ifname : Interface name (Port name)
® |d : self-loop—detection €& (set)
® link : link & AEH (up, down)
® shutdown : SLD Ol 28t shutdown (block)

® set_time : SLD Ol /&t limit time (minutes). 2t2F 0 min 0l2tX SLD 0l 26l shutdown &l
=2 Z HY Port £ no shutdown otJ| &NLX H = shutdown AEHZ UAH &I CH

10

® remain_time : SLD 0O 2/ shutdown Al H&aoz =23LJ| MWK <2 A2t

(minute:second)
® count: SLD 0l &8t shutdown & ==

® |ast-occur : OFXI2f2 2 SLD 0l 2ol shutdown = Al 2+
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CIS Ol= Port gi5 0l SLD JF default time @ 5 222 &AL U=
May 29 04:48:39 2006 0l SLD 0Ol 2loH self loop O 2 Xl El 0 shutdown

2 2 = UL
Switch# show running—config
[

interface gi5

self-loop—detection

!
interface vlant
self-loop—detection

ip address 100.1.1.1/24
!
Switch#
Switch# show self-loop—detection

= 20=0

rr

\\}

o

ifname Id link shutdown set_time remain_time count

gil down 0

gi? up 0

Qi3 down 0

gi4 down . . . 0 .

gi5 set up block 5 min . 1 SEP 04:48:39 2010
gi6 down 0

Qi7 down 0

Qi8 down 0

Switch#
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BFD

(Bidirectional Forwarding Detection)

0l &#0ll M= BFD(Bidirectional Forwarding Detection)S & & 6}
222 HOHE el ZX5H)| |8t Moz A& T2

g A P
FoEE delN URE Z2ES2 g &8 1) SEH22 SAEHC.

oz st z2UHEe=2 4=tk
® BFD 0fl CHSt OI3H (Understanding BFD)
® BFD X2 A& (Restrictions BFD Configuration)
® BFD J|& &3& (Default BFD Configuration)
® BFD & & (Configuring BFD)
® BFD &3& 0l Ml (BFD Configuration Samples)
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14.1. Understanding BFD
14.1.1. BFD Operation

BFD = & ctH AIO|2 XY ZZ HOH2F QIHHIOIA, HIOIH &3 Jeln ZRY HE HHE
fiF2H 2 X == UCH U9200 AlelE= ARAXl= & AIAE0l Y22 BFD ZEE HAIXKIE wWeots
BFD HISJ| 2 & (asynchronous mode)E II%BFEP BFD M&E MHGH| RlolM=E & AIAE EF
BFD £ £ &ol{OF StCt. 28 ZZ2ZEZ20 2o BFD &0 MALM S 2tREH ALOIS AN 2fdH
BFD 8& D0t 28 &1, & 2t E(BFD peer)= FI|H 22 BFD Z1EE HAIXKIE ®SEH.
BFD = 22| liMa &%, 2l2=dI0/&(encapsulations), HER R & 12l ctRE ZZ2ES
(BGP, OSPF)2| &F 2t 2t BFD AIAE! 2to] Al S 200 2 XIJF JtSGHEH BFD = H0HE 2K

IH 2IRE T2EZ0H LT, 2R I2EZS2 2IRE HOIES HAMS el =38 £~ Q
Il HE20 UERZD 8XS 2tRE HOI2 HE A2 S £ UL 8 12 F 2 2tREHZ 2
HE 24Cs HERIAE B0 F0H, 2 22 E 0= OSPF 2 BFD JF S5t JUCH OSPF It neighbor
E 2AHMS (1), OSPF = BFD ZZ AN AN BFD M&2 MHoID| |st QES &CH(2). 14 H
OSPF neighbor 2 2t0] BFD Ml & & M4 EIC.

1
. OSPF neighbors R
OSPF ) BFD neighbors . OSPF
2 l BFD BFD l 2
}—%192 168.10.2 NN 192.168.10.1 %—{
192.168.0.1 192.168.20.1
18 14-1 Establishing a BFD neighbor relationship
8 14-2= U EKANAM 23 HoHIt LMHS el A2 LIEFHCHT). OSPF neighbor2t BFD
N&0I CH2 &1 2H(2), BFDE= OSPF ZZ M A WA BFD peer2tll S4101 £Jts56HCtD SXISHCH3).
OSPF Z2 NlA &= OSPF neighbor ZEHE Z=CH4). 2t TOHE Z2IH A2 W tRHE SAl et
g HIO0I=Z2 A A ST
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4
OSPF neighbors
) V; X
Osp,: BFD n\',ghbors OSPF
T
192.168.0.1 192.168.10.2 192.168.10.1 192.168.20.1

18l 14-2 Tearing down an OSPF neighbor relationship

14.1.2. Benefits of using BFD for Failure Detection
BFD = OSPF ¢ 22 2IRE TZES0| Z0§ 24X HAHLISS MBE == UL 2ARE T2EZ A
BFD £ A25I2 TS0 22 B F0| UCH
® OSPFOIA EHOI AIZIS ZIH2 Z0/18 1~2 % 0ILHS] FOH 2 XIJt IHSBHR
Z0ILIZ FOHS 2XIE & AL
® BFDE ST 2IRY TZE2S 1Y
2o Foi ZX HAHLUBSZ AR

B BFD= 1

ol
-
x

2= A0l OtL)| =20l Credet eteE Z2&
C

I

o
I
$0

A

14.1.3. BFD Session Type
BFD = WER3 40l (et BFD single hop Al & 0t BFD multihop Al &2 At&StCT.

BFD single hop A& 2 SCIE 2 A& HZE S &4l At012 BFD HZ 0 ArEE L G382 g2
BFD single hop 0| AI& &= 242 LEHHCH D8 ME & &Hl= S8 2HHIO0IE Soll &8 A&
9 2 BFD single hop A& 0| QIE{HIOIAS Sl A2t MAEEICH U9200 Al2lZ= ALXINAME bfd
interval @& 22 QIE{HIO| AN BFD A& Ht2t0IE{E & &6 OFCH BFD single hop Ml & 0] A4 EICF

18 14-3 BFD single hop session

BFD multihop AMI&2 S AIAE AFOIQ] 2 HZDF 0IEY | AFEEICH CS9 J8ME & &4l
A0l S4lo 2t2E HIOIEM et £2t&Ch 12422 BFD multihop M&2 S& CIHHIOIAWN S
=& X 2 =C BFD multihnop MI&2 QI HOlA LS| BFD M & Iet0IEH &0t A2810| e = U
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18 14-4 BFD multhop session

14.1.4. BFD Version Interoperability

U9200 Alel = AQIXl=BFD H& 1 &0 OtLI2t HE 0 & XIRSHCH SEBFD ME2 HE 122 M
AT Xt HE 02 A5 HS0| IIsS6HCH AIAEIE2 S22 BFD HE S 2 XM HSote ZHlet
SELZ AMNEBEE = U= IE =2 HAE2Z BFD ME0l sXEHLE IS S0, & AIAEOI HAE 0E
AESHD A0 LHAI AIAESE HPS 1S ME0HD JUCHH, LE AIAESO0| HE 0 E ALESHA &
Ct. show bfd neighbor [details] @& 22 BFD AI&0| ArE3dt 1] U= HES &g £ UL

14.2. BFD Restrictions

U9200 AlelE ARIXIC| BFD= Gt 22 MFALE 0l UL
v 8 BFD #EWAME HISI 228 XI&6tC. HISI] 2E0HAE 0HE BFD peer et

BFD MIE& S A& & == ULt
v &Il BFD = BGP 2 OSPF 12l A et El(static routing)2 Xl &tCH.

v EI0H 128 JH2I BFD A& S & 4= ULCH 128 I Ol & 2 NES d-ote] ofH TS &
2 LIAIXIOF 2= =0

%BFD-5-SESSIONLIMIT: Attempt to exceed session limit of 128 neighbors.
v BE BFD JIs2 MO H=(control plane)lAl HMIZ=ICH 2t CPU AF2E0] =0HAIH

OH2) =al0 olst &0 1A JIsA0| =0HEICH 0l& H<R0l= Required minimum receive
interval 2 & &st gtz &G0t stCh.

14.3. Default BFD Configuration

382 E=JI2BFD &332 EW =L
Feature Default Setting
BFD 2= QI HOIAN CHO HIZ4A AFEHOICE.
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Interface passive mode 2 E 2HHOIASE Active mode Ol Ct.
BFD Echo packet reception HIg4d &EHOICH

BFD Echo mode MESHAI =0

Desired transmit interval 750 L2l = (Multihop Al &)

Reqguired minimum receive interval 500 ¢2l = (Multihop MI&)

Multiplier

3 (l\/lultiho Nl&)

BFD Slow-timer

1000 el =

Desired transmit interval, Required minimum receive interval 12| 1 Multiplier = = 2 &t

ctOIE S0ICH BFD single hop M& S &0t ™ bfd interval BZ 22 0] Uty &t

ol OF StCt. BFD multihop Al & Ol CHSE bfd multihop-peer & & 0| 12X H Ul HAIE gt
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14.4. Configuring BFD

Ol B2lilM= TSt 22 BFD £ & 20l CHolf 8 H &t

Configuring BFD session parameters on the interface

Configuring BFD multi-hop session parameters
Configuring BFD support for BGP

Configuring BFD support for OSPF
Configuring BFD support for static routing
Configuring Passive Mode on the Interface
Configuring BFD slow timer

Configuring BFD echo mode

Monitoring and Troubleshooting BFD

14.4.1. Configuring BFD session parameters on the interface

Ct2ol HE 2 2IHHIOIAN BFD A& Htet0IEE

Step 1

Step 2

Step 3

Step 4

Step 5

2ot

= YEO0IC

Command or Action

Purpose

configure terminal

Oll &l -
Switch# configure terminal

B
o
Ju

Global configure 2= 2

interface interface-name

Cil Al
Switch(config)# interface gi2/2/1

Interface configuration 2 = 2 & 8HC},

ip address ip-address/prefix-length

Gl Al -
Switch(config-if-Giga2/2/1)#
33.1.1.1/24

ip address

QIEHI Ol A0 1P ==

bfd interval minlliseconds min_rx milliseconds
multiplier interval-multiplier

Ofl &l -
Switch(config-if-Giga2/2/1)# bfd
min_rx 500 multiplier 3

interval 750

QI HIOIA 0 BFD Htel0IE E & & StCH.

end

Gl Al :
Switch(config-if-Giga2/21)# end

privileged EXEC 2 =2 £0}2+C}

i

Notice single—hop BFD MI&S M4

CIEIH Ol A0l BFD teto

ot |IoH M= BtE Al bfd interval @& 2
|[EHE & &aHOF &L

OF 2@EE

y
il
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14.4.2. Configuring multi-hop BFD session parameters
BFD multihop A& 2| BFD Al & Tt2t0l 8 = BFD peer €& & &6 OF §tCH Ct& 2 BFD multihop Al &
ol metOIE S 8 &5t L-olC

,,/

Command or Action Purpose
Step 1 configure terminal Global configure L= 2 &I &Lt
Gl Al

Switch# configure terminal

Step 2 bfd multihop-peer A.B.C.D interval minlliseconds | Multi-hop BFD Ml& 2l BFD W2l0IEHE &3
min_rx milliseconds multiplier interval-multiplier 5t}

Oll &l -
Switch(config)# bfd multihop-peer 10.1.1.1
interval 750 min_rx 500 multiplier 3

Step 3 End privileged EXEC 2 &2 S0t2+Ct

Oll &l -
Switch(config)# end

14.4.3. Configuring BFD support for BGP
BGP Ol Al BFD £ & M5ts 9 S S 20

Command or Action Purpose

Step 1 configure terminal Global configure R =& &I &HCH
Oil Al
Switch# configure terminal

Step 2 fouter bgp as-tag BGP 2IRE HF RCE2 AYSHCH,
Cil Al
Switch(config)# router bgp 100

Step 3 neighbor ip-address fall-over bfd BGP neighbor 2t2| HZAEH Z A0l BFD £ At

2ot E £ F &t

Gil Al
Switch(config-router)# neighbor 3.3.3.2 fall-over
bfd

Step 4 end Privileged EXEC 252 = 0tZtCt.
il Al

Switch(config-router)# end
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14.4.4. Configuring BFD support for OSPF

Hsel =
® OSPF ct*E

X ¥ O 2 OSPFOlA BFD E AMIS8IES 88 & &=
A D=0 M bfd all-interface @& 22

QUL
OSPF virtual link & HI2lst 2

|'|ﬂ

OSPF QIEIHIOI A0fl CHoll BFD A& S &g == UL

® OIHHOIA Z=0A ip ospf bfd

A AIBE A OI[}

Configuring BFD support for OSPF for all interface

HHO=2 OSPF O SH

QIEIHIOI A0 CHol BFD M& S

2= OSPF QI HIOIA0 CHoll BFD MIE S MY = JUEE dEotE 52 HgsS +25tH =
Ct.
Command or Action Purpose
Step 1 configure terminal Global configure 2= &I &HCH
il Al
Switch# configure terminal
Step 2 router ospf process-id OSPE 2}RE 8 & RE2 Ko}
il Rl
Switch(config)# router ospf 10
Step 3 bfd all-interfaces 2= OSPF QIEIHOI A0l CHoll BFD A& S 24
= UAEE S-S0
Oil Al
Switch(config-router)# bfd all-interface
Step 4 exit global configuration 2= 2 &/ S0t 2+LC}.
Cil Al
Switch(config-router)# exit
Step 5 interface type number Interface configuration 2 =& & & L},
Oil Al
Switch(config)# interface gi2/1/1
Step 6 bfd interval milliseconds min_rx milliseconds | OSPF @& H 0| A0 BFD Ml& Tet0IH 22 &
multiplier interval-multiplier X B}
Ol Al BFD KIS AFEE @S OSPF ©1E{H 0l A0l Cf
Switch(config-if-Giga2/2/1)# bfd interval 750 1 bfd interval & == 30t 3tC}
min_rx 500 min 3
Step 7 Interface type number (Option) Interface configuration 252 &5t

Ofl Al

Ct.
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Switch(config)# interface gi2/2/1

Step 8 Ip ospf bfd [disable] (Option) & OSPF QIHMHIOIAN CHoHAM =

BFD M 0| MK XES L HSHLH
Oll Al

Switch(confg-if-Giga2/2/1)# ip ospf bfd disable Note disable keyword = bfd all-interface &
20| =& T/ BFD JI enable & 2IH
HIOI A0l A 2+ At& ol OF SHCY.

Step 9 end Privileged EXEC 2= & & S0t 2tCH.

il Xl
Switch(config-if-Giga2/2/1)# end

Configure BFD Support for OSPF for One or More Interface

22 £& OSPF QIHHIOI A0 CHoll BFD M& 0| MAEE = &Fot= & -O0IC

Command or Action Purpose
Step 1 configure terminal Global configure S &= = &I &l &Lt
il Rl
Switch# configure terminal
Step 2 interface type number Interface configuration 2= = &I & StCt.
Oil Al
Switch(config)# interface gi2/1/1
Step 3 bfd interval minlliseconds min_rx milliseconds | OIE{H 0| A0 BFD It2|0|EHHE & X &HC

multiplier interval-multiplier

Oll X -
Switch(config-if-Giga2/2/1)# bfd interval 750
min_rx 500 multiplier 3

Step 4 ip ospf bfd [disable] Ol OSPF 2IEHHIOIAS Saoll BFD MI&0| M E
= AEE SFEHH
Oil Al
Switch(confg-if-Giga2/1/1)# ip ospf bfd
Step 5 end Privileged EXEC 2= & & S0t 2tC}.

Oll K :
Switch(config-if-Giga2/1/1)# end

14.4.5. Configuring BFD support for Static routing
A 2} E(static routing) A= & 2tRES| HOIERIOIE BFD peer 2 &8 &tCH OIS

ro

a5 ¢t
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g0lX BFDE £

§ot= - O0lLt.

Command or Action

Purpose

Step 1

configure terminal

CilAI:
Switch# configure terminal

Global configure 252

Step 2

interface interface-name

Gl Al
Switch(config)# interface gi2/2/1

Interface configuration 25

Step 3

ip address ip-address/prefix-length

Oll &l -
Switch(config-if-Giga2/2/1)# ip address 1.1.1.1/24

QIEIHIOI A0 IP ==

Step 4

bfd interval milliseconds min_rx milliseconds
multiplier interval-multiplier

Ofl &l -
Switch(config-if-Giga2/2/1)# bfd
min_rx 500 min 3

interval 750

QIEIHIOI A0 BFD M& IictOIE gt &8
SHCH,

4

=

Step 5

Exit

Ofl &l -
Switch(config-if-Giga2/2/1)# exit

Global configuration 2= 2 =0}2tCH

Step 6

ip route A.B.C.D/M gateway-addr

Gl Al -
Switch(config)# ip route 7.0.0.0/8 1.1.1.254

g8 et

im
]
x
0
]
aQ

Step 7

ip route static bfd IFNAME gateway-addr

Ofl &l -
Switch(config)#
1.1.1.254

ip route static bfd gi2/2/1

X et E2 BFD neighbor £ XI& &L &
HNHREQ HOIESIOIDF ¢HZE CIHHOIA
2F HOIESH 0l IP ZHAISHC

= =
zag

Step 8

end

Gl Al -
Switch(config)# end

Privileged EXEC 252 & S0t 2tC}.

14.4.6. Configuring Passive Mode on the Interface

BFD =& 2= (passive mode)= CtE BFD neighbor 22 BFD 21EZ W32 418 £2H BFD
HEZE W32 8E6H)| AMESICH =, HH BFD ZHEE 22 8&0HK E=0.BFDE =5 2&&2
SHAIHAAH OS2 =AUZ CIEHHIOIAE 8XF0HH =0

HERK3TS 2= 2tREHE BFD == 252 £&386tH BFD JI S &0l &=0h EHE oL AlA
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819 BFD = =& &2 & (active mode)Z = &6l OF StLY.
Command or Action Purpose
Step 1 configure terminal Global configure 2 =& & &t
CilAI:
Switch# configure terminal
Step 2 interface interface-name Interface configuration 2= 2 & &} &tCt
il Al
Switch(config)# interface gi2/2/1
Step 3 bfd passive CIE{HIOIAE BFD =5 252 & &St
CilAI:
Switch(config-if-Giga2/2/1)# bfd passive
Step 4 end privileged EXEC 2 &2 S0t2+Ct
Cil Al
Switch(config-if-Giga2/2/1)# end
14.4.7. Configuring BFD Echo Mode
BFD echo 2= 0l Al BFD echo IH3! & =4I8 AIAEIZ2 0] IH2!/S EEE AIABCR TS SHLH
BFD Echo Ii3! & A2 ZS BFD ZEE IH2!2l & F=J|Jt Z K &IC et A BFD neighbor & At
H

OlOlA £S=415= BFD A

EZS A2 = 24 ANZ

|2dst &0 UACH

Command or Action

Purpose

Step 1 configure terminal

Oil Al
Switch# configure terminal

Global configure 2 =2 & stC}

Step 2 bfd echo [accept | send] BFD echo 2@ £ £ enable StC}.
Cil Al - accept I/ 9 &= Echo packet £ receive &
Switch(config)# bfd echo 0 Al
- send J|®/ == Echo packet & send & (i
AE
Step 3 end Priviledged EXEC 2 E 2 &/ S0} 2tCt.
Oll Al -
Switch(config)# end
300
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14.4.8. Configuring BF

BFD neighbor Jt A2 &S QIAIGHAl =& &El (BFD &HEHD
£ 32 bfd interval 2 3838t =2 d&dt= A0l 2
Py

H BFDAEZE 32 &&

U
b
slow-timer &2 &

Up Ol OFl AFEN)0II A= BFD 21E
BFD Al &2l AFEHO} Up O] 0Ll

S 2|0l ot
= AtZotH =L

Command or Action

Purpose

Step 1 configure terminal

il A
Switch# configure terminal

Global configure 2= & &6t

Step 2 bfd slow-timer milliseconds

Oll Kl -
Switch(config)# bfd slow-timer 2000

BFD slow timer & & & &t(}.

Step3 end

Oll X -
Switch(confg)# end

Privileged EXEC 2= & S0t2tLCt.

14.4.9. Displaying BFD information

Command or Action

Purpose

Step 1 show bfd neighbor [detail] (option) BFD adjacency database £ 20 &
Ct.
Ofl Al - detail IR E= 2 BFD Z2E 2 Ttet0|
Switch# show bfd neighbor details B9 EIOIHE 20 =C).
Step 2 debug bfd (Option) BFD 2+ 2t&1 &l debugging 828 &

[echolevent|fsm|loopback|neighbor|nsm|packet]

Gl &I
Switch# debug bfd packet

o =C.

14.5. BFD Configuration Samples
ol 22 &2 == E&etlh:
® Sample One: Configuring BFD in an OSPF Network

® Sample Two: Configuring BFD in an BGP Network
® Sample Three: Configuring BFD for static routing
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14.5.1. Sample One: Configuring

BFD in an OSPF Network
0l OiIKl= OSPF WEAIN A BFD £ AI25t= 28l

2gstlt. s €2 UERD 4= Itd

ot X}:
) DSPF o DSFPF X
) BEFD o BFD X
BFD BFD BFD
) D5PF ) D5PF D5PF
Git/1/1 Gi2/1/1
B~ aenea <~ B =~ S
10.1.1.0/24 40,.1.1. 0424

OSPF = OSPF QIE{HIOIA0 Ciol BFD £ £ &l OF 8t Ct. OSPF QIE{HI Ol A0 BFD £ £ &ot= &
g2 s 20

v OSPF2 2= QIEHHOIANA BFD E AtE0t=S £

v SZ& OSPF 2IEHHIOIANAM SHH2Z BFD E AIE0HESE £ 3

1. Configuring BFD Support for OSPF for All Interfaces

OSPF 2| 2= CIHHIOIAN A BFD € AtE0tcd™ O30 201 & &
Step 1 OSPF £ & 38t

o

Ct.

Switch_A# configure terminal

Switch_A(config)# router ospf 100
Switch_A(config-router)# network 10.1.1.0/24 area0
Switch_A(config-router)# network 20.1.1.0/24 area0

Step 2 BFD A& T2i0IEHE & 36l

Switch_A# configure terminal

Switch_A(config)# interface gi2/1/1

Switch_A(config—if—-Giga2/1/1)# bfd interval 300 min_rx 300 multiplier 3
Step 3 OSPF o] 2 9IHHIOIAD} BFD € AIE23I=58 & st

Switch_A# configure terminal

Switch_A(config)# router ospf

Switch_A(config—router)# bfd all-interfaces

Step 4 OSPF neighbor Jt HZ LK &= AIHHOIAZE BFD ME0| M4L X =S5 4F &
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Switch_A# configure terminal

Switch_A(config)# interface gi1/1/1

Switch_A(config-if-Giga1/1/1)# ip ospf bfd disable
Step 5 BFD peer 2| &EHE 2&fQI8HCH

Switch_A+# show bfd neighbors

Notice bfd all-interfaces 7t && & AEHOIA OSPF 2 & CIE{HOIANAC BFD £
AESSHA Z22HH, interface command & & ip ospf bfd disable 2 A& StCH.

ARXC HEES X3I6tH Ch3 2 L.

!

interface Gigal/1/1

ip address 10.1.1.1/24

ip ospf bfd diable

!

interface Giga2/1/1

ip address 20.1.1.1/24

bfd interval 300 min_rx 300 multiplier 3
!

router ospf 100

network 10.1.1.0/24 area0
network 20.1.1.0/24 area0

bfd all-interfaces
!

2. Configuring BFD Support for OSPF for One or More Interfaces

£& OSPF 2IEHHOIAMNAM BFD E AtEotHA ™ Ch3 10t 201 & &
Step 1 OSPF £ & 38t

o

Ct.

Switch_A# configure terminal

Switch_A(config)# router ospf 100
Switch_A(config-router)# network 10.1.1.0/24 area0
Switch_A(config-router)# network 20.1.1.0/24 area0

Step 2 Single hop BGP session £ enable dt11, bfd session parameter & & & StCH
Switch_A# configure terminal

Switch_A(config)# interface gi2/1/1
Switch_A(config-if-Giga2/1/1)# bfd interval 300 min_rx 300 multiplier 3
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& OSPF QIEIHIOI A0 CHOH BFD & AtEot== & &St

Step 3

Switch_A# configure terminal
Switch_A(config)# interface gi2/1/1
Switch_A(config-if-Giga2/1/1)# ip ospf bfd

2

Step 4 BFD peer & AEHE &HQISHCEH

Switch_A+# show bfd neighbors

ADXIS H4FE X3lotH CtSDt 2Lt

interface Giga2/1/1
ip address 20.1.1.1/24
ip ospf bfd
bfd interval 300 min_rx 300 multiplier 3
!
router ospf 100
network 10.1.1.0/24 area0

network 20.1.1.0/24 area0
!

14.5.2. Sample Two: Configuring BFD in an BGP Network
0l iKX= BGP LIEIZ0IA BFD £ AI25He Ys 8F50E U8 22 WEYR 242 IHE

ot At
. BGF X
) BFD X
BFD BFD
BGP BGP
%612/1/1
20.1.1.0/24
10.1.1.0/24 3011, 0724

BGP = 2 BGP neighbor & 2 BF g H
BFD Al & parameter & & & oFE HdH2 Use F FR0
v'  External BGP 0|1 £¢2|H
v' Multihop-External BGP ¢!

Of &tCt. BGP neighbor 0l BGP € & &5t
| et &et&lCt:
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1. Configuring BFD Support for connected external BGP

BGP 0l A & BGP peer 0l CHoll BFD £ AtE0otad ™ Ct2 0 201 & &8 8tCt.
Step 1 BGP & &35t}
Switch_A# configure terminal
Switch_A(config)# router bgp 80
Switch_A(config—router)# neighbor 20.1.1.81 remote—as 81
Step 2 BGP JI S& neighbor 2t2| HI& 0l BFD & AIE6tE=S & 8&tCH
Switch_A# configure terminal
Switch_A(config)# router bgp 80
Switch_A(config—router)# neighbor 20.1.1.81 fall-over bfd
Step 3 Single hop BGP A& S enable 8+, bfd Nl& parameter & & & &tC}.

Switch_A# configure terminal
Switch_A(config)# interface gi2/1/1
Switch_A(config—if-Giga2/1/1)# bfd interval 300 min_rx 300 multiplier 3

ol

it}

Step 4 BFD peer 2] MAEHE &

Ty

]

Ct.

Switch_A+# show bfd neighbors

AR £

o

X3lotH St 2.

|
interface Giga2/1/1

ip address 20.1.1.1/24

bfd interval 300 min_rx 300 multiplier 3
!
router bgp 80

neighbor 20.1.1.81 remote—as 81

neighbor 20.1.1.81 fall-over bfd
!

2. Configuring BFD Support for Internal BGP

0
ol
O

Internal BGP Ol Al BFD £ AIE06td ™ IS 20| &
Step 1 Internal BGP & & & &tCH.

Switch_A# configure terminal
Switch_A(config)# router bgp 80
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Step 2 BGP Jt £3& neighbor 2t2] HI&E 0l BFD & AFE6tE=S & F &L

Switch_A# configure terminal
Switch_A(config)# router bgp 80
Switch_A(config—router)# neighbor 20.1.1.81 fall-over bfd

Step 3 Multihop bfd A& parameter & & & §tCt.
(Option)
Switch_A# configure terminal
Switch_A(config)# bfd multihop—peer 20.1.1.81 interval 900 min_rx 500 multiplier 3

Step 4 BFD peer 2| AEHE &H0I

]

Ct.

Switch_A+# show bfd neighbors

ARIXC HE S X3I6tH Ch3 2 L.

!
interface Giga2/1/1
ip address 20.1.1.1/24
!
bfd multihop—peer 20.1.1.81 interval 900 min_rx 500 multiplier 3
!
router bgp 80
neighbor 20.1.1.81 remote—as 80

neighbor 20.1.1.81 fall-over bfd
!

14.5.3. Sample Three: Configuring BFD for static routing
0l BiME H& 2RE 2 AIRSHE WESID0A BFD S AI25Hs 2 AYatt TS 22 Ul
ESIT 24 S IHEGHXH
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Static routing
- -
< BED .
Gi2/1/1
10,1.1.0/24
35110024
S & static route 2| next-hop 0| & M £ active & AEHQIXIE &QI5tD| ®I5tH BFD £ At&E5ta ™
CtS1 20| & & StC},
Step 1 Static route 8 & A §tCH.
Switch_B# configure terminal
Switch_B(config)# ip route 35.1.1.0/24 10.1.1.254
Step 2 Single hop BGP session £ enable dt11, bfd session parameter & & & 8tCh,
Switch_B# configure terminal
Switch_B(config)# interface gi2/1/1
Switch_B(config—if-Giga2/1/1)# bfd interval 300 min_rx 300 multiplier 3
Step 3 Static route 2| next—hop 1+l failure detection ®Idll BFD £ AME oI=E & &St
Switch_B# configure terminal
Switch_B(config)# ip route static bfd gi2/1/1 10.1.1.254
Step 4 BFD peer 2| AEHE & QISHCEH
Switch_B# show bfd neighbors
Notice BFD AI&E0I UP AHEHDF &0 fIai M= Switch A 0l & Switch B 2F A2 = CIE H
OlA0 BFD JF & & & 0{0F SHCH
Switch_B 2| &8 2 X3|6lH Cts &CF.
|
interface Gig32/1/1
ip address 10.1.1.1/24
bfd interval 300 min_rx 300 multiplier 3
!
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solution

ip route 35.1.1.0/24 10.1.1.254

ip route static bfd gi2/1/1 10.1.1.254
!
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Link Aggregation Control
Protocol

0l W M= port-group=2 F4ot)| ol A<AXI0 IEEE 802.3ad Link Aggregation Control
Protocol(LACP)E & ZXol= &S 8 S

b Notice ol ZUHIA AI2E= 3300 st 2810 A SE-EH 28t 32=
command reference £

ol 2 2o 82 4=
® Understanding the Link Aggregation Control Protocol
® Configuring 802.3ad Link Aggregation Control Protocol
® Displaying 802.3ad Statistics and Status

15.1. Understanding Link Aggregation Control
Protocol
ol B2lilMeE TS et== 26t

® |LACP Modes
® |ACP Parameters

15.1.1. LACP Modes

U9200 Series switch = port group 2 =22 F*4

% U1, |EEE 802.3ad LACP(Link
Aggregation Control Protocol)E AIBot0 HsS22 REE =&
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LACP 2 port group 2 *HaoldA™, active Lt passive 2EE AIE6tH =0, H0HE 239
SHEZ2 active 2EzZ HFIN JUOOF SHCH. Passive REQ EZEE= [ACP IS HA
HEOHA 210 LACP W22 =4I ES R0 LACP IH2'2 ME3BH)| Al&E S,
LACP Ol Jitsst 2E
Mode Description
of f LACP Ol Qo ZEDJI TE g2z JRHLEA EE= SO
passive EEE passive & ZE A HSHCH. Passive ZE9
ZEE= HA LACP A= M&610 EAS A&GHA &1,
LACP 22 =4S [ SE0 stlh
active LEEZE active €& RER AAEHCE. Active EEQ
LEE= LACP T3S NESE=zMN 4= AIEEHH
15.1.2. LACP Parameters
LACP 2l E&X0 AIELZ= AXNS2 LS &0
® System Priority
LACP J} S&tole 2 AAX s XNsS22 &2 (Ll E SollA system priority S
SHEtoll OF SHCH. System priority = ALAXIS MAC =42 20| AF2E O system ID S
—4otd, ChE AlAEMe a0 AISE L.
® Port Priority
ARXC 2 ZEN= Ns22 E2 (Ll E SdlM port priority & &&oH0F SHC.
Port priority = ZE B1352 &M port identifier 8 2*AStCH. Port priority =
StEAIe M MHE0 =HEs 2= ZED S8 4 g2 M, standby ZEZ S
LTEE ZH5I)| /ol AIZ2ET
® Administrative key
AXIS 2 ZEN= AN=E E2 CLI SolM administrative key gf2 & &ol0F SHCH.
ZEJ 8 ZEY SgE &= U= =2 administrative key 0l 2o &2l ECt.
2 ZEQ S8 £ U=s ZEQ 2 Us2 240 2ol Z2EECH:
B X=&E(data rate), duplex 25, point-topoint E2 2% A2 22 ZEQ
=2cd g4
] N X.”Ot
LACP JF EH3IT™H, LACP = &4 S& Jiss 2 N2 LEE S&oled AIZSHCH. oreF
s JIsd 2ZE ZE=S S # QUH, SEA L2 RE EZES2 hot standby
AEH0 =01H S0 SgeE U2 ZEN D0 M2 L2000 AISEC.
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15.2. Configuring 802.3ad Link Aggregation
Control Protocol

0l Z20lA= LACP 2 port group 2 *4ote S AHSHC:
® Specifying the System Priority

Specifying the Port Priority

Specifying an Administrative Key Value

Specifying the Timeout Value

Changing the LACP Mode

Clearing LACP Statistics

15.2.1. Specifying the System Priority

System priority 2 g2t 1 1} 65535 AOISl &%= 2t0I0{0F &CH. =Xt 248
LEE=RE UEFUHCEH, default priority = 32768 O|Ch.

ro

LACP System priority & & &3t ™ privileged EXEC 2E0MEH CtE22 &2 AHEICH

Command Purpose

Stepl configure terminal Global configuration E =2 &I 5HCt,

Step2 lacp system-priority priority system priority £ & & &tC}.

Step3 end privileged EXEC 2 &= 2 HH SHCL

Step4 show lacp sys-id 43 WHE= =2Istl

Step5 copy running-config startup- | (&) £ & = configuration I+ 2 0fl X & &tCt.
config

& H 5t system priority £ default &8 22 =735t ™ global configuration ¥ & no lacp system-
priority £ At E35t2t

CHS & system priority £ 20000 22 & &6l= s EH =

Switch# configure terminal

Switch(config)# lacp system-priority 20000
Switch(config)# end

15.2.2. Specifying the Port Priority

Port priority 2 gt2 1 1t 65535 ALOI2] &= ZtOI0HOF STt =X 248 2 RE=RE
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LIEFHCEH. default priority & 32768 O|Ct.

Port priority & A&t ™ privileged EXEC 2S00 MEH T2 B82S HEILCH

Command Purpose
Stepl configure terminal Global configuration SEZ XSHCH
Stpe2 interface /interface-id LACP £ port priority & &H3d5teis CIHHOIAE YAIGHH
interface configuration 2= 2 &I 5tCL
Step3 lacp port-priority priority port priority & & & &tCt.
Step4 end privileged EXEC 2= 2 HZH St
Step5 show running-config A% WHE= =lstll.
Step6 copy running-config startup- | (S&) & & = configuration I+ 0l X & &tCt.
config

S¢St port priority £ default 2822 =306ledH interface configuration @& no lacp port-
priority £ At E35t2t
CtS2 2IE MO0l A gil 2| port-priority £ 10 22 & &dt= 00| Ct:

Switch# configure terminal
Switch(config)# interface gil
Switch(config-if-gil)# lacp port-priority 10
Switch(config)# end

15.2.3. Specifying an Administrative Key Value

L ELL Al AE9| administrative & 4= QUCH admin-key st £&&otK &= UH U452

key g =
2 g0l #3 &0 & ER 25 | =8 admin-key 2t 2| &= 1~1024 0| Ct.

administrative key gt= & & 5t2d™ privileged EXEC ZE0 M FE CHS2 A S HEICH

Command Purpose
Step1l configure terminal Global configuration 2 =2 & 8tC},
Stpe2 interface /interface-id administrative key £ A&3&dotei= CIHHOAE YAIGHH

=
interface configuration 2= 2 Xl &tCt,

Step3 lacp admin-key ey administrative key £ & & &tC}.

Step4 end privileged EXEC 2 =2 21 StC}.

Step5 show running-config 23 U= &olsth.

Step6 copy running-config startup- | (&) & & 2 configuration It 2 0fl X & &tCt.
config

QIHHOIAN Xt=22 administrative key gt= &Y otedd, interface configuration & no lacp
admin-key E AtE3dtet.

Ct22 CIEH M0l A gil 2 administrative key € 10 @& & &dt= 00| Ch:
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Switch# configure terminal
Switch(config)# interface gil
Switch(config-if-gil)# lacp admin-key 10
Switch(config)# end

15.2.4. Specifying the Timeout Value

short (1 &)U long 30 )22 &8 &

) | I'ﬂ
HU
>
e)
Y
o)
c
10
Pl
Ok
_|
S
1]
x
0x
o
>
$0
[w)
=
Ok
a
S
FII'

b Notice lacp timeout Z &2 A F5t= A XIDF Ot A A9IXI2 LACPDU &
0

o
= 0101 gers

LACPDU 2| 8 & +=J|E & &6t H privileged EXEC 2EUAMSRH UGS HEE AL

Command Purpose
Stepl configure terminal Global configuration 2= & & I &tC},
Stpe2 interface /interface-id LACPDU #®&EFIIE 4AEotd= QAHHBIOIAE HAIGHH
interface configuration 2 =2 &l 5tCt,
Step3 lacp timeout {short|long} LACPDU M & D€ & & SHCL.
Step4 end privileged EXEC 2 &= 2 HH SHCL
Step5 show running-config HZ EsS gelgtch
Step6 copy running-config startup- | (&) &&= configuration Tt 0l X & &tCt.
config
& &t LACPDU M&3FD|E default 2 =736t ™, interface configuration 2 & no lacp timeout 2
AL Z3Stet

CtS2 /B HO0lA gil I HZE = & Ef AIAES| LACPDU &8&3J|E short & £ 86t= 0Ol CH:

Switch# configure terminal
Switch(config)# interface gil
Switch(config-if-gil)# lacp timeout short
Switch(config)# end

15.2.5. Changing the LACP Mode

OIHHOIAS LACP & EEE 43 & == QUL
LACP 2=E & X5t H privileged EXEC LEUNHAEH TSl ™S HEILCH
Command Purpose
Step1 configure terminal Global configuration 2= 2 & 2l 5tCt.
Stpe2 interface /interface-id LACP REE 4£&EHotHA= 2AHMHOIAE HAIGHH interface
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configuration 2 =2 & tC},
Step3 lacp mode LACP 2 =& &HFsHCH.
{active| off | passive}
Step4 end privileged EXEC 2 =2 HZH S
Step5 show running-config 48 W=s =0elet.
Step6 copy running-config startup- | (S&) &&= configuration Ot 0l X & &tCt.
config

CtS2 Qe H0l A gil 2| LACP £ disable ot= 0101 Ct:
Switch# configure terminal
Switch(config)# interface gil

Switch(config-if-gil)# lacp mode off
Switch(config)# end

15.2.6. Clearing LACP Statistics

LACP 2 SH H2E A HolHAH privileged EXEC 2EUHAMRH OS2 &S HEILH

Command Purpose

Step1l clear lacp [aggregator-id] | S port group 2 LACP SH E 2 E AMHMISHCY.
counters

Stpe2 show lacp counters HE WES &olstit.

CIS& port group 1 2| LACP & SHAEEE A Mots HlO0ICH

Switch# clear lacp 1 counters

15.3. Displaying 802.3ad Statistics and Status

0
fn
Hel

E S0l t

o

LACP EHE Z3lotdH, privileged EXEC & & show lacp counters E AIE
P

o

o]

S8 ZE 50 st LACP SHE £ 3otH ™, privileged EXEC H 3 show lacp aggregator-id
counters E AIE0tct.
ARAXC LACP Z2EZ2 2% 4EHE L 3otH ™, privileged EXEC E & show lacp internal 2 At
Zotct & AIARICS LACP Z2&E = HE % AtHE X£3|otH ™, privileged EXEC E & show lacp
neighbor = AtE0dlct.

A Zu=9

o

=0l CH

re

AN E 2= command reference & & 116tct.

[1}]
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16.1.

IP OPTOIN &

,,/

16

IP-OPTION

IP OPTION J|S2 linux kernel 0l Al M 33dt= /proc/sys/net/ipv4 OteiQl parameter € = attack

X2t 28 & parameter E2 S &/oHAM Jts otE = 5t == JIs0ICH

16.2. IP OPTOIN 2 &

IPOPTION ¥& 22 &3 JI=8&t parameter =2 CtS 1 2 CH

H 18.1IPOPTION H&(N

o0 &9 2L

ip option icmp-drop icmp-type ICMP I§3! XtEHS I8t icmp-type & 43! At | Config

(any|<0-255>|echo-regeust|echo-reply) 0| == & XS}

length <1-65535>

no ip option icmp-drop ICMP TH3! Xt&t &&= ol Ml stCt. Config

ip icmp-ttl-exceed-send TTL Exceed ICMP 02 &2 o1& L= Xt | Config
CHSHC.
Default) send

no ip icmp-ttl-exceed-send TTL Exceed ICMP 0ll2f & &&FZ ol Xl &t | Config
Ck.

ip option icmp-unreachable-send ICMP unreachable 02 8& 2 & L= X | Config
CHBHC},
Default) send

no ip option icmp-unreachable-send ICMP unreachable Ollef & & &2 oAl | Config
Ch.

ip option ip_default_ttl VALUE Default TTL 2J1E & &St Config
Default) 64

no ip option ip_default_ttl Default TTL 3J| &X S J|2gt22 HAT | Config
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ip option ipfrag_time VALUE HZ2e2l0 A IP fragment & R Xlot= Al2t2 | Config
& B
........... Default) 30
no ip option ipfrag_time 220 A IP fragment & S XIote Al2tS | Config
Jl2gto 2 HAHSHC.
ip option tcp-conn-rate-limit TCP connection rate-limit profile € ZJt&tLCt. | Config
profile-id <1-128> (any|PORT) TCP SXXI ZE0l Chah period OILHOIl count
period <1-3600> count <1-655535> OIATCP S22 A|S5ls 2O 221 U ot
g & QUL
no ip option tcp-conn-rate-limit Profile-id 0fl 5§ &3t= TCP connection rate- | Config
profile-id <1-128> limit profile S At K 8+CF.
ip option tcp_fin_timeout VALUE FIN-WAIT-2 &Efi2Q] 431 |X Al2t2 & & &t | Config
Ct.
Default) 60
no ip option tcp_fin_timeout FIN-WAIT-2 & EH2 A3 Xl Al2t2 D23t | Config
O 2 HASHC
ip option tcp_keepalive_probes VALUE HAOQl BOHICD 42 WHNER &M A2 | Config
keepalive probe HIAI Xl =5 & & &tC}.
Default) 9
no ip option tcp_keepalive_probes Keepalive probe BIAIXl =& J|28t22 B | Config
D=! oI— [:|..
ip option tcp_keepalive_time VALUE Keepalive Ot 283 AUS &S keepalive Uil | Config
AMX HE A2tE &3S &30
Default) 7200
no ip option tcp_keepalive_time Keepalive HIAIXl BS Al2ES JI28t2& B | Config
4 &tk
ip option tcp_max_syn_backlog VALUE TCP syn backlog queue 2| = CHX| & &O0|Ch Config
Default) 1024
no ip option tcp_max_syn_backlog TCP syn backlog queue 2| ZHX] && & J| | Config
22U HASH
ip option tcp_max_tw_buckets VALUE Timewait A32112| &~& & A &t} Config
Default) 18700
no ip option tcp_max_tw_buckets Timewait 2212 =8 J|2gt2g B1ZsIC}. | Config
ip option tcp_retries1 VALUE O|AJ A& TCP session 0fl LSt T & & & 2 | Config
£ 830
Default) 3
no ip option tcp_retriesl Ol Al AP{2 TCP session 0fl CHat &S &4 | Config
EJ|IEgtez HASHL
ip option tcp_retries2 VALUE ECH™ WAS 522 AFHEH} Config
Default)15
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no ip option tcp_retries2 SN NES EE IS HASHT Config

ip option tcp_syn_retries VALUE 24 TCP HZUA MESES 2ol XISt Al | Config
2t0r32 XL S0l =018 SYN T2/ 2 B HCH.
Default) 5

no ip option tcp_syn_retries TCP syn M &8& 348 J|23t22 BHst | Config
Ch.

ip option tcp_syncookies Syn flood attack 2 01S /o & & &tCt. Config

(default|disable|enable) Default) enable

ip option telnet-acl access-group <1-99>

Telnet & =2 access-group 0l Uidll 518 ¥

Aetot=s £8etth

no ip option telnet-acl acess-group
<1-99>

Access-group 0fl 2|8t telnet &= Mgt 2832
off MI &t Ct.
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VRRP

(Virtual Router Redundancy Protocol)

Virtual Router Redundancy Protocol (VRRP)= LAN OlAl 0421 el 82 2= & H33dtI| |k 6
cIREI S IIA IPFAE JINEE ol8ol], 1 S & 2REHE I 2RHZ &6l X2
EZ20ICH VRRP ctRE= LAN Ol AZE CHE ctREHS SAIGH IR VRRP Z2EES ALE St
VRRP 8& 0l A, 8t 2tREII OtAH Jt4 2tREZ2 8EEH LIHKX 2tREHSE2 0tAH I 2t2H

O ZOHOll CHHIGH backup 22 =% 8tCH.

17.1. Information About VRRP

17.1.1. VRRP Operation
LAN 22010 EJL S& SHXI0fl C§8t first hop 2t REIS MEisHs H#IS 0i2d JHXID QUCH 2240l

= —
HE= S& 2XL 28 283 MEE = Ul SHE2=Z HHE Z8otes YEY e st &

Ct:
® Proxy ARP — 221010 E&= RI2 SHXE D] foll Address Resolution Protocol (ARP)
E AIE0t1, 2tRE = XAIS MAC =AE A&l A ARP request 0l S & StCH.
® Routing protocol — 22t0lH E = dynamic 2t 8 T2 EZ22| AUI0IE HEE 0|SoHA Xt
Aol 2tRE HIOIES *EEHL.
® |RDP (ICMP Router Discovery Protocol) client — 22t0|H E= Internet Control Message
Protocol (ICMP) router discover Z2ct0|HEE A SHCY.

VRRP= & &% ZME o2 = UL VRRP = 2tRHS2 OS0I otLt2] Jta tREHE 46t
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StCh. LAN 2ct0IH EE Ity etRHE X2 default gateway & & & &tCt. et E 2 1
t= Ot et REE VRRP Z1&0I2t) E8 ol & 8tit.

e Hi
[e]l]

8 12 VRRP I 8&FE LAN EA S LIEFHCE O GIMIOIA 2t2E A, B 12l CI JIA 2tREHE
—“&06t= VRRP 2tRH (VRRP & & dol= ctH)OICH Jtal 2tREH2 IP =A== 2RH AS IP =
2 (10.0.0.1) 3 SLGHH &= siCh,
i Router A Router B Router C :
i Virtual router Virtual router Virtual router |
! master backup backup  Virtual
S < S | uergow
: - i IP address = 10.0.0.1
i 1DDD14 1D.D.D.2} 11][]1]3} i
= )
— — o
Client 1 Client 2 Client 3 %

& 17-1 Basic VRRP Topology

It tREIE 2REH A2 22|18 =AE AIESoH| 20, 2H2E AJF OFAH Jtat 2tRH 2 98
ct

2 2 90ot1) IP address owner 2t £ EC 2tREH A= OtAH Dt 2tREEM Ot 2ARES IP =2
E Moiot, 0l IP =42 MYE IH2 9 IR Y S ZH 6L Client 1 26 3 2 default gateway 2| IP
=

- 0.0.

0.1 2 £ &,

CIRE B2 Ce= W JIA 2tREE S&SHCH 0FeF OFAH DA 2FE N ZOoDF 2MeH, =2 2
& =22 I8 2rREIF OtAH Jtah et 2EIF S0 LAN SA2AESHAH HS MBIAZE MSSHCEH 2t
SEHAJIEREH, CHAl OFAE JHA 2FRE OF S L

2= 2RHAXABI EHEHZEZ SRS VRRP E &8¢ 0lE 2EHECEH 2RE A A
Z 0l CHist 8H e DA et RE 2 S&SHTH
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e
Router A Router B
Master for virtual router 1 Backup for virtual router 1
Backup for virtual router 2 Master for virtual router 2
10.0.01 10.0.0.2
() i - =)
— —i" — _f 2
Client 1 Client 2 Client 3 Client 4
Default gateway = Default gateway = Default gateway = Default gateway =
10.0.01 10.0.0.1 10.0.0.2 10.0.0.2

&l 17-2 Load Sharing and Redundancy VRRP Topology

Ol EAUA & 12 Jtat et B SFECH Ot 2tRE 10 b8 ADJEHIP =2 10.0.0.1 2 F
OIOI At DtAH Jtat etREOIMH, 2tREH B= et E A0 CHSH B8 DA 2t REOICH Se2t0IHE 1 1t
2 = default gateway 2| IP =4 10.0.0.1 S AFES&tLY.

OIXt OtAHE Jta) 2tREOIH, etSEH A=

Ota 2t2H 20 M 2t E BIHIP =2 10.0.0.2 2 =0l
E 3 1 4 = default gateway 2| IP =42 10.0.0.2 E

SH BOI CHet S Jtal 2B OITH Sct0lA
AtZetlh.

17.1.2. VRRP Benefits

Redundancy
VRRP = default gateway ctSEHZ 0] e A SREHE MEE = AN =L 0lR2 WERKAIS ©

& X8 HoHol thet AgsS LHE=C0

Load Sharing
LAN SCl0IHEZRH2 EHEOl K ctRHUHNZ 24E TS VRRP E €& &= UL 0l
SOZM EcHE 0 et 2= O] chREHSUHAH S&AIZE = UL

Multiple Virtual Routers
VRRP = X[ 25502 Jt& ctRH (VRRP 11&)2 A 26tCH C=2| Jt& ctREHE N2 M
LAN 24 0l Al redundancy 2 load sharing 2| X| 2 0| Jts6tCh.

Preemption

VRRP 2| redundancy scheme 2 =2 24 =22 etEIt AHS JtSoHA & [H, 98 Jtak et
SHE Ao OtAH Jta etREIE &= X &S 6 SEtLt
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Advertisement Protocol
VRRP = & Z29| Internet Assigned Numbers Authority (IANA) =& ZEIMAE =4 (224.0.0.18)2
VRRP advertisement il AFZSHCH IANA= VRRPUHIH IP EZ2E2 HS 112 E & 26t

VRRP Object Tracking
VRRP object tracking 2 2/ EH0|A = IP route 2 AEH0 2t VRRP 24 =2 E BEMNM, & A
O] VRRP 2t E I} OtAH Jt4 2t RE I E 4 UA TS RISt

17.1.3. Multiple Virtual Rouer Support

ct2Elol 22 OlEﬂHIOI*Oﬂ ZI0H 2550021 DtA 22REIE FE 4 AL 2REDI XA & 2

AT JbA 2EREIC e T
o CiRE HEHI& =Ed
o 2IREH N2 BY
® C2IREC QEHOIAI} MBE 4 A= 2 MAC =4 Jf4

rr

S92 ool gets 2=k

17.1.4. VRRP Router Priority and Preemption
VRRP 0|53 JIS0lA £28 R4 VRRP 22 & «=2/0/Ch OFAE JHa 2t E O 20Ot &
MMS [, RM =9 ZM VRRP 2 RE{C| ASrS ZHEICEH

2Hof VRRP ctEJt Jtat etRE S IP F=AE AHele =2l B HO0IAS IP F=A2 JHAI L JUCHA, O

ctRE= OtAH JtA 2tREHZ S&EHTL

L&t R4 == 0LAH Oty ctEHU HOHIOF LMUS [, MY Ity etREHZ S&S 2 VRRP &t
PH S0HA OtAH Ot 2tRHE &F8t= J1E0] L vrrp priority B2 S AFSOHA S DHA 2t
PEH 24 =RAE 1~254 HAZ &HE = UL

HE S0, LAN Ol A OtAE Dtat 2tREQ 2HE A ZOHDF SMIACIH, 8= T2 N AE Y Dt
A 2IREI B2 CS0A OIAEHS AE0l0F SHCE 2HRE B2 C 2 24 =2(JF 242 101 10 100 2
AFCN JUCHH, tRH B2 24 &R0 H =222 2t2H B It OtAH Jrat 2tE It S 0. 2R
ctRE B2 C R4 &It £201 10022 SFIHUCH, =2 IP FLE JHE WY e et<*H
Ot OtAH D4 etEZ 8F S0

=2 28 =219 ¢ Ot et REIF OtAH JtA etRE It E = U S = preemptive scheme Jt B &
EICh no vrrp preempt &S ALE A preemptive scheme E SAIAIZ == ULt Preemption O] bl
M5 T, OFAH JHA 2IREDF S B JHAN 2R E = 222 OtAHE Jial Z22EHIE 23RO 0
AEHIEE DA A OtAHS SES st
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17.1.5. VRRP Advetisements

OtAH Ot 2t*BE 22 182 U8 VRRP 2H2H0MA VRRP advertisement € M &8HCH.
Advertisement il = OtAE Jta 2tRHS M =22 &E8 220t L& E L VRRP advertisement
EIPM3CZ HEAHHA, VRRP AW & E IPv4 HEIHAE A2 MESEC) Default 2 0O 1
Z0tC advertisement It @& &0, & =)= &8 JtsStlt.

u

17.1.6. VRRP Object Tracking
Object tracking 2 21 E{HIO| A 2| line-protocol AEHQ 22 HHE MY
clote SEE T2 NAOICH VRRP 2t 22 220l E =

FAg 2= tracking comman-line-interface (CLI0I 213 S8t HSE &Y 2=t VRRP 2 &
2 Se0IHE ZZ A= 0| HSE MEHA FHE M E HAISHCH

Tracking Z2ZM A= FI B2 Mo AEHE 2 AtotL] AEH gt HEtE SCt0IHEN A e =L
2o AEH 2t 2 up £= down @& HEA|EC

Tracking ZZ A A S S VRRP = 2

HatE =8 &= QUL Tracking Z2H A= 2!
E{H 01 2 2] line protocol & Elf, route 2 2 [e]

| & =8 JIsS M38tth

|.r| rn

2t VRRP 11§ 2 VRRP &t2H2 24 =20 &= 0IXl= K AHME =8 = ULH =2 A
H 1S E BAlotEH VRRP = 11 M2 &Ef BstE ZXIoHH &L VRRP = FXot= 24H2 &El
Of ek Jtat etRE2 28 &2 gt2 24 AISILE S0t Al2ICH

17.2. How to Configure VRRP

ol M st 22 X E &EetHh

® Enabling VRRP
® Disabling VRRP on an Interface
® Configuring VRRP Obiject Tracking

17.2.1. Enabling VRRP
VRRP £ XS AlI7/218 (122 =

mjo
1
gg
on
o

Command or Action Purpose

Step 1 configure terminal Global configure 2= Xl &HCt
Gil Al
Switch# configure terminal
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Step 2 interface interface-name Interface configuration 2= 2 & & 8tC}.
il Al
Switch(config)# interface vianl
Step 3 ip address ip-address/prefix-length OIE{HIOI A0 IP =AE EHSHT.
CilAI:
Switch(config-if-vlan1)# ip address 172.16.6.5/24
Step 4 vrrp group ip address ip-address OIE{HIOl A0 VRRP & &S AlI2!ICH
Cil Al F9: VRRP 11&2 2E ctREHE=S Z2 IP
Switch(config-if-vian1)# vrrp 10 ip 172.16.6.5 =A2 AX™GIO0F BIC CI2 1P Z=AD A E g
™, VRRP &2 CIRHE2 A2 Stis &
= S0 Z, 2R 4FE AdRE= M0
OtAE 2 S 26T
Step 5 end privileged EXEC 2 =& =0t2tCH
CilAI:
Switch(config-if-vlan1)# end
Step 6 show vrrp [brief | group] (S4)2tRE2 VRRP &9 Al HEE X
3| 8tCt
Cil Al
Switch# show vrrp 10
Step 7 show vrrp interface interface-name [brief] (24) EF AHHIOIAN £FE VRRP &

Gl Al -
Switch# show vrrp interface vilanl

17.2.2. Disabling VRRP on an Interface
OIE{H0IAC VRRP E ZHHAIZIOZ M VRRP 8 X2 St Z2E
5tCt.

I

= X+O}
[T

show running-config @822 X332 M, VRRP 152 &8 AH 2 VRRP I} S&ot=Xl S5

(Q

Command or Action Purpose
Step 1 configure terminal Global configure @ =& &I SHCH
Gil Al
Switch# configure terminal
Step 2 interface interface-name Interface configuration 2= 2 &I &} &L},
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Oil Al
Switch(config)# interface vianl
Step 3 ip address ip-address/prefix-length OIEHIOIAN IP =AE EXSHT
il A
Switch(config-if-vlanl1)# ip address 172.16.6.5/24
Step 4 VITP group shutdown QIE HIOlA Sl VRRP € SHAIZIC
Oil Al =9: VRRP €& 2 S XI&txH VRRP & SCHHAIZ
Switch(config-if-vlanl1)# vrrp 10 shutdown 2 9QICH
17.2.3. Configuring VRRP Object Tracking
VRRP object trackingg 2 & 3ot 22 & HF = =2 stet.
VRRP 10| IP =42 AR=FelH, VRRP &2 & &%= 255 2 11 & &1 object tracking 2 &
ol 24 =20 HFEIX =0
Command or Action Purpose
Step 1 configure terminal Global configure 2= & Xl &Lt

Oll X -
Switch# configure terminal

Step 2 track object-number interface interface-name { line- | QI HI 0| A Q| AEHDJI VRRP &9 4 =%
protocol | ip routing } Ol Y52 01Xl QIEHBIOIAS SFBHCH

oo =

-0l ¥¥o=2 Q2HHOIAE &AFotD vrrp

WIHI: _ _ _ track FE WA= WSZ= object HSII
Switch(config)# track 2 interface vlanl line- AEEIC
protocol

o
It up Oljké =X JEP ip routing I} &
EIPFAI EFEALD CIEHOI AL AFEH
Jbup CIDHE 2 ALSHLY.

- line-protocol 7

- track ip route YHES AMEHM EF IP
route ol TEAHS IAME =& UL
Step 3 interface interface-name Interface configuration 2= 2 & &} &tCt
Gil Al
Switch(config)# interface vlan10
Step 4 ip address ip-address/prefix-length OIEHHIOI AN IP =45 &ASHCL.
il Al
Switch(config-if-vlan10)# ip address 10.0.1.1/24
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Step 5 vrrp group ip address ip-address

il Xl
Switch(config-if-vlan10)# vrrp 10 ip 10.0.1.20

IEIHI Ol A0 VRRP £ &S AIJ| 10 Jta et

CENE P P

0x
o
jml

Step 6 VITP group priority leve

il A
Switch(config-if-vlan10)# vrrp 10 priority 120

Step 7 vrrp group track object-number [decrement priority]

il Xl
Switch(config-if-vlan10)# vrrp 10 track 2 decrement
15

<
)
)
T
A
o
k=3
@D
Q
10

bt
&2
i
i
-
i
i
iz
0
o

17.3. Configuration Examples for VRRP

17.3.1. Configuring VRRP: Example
CtE2 GIMOOA AKX A2
2t g ¥ 2 030 &
® Group 1:
B DA IPF24&=10.1.0.10
B AAXAIN R =9 gt1202=2 0| O
B Advertising =J|= 3 0| C}.
B Preemption 0| 43 &
® Group5:
B ARXBI R

B Advertising ==J|= 30 =0|C}.
B Perrmption O] &3t &/ UCH
® Group 100:
B A2X AJIE =2 IP =4 (10.1.0.2) 2 JiXl12

Ct.
B Advertising =J| = default 1 =0l Ct.
B Preemption O HI 243 T QULCH.

Router A

interface vlanl
ip address 10.1.0.2/8
vrrp 1 priority 120
vrrp 1 timers advertise 3
vrrp 1ip 10.1.0.10
vrrp 5 timer advertise 30
vrrp 5 ip 10.1.0.50
no vrrp 100 preempt

ARIXI BE= 318 VRRP &0l &=Lt

O OtAHIF =T

QI &0, of 2SS OtAHIE &

U9200 Series User Guide

325




PON P

vrrp 100 ip 10.1.0.100

Router B

interface vlanl
ip address 10.1.0.1/8
vrrp 1 timers advertise 3
vrrp 1ip 10.1.0.10
vrrp 5 priority 200
vrrp 5 timer advertise 30
vrrp 5ip 10.1.0.50
no vrrp 100 preempt
vrrp 100 ip 10.1.0.100

17.3.2. VRRP Object Tracking: Example

CtS2l Ol MOIA, 2B HOIA vlanl0 2| line protocol AEHE =& S tracking Z2 M A I E& &
Ch. O HIOIA vlanl 2] VRRP = 21EIHIOIA vian10 2| TZE2 A HEHN Uist 388 ALY
%= UAEZE tracking Z2 M AW SS&HCH 2IEHIO0IA vian10 2l line protocol AHEHD down 0 & 4,

VRRP J1E°2 24 =%l g0l 15 2t3 2 A8t

track 1 interface vlan10 line-protocol
|
interface vlanl

ip address 10.0.0.2/8

vrrp 1 ip 10.0.0.3

vrrp 1 priority 120

vrrp 1 track 1 decrement 15

17.3.3. VRRP Object Tracking Verification: Example
CtS 2l ol Hl= “VRRP Object Tracking: Example” 20l M2 & & & &0IstCh:

Switch# show vrrp

vlanl — Group 1
State is Master
Virtual IP address is 10.0.0.3
Virtual MAC address is 0000.5e00.0101
Advertisement interval is 1 sec
Preemption is enabled
Priority is 105
Track object 1 state Down decrement 15
Master Router is 10.0.0.2 (local) priority is 105
Master Advertisement interval is 1 sec
Master Down interval is 3.531 sec
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Switch# show track

Track 1
Interface vlan10 line-protocol
Line protocol is Down (hw down)
1 change, lasst change 00:06:53
Tracked by:
VRRP vlanl 1

17.3.4. Disabling a VRRP Group on an Interface: Example
CH29l oil= QIEHOIA VRRP 152 #X 2 RXGHHA IEIHOIA vianl of VRRP &2 SXIAl

Jl= &d¥HES E0E0h

interface vlanl
ip address 10.24.1.1/24
vrrpl ip 10.24.1.254
vrrp 1 shutdown
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U9200 Al2| X AP Xl = time-of-day MEIAS MB&HCE Ol MEIAE O] EHISO0l 22 AMA22 5
JIStE SEE:OILE, GHE AMAEN Al MBIAE M3 == JUTE A/AXIIL ZEs S A2 R
ot = &t

18.1. Understanding Time Sources

U9200 Al2| = A9IXIE S 2l 23 (clock)S JHEICH dHLEE BIEI2I0 281 RXI T e sH=9I0 22
(‘calendar” CLI & & X)012 LHH Xl Stlte AZERO 22 (“clock” CLI @& & X) 0ICH 0] SH
o 2ate 2t2 #elE

AMABEO0l AFE0t= D12 A2 24 AZEQN 2SH0ICH AZEAN 22 AIAE AT =2H &
MAZLE RS AZEQNH 22 6H It 2AZRH 488 = 0, OYs 28Hs Soll T
ENAEHOZ MEELCH AZERH S AMAE0 ZIISEHU 2I2E 2 I SIS/ S S A
ZollA =10 D2l LA T32 2ASS MASoHM BHEE &= QL

® Network Time Protocol (NTP)

o == 23 (GI=AI0 2= AIE)

ATEQYN 22 WEH2Z Coordinated Universal Time (UTC), &= Greenwich Mean Time
(GMT) JIBte 2 A2t B2 E 22|80 U AT = KG9 A2t BEE BHHE = JAESE G

A2+ (time zone) Wt A 01 EFY (daylight savings time)S & & & = QUL

18.1.1. Network Time Protocol
NTP = HEQI0 HZE HYISO A2t SIIsHZ Soll A T2E20/CH NTP = IP/UDP Al
AZ 0|2l A SEEHCH RFC1305 0l NTP B & 3 0fl CHoll &2l € 0f QUCH.

NTP UER3I= Bt MU (time server)til HZAE 2tCIL S (radio clock) £= & A 2& (atomic
clock)lt 22 ALU= EtY A A(authoritative time source) 22 E Al2F @2 E & S6ICH NTP & 0

N2t EE2E HEADE Solf 2UHSICEL NTP = F AIAE ALOI0 E2l= S22 A2t ST E R=
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= “stratum”O| &t
o A& A& T QUCH

4 ABICH NTP = AR

.
>

FAUE B AAZ2DK L0FLE Z 2 NTP “hops”0l =XHo
26t LM O 2 “stratum 17 EFY M 0lE HU=E EFY
"B AH = “stratum 17 EtY AHZ2EE NTP S Soll Al 2t

b
>
1
M
i

0
HL
i

o
4>
0
m ro
m
0o
x
[==
0
N
01
J7
fo
4]
©
c
3
o
o
pal
m
0o
x
=
]
>
P
10
>
N
>
|>
HU
x
il
o
[w)

NTP = 2 A2 A2t EE2E SIS otAl %] flofl TS & JHAl 28 = MS8HCt
® NTP= XIS AAZ SJ[5tet HH|2t= SJIstotkl =0
® NTP = 0l ZHIHA €2 Al2t2 HlWdtd O 20 2 AZXUE 20l Hl%te
stratum O] & 0t= SJ|3tot Xl &=

18.1.2. Hardware Clock

U9200 Al2l X ARIXIE AIAEI0l JHAIZE AL R0l HANH2E &M AlIZE SAE = UAES ti
Helol 2ol FAE= otE/ S22 JHECH StER/IH S22 AMAE0 AMEE I AZEY N S
= =Jl|stot=d A= E L
18.2. Configuring NTP
Ol ZOIM= AIAEIOIA NTP E AMEE == UAEE S 22 X0l CHolt & H St
® Configuring Poll-Based NTP Associations
® Configuring NTP Authetnication
® Configuring the Source IP Address for NTP Packets
® Configuring the System as an Authoritative NTP Server
® Updating the Hardware Clock
18.2.1. Configuring Poll-Based NTP Associations
NTP E AME0tz UWERZR EHle M2t 442 SIISE UHF=0 O JtXl s& L=EE HSstt
AE AU AV EEE

JHIO HERIAZRH A2 BEE & S6te 2HoZE SAE &
based association)5t HLI E2E JHAEE = NTP B2 E HF o= & JtA 20l AL 0 B#UHA=

MNHUHA 2@&6t= 20 CHol & E St

2 JtE H0l A ZEE= A 2F 2500
® Client mode
® Symmetric active mode

ths

>
v
0
e
H
M
0]
1
U
==
=
0

m
[

Client 2k Symmetric active 2== NTP ifl =2 +=Z2

SclOIHE 20IA Sl &M A2t E2E 2| Aol €8 & A2t AHSES DALt Eble =
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E— -
= OtLIE B A Al SIIE XELCE 0l 22 ZHIS AlZ2E M= 2et

OIHE-AH ZHE ¥ JAJ| 20, Bbl= CHE SU0IHE FHHIJ EH A2t 2= AHEDHA &
=0 0l RE= U2 2Z S20IHENHZ A2 BEE MSE Z2RIt e AN RE06t0H 2

OIHE REMAM AlIZE SIIE X0 A2 A2 AHE ZAlIoH)] ?IcH ntp server &= AtE0HH
&l C.
Symmetric active SE0lM Hbl= 8 A2t E2E 2| /o &8 E A2 AHES ZAISHLD, 22
SAENAH= M2t B2 E MSB8CH 0] 2E = peer-to-peer 2AH01D] 20 &Hl= Xtal0] Salst
= Z2Z UERD U A2t EEST & HESICH 0| 2= SES HERHRD FZE Soll H& =
AS S=E AHIL EHE B0 AMEZ O 0F &Lt HE =22 stratum 1 It stratum 2 AH= Ol& &
EHSl HIER A 882 ALESHCE. Symmetric active 2= AFE0t2 ™ ntp peer Y H S ALE5tet.
NTP S =& 2EE 2&E6t= X2 ZH|2 I (M £= Scl0IAE) Dt stratum 1 A EF 0l 2/ &
X0l Ct.
Command Purpose

Switch(config)# ntp server ip-adress

Client 2= NTP & &

Switch(config)# ntp peer ip-adress

Symmetric active 252 NTP & &

18.2.2. Configuring NTP Authentication
2SotE NTP 2IS2 23S J12 NTP IH3Sl EEE AtEot)| Mol Al2le = A= HHIZRH &
= 3K E HAtoteE 1S B X E AFEEHCY.
01Z EXte NTP I3 0| MAE L= =2t H Al EECH MD5 message digest OU_’_EI%OH oo &S 3t
= M 24 (checksum) J10t A1 NTP I3/ 0l Z& & Z2H0IHENAH MSECH T3S =418
Sc0IHE= W22 St MAL IIE disst = X2 trusted I 2 H|DL6._|’[:|' =210l Rsst
OIZ JIE E&ot) JUCHH Sel0IHE= 0l 22 A2t BEE A EeHC S2t0IHE L 2 XIot= 2!
S JIE ZEot UK E= NTP IH2! 2 HIDIECH
NTP CIS0| SHIZH €8 & 2H Tl Q& g = A= Al2t 242 A2tE S22k AlZ2ICH
ZHIHA 2S3HE NTP IS E S4I0tH oted, =222 &8 LE0MN G328 HHE AtEotet
Command or Action Purpose
Step 1 Switch(config)# ntp authenticate NTP 2 IZ JIsS 843t AlI2ICH
Step 2 Switch(config)# ntp athentication-key key- | 91= J|2 ™ O|&t(C}.
number md5 value 23l 71 Ms9 B5 d2l1 s JHACh #
M X2E= 91 EF= MD5 Ol Tt
Step 3 Switch(config)# ntp trusted-key key-number Al2|3l= o1 3|12 A 9IEHL.
gror OIE3|0t Al2lat= JletdH, AIAES NTP
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Step 4 Switch(config)# ntp server ip-address key key- | A
number <

18.2.3. Configuring the Source IP Address for NTP Packets
AAEIOI NTP IH2!S A& O, NTP If2U2| AA IP A= NTP IHZIS M&6Hs QIHE0IAS =
AZ SHESCHLNTP IO AA IPEAZ SX QHHOIAY IPFAS ALZ5HD ALY 22 &

3 2E0AM OS2 E8= AtEotet:

Command Purpose

Switch(config)# ntp source interface IPFAE 222 O HO0IAS XIESHC.

18.2.4. Configuring the System as an Authoritative NTP Server
ANAEI0l Q20| Al AAQ SDI510 X LUEE AIAHS NTP AH 2 AIR5I2e 229 43

2E0AM OS2 2E8s =doteh:

Command Purpose

Switch(config)# ntp master [stratum] AAEZS NTP AH 2 & &St}

U9200 AlelX AR{XI= stratum 1 AHIAS XI&SHCH of KB HH| LHR0 S22 Jtsd el E2
2 20| EMotA = 222 U9200 AlelE ARXIE stratum 1 2 8&0l= A2 AEOHA 2=

Ct.

18.2.5. Updating the Hardware Clock
SIESIOl 222 J1X BHIMAM, ATEYN 22OZ SIS0 222 FIIHO2 AUOIE SIS
HFE 4 AUCL NTP 2 FEe 2TES N 20| SIS0 20O F 251D =

ArZot= EBI0IA= 012 Z&&ot= 20l BHE 26| T

SIERIO 2SS NTP AIZID SIItAIDIHYE =28 28 ZE0AM OS2 S8 S ALE6tet:

Command Purpose

Switch(config)# ntp update-calendar EfN S22 =2 UI0IE

0z
10
_O'j
o |
£
2
it
il
1o
1
=
1A
0
H1J
| tl

18.3. Configuring Time and Date Manually

AME Jtset BEFY AADF GIOHE, AIAEI0l Al EE S0l ST AlZS 28 &3 &= UL
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18.3.1. Configuring the Time Zone

ANt B2 E 2380td8H =222 28 2E0A OS2 88 = AtEotet:

Command Purpose

FH

Switch(config)# clock timezone zone | A|2HCHE & X EHCH QX zone 2 AI2ETNS| 0122 EAIECH (B8
hours-offset [minutes-offset] Z A2t OIE 2 AFR). 21Xt hours-offset 2 UTC 22| AIRIE & A
Ct. I XF minutes-offset 2 UTC 22| XS H Al SHC.

@.

18.3.2. Configuring Summer Time (Daylight Savings Time)
e S8 Wl AEE LD 2Li= MO EFY (daylight savings time)2 & &6tad 2248 88 25
OlA CHE2 HHES AIZ5leh

Command Purpose

Switch(config)# clock summer-time | Bt=2¢
zone recurring [week day month | =ji¢
hh:mm week day month hh:mm
[offset]]

NHEIZE S AL 28 88, QXA offset 2 MM EtY S0t

MO EHYOl OHE S0t Bt=C X =08, 28 83 220N OS82 2822 Us MHEE
U

—
Ol AIBEl= Z&e EME &8 = UL

Command Purpose

Switch(config)# clock summer-time | S& MMHEIL S AlZ D 22 8F. 21Xt offset & MM EFY SOF FIt
zone date month date year hh:mm | g
month date year hh:mm [offset]

cC

ol

rr

Switch(config)# clock summer-time
zone date date onth date year hh:mm
date month year hh:mm [offset]

18.3.3. Manually Setting the Software Clock
UBHOZ A|ARIOI NTP 2 22 SESH AIZH HIDHLIS 0 25 AI2H SD1810F 012

0l 8}: AN 2SS N AUHE AZEYH SH= &8 2RIt U0 2t A
Jb O 0l HHEE= AtEctet 0 B2 d8E = AZ2tE A2t gets &= AZES)
Sss N 4&5teH, EXEC 2E0AM ChS2 HE S AtZoteth:
Command Purpose
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Switch# clock set hh:mm:ss day month year

b
5
im
20
2
i
i
x
04

cC

o g

rr

Switch# clock set hh:mm:ss month day year

18.4. Using the Hardware Clock

U9200 Al2IZ AQIXIE AZES 0] J|8te 22t SE 51=90f Jlete 228 %)t
UCH BIES0l 222 X0l JHsE HHEI2IS JHX E(chip 22 FHIJt 2IRE SH2ts Al §
SXE 4 ACK

”—rcc

HU
3

U

ATE0 S2 e A2 22 |SAoIIRcl WERIDL HAUE Bt AAZRH2 A2t
OO0IE 22 +4Ioli0F &l 2l AIAE0| SHSC S AZE( SH2 o=/ S
FIIH2Z HOUI0IE ol OF 8tCt

-

FEAH S22 &80k floll 22 Hg2 & = UL
® Setting the Hardware Clock
® Setting the Software Clock from the Hardware Clock
® Setting the Hardware Clock from the Software Clock

ol

18.4.1. Setting the Hardware Clock

ot =30 %%‘S ATE0N Y B2 AlZtS 22|80 of=ER/0 22 AlA E*'OI TH Al 2| A
Lt 201 THE SEH0IME A= SHeU 2EHH2=Z ot=R0 22 AIAE0| X2 [} e Her

£3ots =

U2 A= AR A2 AASE MESHD JUOHSIEANH SH=S 28 SHGHA LE= Sl A2t S
= NTP E 0|Edi M Ol & & 240[Ct

Oror AlES = U AR A2 2ADQIOHH StERIH 2= 8F 60| o EXEC 2E0A 22

HY 2 ASStet

Command Purpose

Switch# calendar set hh:mm:ss day month year SIERIN 2 &£3.

T=

Switch# calendar set hh:mm:ss month day year

18.4.2. Setting the Software Clock from the Hardware Clock
o

MZ2 o= 2 8322 ATEYH S&= &80 H, EXEC 2EUHAN CIE2 382 &4F
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olet:
Command Purpose
Switch# clock read-calendar OIEA S2HZ AZEYH S &4F

18.4.3. Setting the Hardware Clock from the Software Clock

M2 AZEF0 2 2822 ot=A0

olet:

S== £30tHAH, EXEC ZE0AM CS2 HEE A2

Command

Purpose

Switch# clock update-calendar

ADEQNH 2HCZ oSN 2 £4.

18.5. Monitoring Time and Calendar Services

Sat 3@ D2l NTP HEE X551 8 (1S9 HYSES Al

Command

Switch# show calendar

Switch# show clock

Switch# show ntp associations [detail]

NTP association & E &3]

Switch# show ntp status

NTP &Ef =3l

18.6. Configuration Examples

18.6.1. Clock, Calendar, and NTP Configuration Examples

CtS OI0IA =310 2= It AKX F W2 TOE AL A 2HE It LD /4, F=I1H

OCZ o= 2= YUOIE &t

clock timezone KST 9
ntp update-calendar

ntp server 192.168.13.57
ntp server 192.168.11.58

334
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19

Dynamic ARP Inspection

Z A H N History

U9200-DAI-2
OtXI S =& < 2010-02-17
M &Jts &bl U9200 series

0 Z0lAM= ARP i3!S 2 A= dynamic Address Resolution Protocol (ARP) inspection (DAI)
Jls0l e &8 gwHs 8HEH.

gl
i
S
>
0io
oF
0%
2
=
ro
0z
Z
ro
0
H

b Notice Ol ZOIAM ARSI = 00l CHE
= command reference & & X olct.

Ol 2 IS 22 U222 0120 ™ QUL

DAIOl CHEt OloH (Understanding DAI)

DAI J|&2 & & (Default DAI Configuration)

DAI && Xl &1t M<F AbE (DAI Configuration Guidelines and Restrictions)
DAI & & (Configuring DAI)

DAI & & 0l Ml (DAI Configuration Samples)

19.1. Understanding DAI

0l HOIA= DAI O CHEH 2Dt DAl JIS 2 AFEdH A ARP spoofing 22 2k = gtof st 2 o
Oiol &9stCt. 0| 22 U3 &2 UE2Z 0120 UL
® Understanding ARP
® Understanding ARP Spoofing Attacks
® Understanding DAl and ARP Spoofing Attacks
® |nterface Trust States and Network Security
® Rate Limiting of ARP Packets
® Relative Priority of ARP ACLs and DHCP Snooping Entries
® Logging of Dropped Packets
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19.1.1. Understanding ARP

ARP = IP =AQ MAC FAZ DR MPPNOGH A Layer 2 ER2EIHAE Pt ol A IP S4I0]
JFSBlH S 012 SO, BAE BJ SAE AR HEE Ma5teiD ol=0 SAE B2 ARP H
OIZ0 BAE A0 i8St MAC =401 S=50f UK LCHD IIEBHAL

ARP Request

%@ P | MAC %@

Host C MC
Host B Host A Host C

SAEB=ESAE A9 IP F=A0 (HE20t=s MAC F=AE 20D /oA, EZEMNAE M LK
2o 2 SAESWHH EZ2EMAE HAIX (ARP request)S MEEHLH B2EMWAE M LK
Fo BE SAESE2 SAE BII M&8H ARP request € £=416t1, SAE A= A2 MAC =4
£ S¢St

19.1.2. Understanding ARP Spoofing Attacks
ARP = ARP request 8 $=4AI6HK| &2 S AEJ} M&6 gratuitous reply 2 ARP HIOIE0| HAE L =

A2 3 Estt. 0l2 Clall ARP spoofing =2 1t ARP cache poisoning 0| &A1& &~ QUL == 0|
Slle 33 8 HHIQ 2E EEES S22 BEHE Soll 2RH, AKX E= SAEZ MY
=0}

A2 Layer 2 WERKAMN HZE SAE, AKX, 2R2E2 ARP Il Al cache o X xt
SAEZ MYDOF & EdiZs JI2dO. OS2 82 ARP cache
B0 ECH.

ARP spoofing =&
stCH el o2
poisoning 2| MIE
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Host A
(IA, MA)

C Host B
(IB, MB)

Host C (Man-in-the-middle)

(IC, MQO)
SAE A B Ce= 22 AKX QIHHIOIA A B, COHl HEEN A2, 2F 22 AEE0 |IX
StCh. IP =42 MAC F=AE 25 2Hill LHEHLHRACH OIE S0, SAE A= IP =4 A2 MAC =4
MA E ALZEHCH SAE AJLIP HSUHAM SAE B SHE 2RI UAS M, IP =2 1B H2E
MAC =45 2| 2ol ARP request E EZEMNAEZ MEEL ARXY SAE B= 01 ARP
request & ==4IGHH, IP =4 |A 2 MAC =2 MA E 8l S AECS| ARP JHAIE HAEHCH HIE =
o, IP =& 1A= MA AE BII SYGHH, ARIXA SAE A= IP

@y
-
<
>
2
Is
0
2

$0
=
o
>

SAECEIPFEAIA(EE IB)O U8 MAC =42 MC E AI256t= ARP response € EZ2EIA
ESOZM AKX, SAE A SAE B2 ARP HAIS 2 AIZ! 2= AUCH ARP HAIDF 2L SA
EES A L= IB2 &6l EATO XX MAC =42 MC £ AI5HAH €T 01X2 SAE C
O ERHEIE JIR2HMO= AS QOIS SAE C= A, 1B H2E &R MAC TAZ2 20 Q|
20, SHI2 MAC TAZ2 2 MAC =AZ AIEG6AM JI2H ETS 2 SAESHHZR I

fowardno siCL SAE C= SAE A9 SAE BO EfE ALOI0 KHAIZS B EH €D, 0l

o

man-in—the middle attack 0|2+ &tC}.

=G

njo

0 Ho
0> 00 MO

Host A C Host B
(IA, MA) (IB, MB)
1P MAC

Host B MC
Host C MC
< P MAC

Host C (Man-in-the-middle) | Host A MA
(Ic, MC) HostB | MB

19.1.3. Understanding DAI and ARP Spoofing Attacks

DAl = ARP 3!l E HAtot=s 2¢t JIs0ILH DAl = R&0otAl 2 IP-to-MAC F=2 binding S Jt
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RP IH2lS 221 °99M95t D HIJ| P 5Lt 0] J1'SE main-in—the-middle attack 2 £E W E

DAl = ARP HIOI=20| @2 258t ARP request 2 response 0fl 2lo HAZ == S&&HCH DAl DI
s0| 2435te AX= G

0l0
[
-
=)
O
A
o
]

® untrusted LEZ =4I &t .

® XIAI9 ARP INAIE BHAESBII| &, =48t T2 0| &8 IP-to-MAC = binding 2 It Xl 1)
U= ZAEHCE.

® R SotAl X2 ARP I3!S HIJ|&HCH

DAl = ARP TH2!9 %ﬁg% 2ALE M, A8 2 Q= [I0IE{ 0| A %83 o] DHCP snooping
binding CIOIEIHIOI A0 MEE IP-to-MAC =4 binding £ AIZ8HC}.

b Notice AQIXI2 VLAN Ol DHCP snooping O 43 T US [0, DHCP
snooping Ul 26 DHCP snooping binding GIOIEIHIOI A D} MAH S

ARP 22 =48t QIHBIOIAS EH0 et ARX= S 20| S& &L
® trusted QIEHHIOIAZ =418 ARP TH3! 2 A ALSHKl &=L},
® untrusted QAEHOIAN HolM=E 22 K55t IH2!2F 5l Z5HL.

T gge IP =48 I SAEN UolAeE SSXIF 2 g
A

= A
2 =& UCH AIX= HOIE TH20 Coll 208 €2 =% UL

EeHOSH 22 AL DAIJIARP A S HIIOIEE 8838 & U
e IH3lo IP =4It REGHAI 2Ot - E =0, 0.0.0.0, 255.255.255.255 L= IP HEIWAE
T,
® ARP Ili2! 2 body 0l Z&E MAC =42 Ethernet &l 2] =40 2 XI6HXl & =Ch.

19.1.4. Interface Trust States and Network Security
ARl 2t QIEAHIOIA0 CHEF trust AEH **° HEE RISt UCH Trusted AEHHOIAS
SOl a8t 2001 A S OlE DAl ZAFE 485tX =0t BH, Untrusted QIEIHIOIAS £
A 2|

off =4&l8t IHA 2 DAI 2| B AE & =0

o
0
_>d

ol HERD FHUA, SAEQ HAE ARAX LEE untrusted 2 &85 (&l

E = trusted 2 EFEHCH 018! 88 UIA, 0l AR/XE Sl HIERZAZ R&H= 2 ARP IH
OFAALE Bt EICH VLANOILE WIERKIACS T2 EA0M O 0142 R4 BAIER

4CH trust &8 2 QIHHIOIA && HHOl ip arp inspection trust £ AE6HH = L

Worin
rnrofo Kl

>

paa
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Caution UIERD B0t 2l A/AXI 2 ARP TH2!S BAIGIE = ot ™,
SYst JIS0| LRLICH. =, DAl Jb AIX9 ZEY ozl forwarding
enane o =51 TAC L= SUIINAE ARP I3 E BAIE & = A
QX2 CPU 2 trap & 2= QA 0{0F 5tC}.
SLINAE ARP IH2!S ZAIGIEE &FGH= 282 19.4.1 HOIA
HHGIE = 520
IS JE0A AKX AL AAXI BOA SAE 1 SAE 22 mLatsl= VLAN 0l CHal DAI O} 4!
s =0|2tD) JIEGIK. SAE 1 SAE 2JF AKX AQ HAAEE DHCP MH SV 22F IP =4
= Sto BIOILIH, QX AR AS SAE 10 U8 IP-to-MAC =4 OHZES JIX D QUCH 12
2, AQX AQ AQIXl B AHOIS QIE{HIOl AD} untrusted 213, SAE {1 0] &8 ARP TH2I2 A
X BOIA HIIECH =, SAE 1N SAE 2= SEAS & 4 N HCH
DHCP Server
Port 3/3
|C
Host 1 Host 2
OIE{HIOIAZ trusted 2 AFFES M, MIIE 2 = ZHII EMECHH UIERT 20l 30
SASHCH AT AOIA DAI S AlEHEID UK LOH SAE {12 A2X| B (02l ALKl A0S
OIE{H IOl AD} trusted 2 EEG 0 UCIH SAE 2 DIXC ARP HHAIZ QEAIZ 4 QUCH 0l &
A2 ALK BOIA DAIS ASHAIDIHRIE LABHCE
DAl D} AlBHZ=OQl AQX|= HAUS SAED} HERI L2 SAESO ARP IHAIE QA= &
QIE YXISICH De2dLt, DAl = DAIJE ASZQl (12 HER TS SAEQ ARP HAIZE QA=
A2 YUXGHK = REHC
| 2201 DAIS AMZEQ AAXUNAME DAIE ASMAIK L= AQXQ HABE QHHOIAS
untrusted 2 A &Gtet. J2l2 DAIJF EEEX L= ARXNEZREH packet 2 H Ao floll DAI

£ &£3Fatet. 0l 0l SJtsstttd

, Layer 3 0l Al DAI E Al
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b Notice U9200 series = DAI Dt 2= ARP I3!S HAlots UIERIE E3 JI
s= Mt

19.1.5. Rate Limiting of ARP Packets

DAl JIs0| 2435tE AXleE CPUZ 2E= ARP IH2! 9 rate & HIEtst F CIZEZ untrusted
OIE{HIOI A CHol A =& 150 (15 pps)2l ARP TH2!2t 6| & & O, trusted

FotAl 22=LCF QIHHIOIA &8 HH ip arp inspection limit £ AtEoiA &8 HEE = UL

roh

Eol CPU 2 &= ARP 3! 9 rate
RP 2! 2 HIJISCH AIZ2XII &2 H 0
p inspection limit auto—recovery € AIEZ6tH, 28 Al2t0] 3Ust £ ZEE

ar
s iz 2t= &= UL

> o
2 ™

|> 059 FOoIm

rln ]
o
1]
=
=
>

Hu nx 4> Jn
0

x
==

b Notice ARP TH3!9| rate limit = CPU Ol Al software & X2|&lJ| HZ 0, Denial-
of-Service (DoS) 2210l CHoll 2 &S JIHE 4= iCh.

19.1.6. Relative Priority of ARP ACLs and DHCP Snooping Entries
DAl £ IP-to-MAC T4 IHE S 2 AIE [}, DHCP snooping binding CIOIEHHI0OIA S AFZEHCE.

ARP ACLs 2 DHCP snooping binding CIOIEHHIOIALZCH A ZAH AIZ2EICH ARIXI= ip arp
inspection filter Y& 22 80| SAS HR02 ACLs S AISEICH A/AX= HH AKX 23
St ARP ACLs £ ARP IHZ!=2 & ArStCH. 2HeF ARP IH2!0l ARP ACLs 2| deny &A1t 2 XIGHH

DHCP snooping 0l 2ol S &8 binding 0l ZMatdet= 1 IHA'2 HID| = C.

19.1.7. Logging of Dropped Packets

AX= HIIE 2N Gist E2E 21 HHOW MESHD, E8& SMEN L AIAE HAIKS
MMASHCH BIAIXRIDE MAEZH 2EH= 38 = 2] HIHHA AXMSCH 229 20= flow 882
(=418 VLAN, port 815, source @ destination IP =4, source 2 destination MAC Z=A)JF E &t
S

Global && ¥ ip arp inspection log—buffer £ HIH2 FJIE& AHE 4= JA2MH, &4 A2t SO+
Z2est 202 Ji+-E 83N AMAE HAIXKICS MY 22 &S o~ QUCH 12l1D, Global &8 ¥

& ip arp inspection vlan logging 22 2 1& I3l EF5E XAEE =& QUL
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19.2. Default DAI Configuration

CIS2l E= default DAl &S B0 =L,

Feature Default Setting

DAl 2 E VLAN Ol CHolf BIZtd &FEHOICE.

Interface trust state 2= 2HHOIAS2 untrusted A EHOICE.

Rate limit of incoming ARP packets & 15002 ME222 SAEDI S2& = Layer 2 WE

f3et D86k, untrusted CTEHHI 01 A Ol CHoll 15
pps & & &=L

Trusted CIEAHI Ol A0 CHAH M = rate E MISHSHKI
Ct.

burst interval 2 1 =0|Ct.

OIE{H 0l A2 rate limit 7| s disable & UL
ARP ACLs for non—-DHCP environments | ARP ACLs 2 &2|& (| JUXl &LCt.

Validation checks HE HAE =SHA E=C.

Log buffer DAl Jt & 43tE™, deny I HU drop EHe 2
W3l 3201 22 &L,

log entry 2| JH2== 32 i

MEE= AIAE HAIXIS JH= =2 500,
logging-rate =Jl= 1 =.
Per-VLAN logging deny &ALt drop &l= 2

b2
rr

ARP

fn

19.3. DAI Configuration Guidelines and

Restrictions

DAIE £&E M, 32 A& S &==0tch:

MHH

v DAz JI2H2=2 AX KHale| ARP HIOISEH ES6EHE. WIERIE ESot)| fIohAE
2= ARP IH2! S CPUZ trapE = U= IS0l 2R06t0

v DAl= o:!; Eo‘_pngress security j|§0|l} ? B /\I_egress checko_” }\f 6FI| Dfaf.

v DAlI= DAIE XI&otXl &= AAXI0 A2 SAEN oAM= SU=0IX ZCH man-
in—the—middle attack® @ Layer 2 EZEIHAE W0 HStE D TS 01| DAIZ Al
2ote THS OEX %2 ZHeez2H 2clotet. 0142 DA &4t el
X SAEQ ARP HIOI=2 250l =L,

v DAl & ARP request2 ARP response uHB'OI [P-to—MAC =2 bmdmga 2 ALGHD|
2Ioil DHCP snooping binding GIOIE{HIOIAE ASEHCH SECZ &Y= IP =20 O
St ARP 2! 2 dl &6l oAM= BtEA] DHCP snooping= &4 3tAIH et

kOII

v DHCP snoopingO| HI&A AEHOIHLE DHCP 2&0| OtLI2tH, 22 permitdt HLE deny
olJ| ®loil ARP ACLS Al20let.
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v LEES E4= oA ARP IH2! Sl rateE £ & Gtct.

19.4. Configuring DAI

Ol Z2UlAM= DAIE EXot= 20l CHoll &Y stk
Enabling DAl on VLANs (Z =)
Configuring the DAl Interface Trust State (S
Applying ARP ACLs for DAI Filtering (S&)
Configuring ARP Packet Rate Limiting (&)
Enabling DAI Error—Disabled Recovery (S&)
Enabling Additional Validation (&)
Configuring DAI Logging (S#)

Displaying DAl Information

&)

19.4.1. Enabling DAl on VLANSs

VLAN 0l DAI £ enable 6t3H, A2/ Xl= oY VLAN 2 Soll =418t CtS ) 22 ARP 2 =SS ZAIS
Ct:

o SZCIHAEL=ARPIH3!

o A2X 2 MAC =AE RAEGH= ARP request I 2!

o A2XIJ} ESHARP request 0l CHst S& W3l

® 2= AOI0 2415 = 2 & unicast ARP Il 2!

Ol HZ!=S= SAMollA, =58 20l CHol A 2 SE o6t ARP HIOIS

o
E
5]
ol
a

VLAN 0l DAI £ enable ot2A®, LIS 2l 2 S +=al5tet:

Command Purpose

Switch# configure terminal global &8 REZ X SHCT,
Switch(config)# ip arp inspection vlan vian-ia | VLAN 0l DAl £ enable StCt.
Switch(config)# no ip arp inspection vlan VLAN 0ll DAl £ disable StC}.
vian-id

Switch# show ip arp inspection d8 S =0lstC)

b Notice VLAN 0l DAI £ enable 3t™, oY VLAN 2 Sadll 4 &= 2= ARP Il
212 B ASHCH CHAl 2o, AIX12] ARP JHAI2t HIEK AL &H ESE
Ct.
CtS 2l 0l= VLAN 200 0ll DAI £ enable ol= &S B =0
Switch# configure terminal
342 U9200 Series User Guide

PETTIIEEE



PON P

Switch(config)# ip arp inspection vlan 200

CI22 e 882 &0lote Y ES BEWHECH:

Switch# show ip arp inspection

DHCP Snoop Bootstrap - Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Disabled

P Address Validation - Disabled

ARP Field Validation - Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Activet No Deny Deny

SLMAE ARP T30l CHOH DAl JIs2 MESIEE & 4™ class—map 2t policy-map 2 AFE6HH
ARP TH2!S CPU 2 trap & == ollOfStCt.

ChS& VIan200 Ol A =418t ARP TH2!/2 CPU 2 trap & == A &dl= OIMOICEH
Switch(config)#class—map arp_trap_class

Switch(config-cmap)#match ethertype 0806

Switch(config-cmap)#end

Swi tch#show class—map

CLASS-MAP-NAME: arp_trap_class (match-all)
Match Ethertype: 0806

Switch#config terminal
Switch(config)#policy-map arp_trap_map
Switch(config-pmap)#class arp_trap_class
Switch(config-pmap—c)#trap-cpu

Switch(config—pmap)#exit
Switch(config)#int vlian200
Switch(config—if-VIan200)#service—policy input arp_trap_map

(

(
Switch(config-pmap—-c)#exit

(

(

Switch#show policy—-map

POLICY-MAP-NAME: arp_trap_map
State: attached

CLASS-MAP-NAME: arp_trap _class (match-all)
Trap—cpu
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Switch#show service—policy
Interface  VIan200 : input dhcp_user_map

19.4.2. Configuring the DAI Interface Trust State
£FIXE trusted IEIHOIZ2FH &8 ARP IH2IE SAtGHAl &=L

728 IP-to-MAC =2 HE S I 1D U=Xl &

Untrusted OlEﬂHI IAE Soll =418t ARP IlI2I2 &
= JIot4, ip arp inspection vian logging &80 2t 221

AL ARIXlE &0HA &

HI0 W3l 21 MEeC.

CIEHIOIAL trust &EHE EFGtAH, TS HYS S&idtet:

Command Purpose

Switch# configure terminal global &8 ==z XS

Switch(config)# interface /ifname CHE ARIXIQ HAAE QHHOIAE FAISHLD
OIHHOIA &8 REZ XS

Switch(config—if-Giga1/1)# ip arp inspection | AIXI2t HAE CIHHOIAES trusted 2 &F

trust StCE. (default: untrusted)
Switch(config—if—-Gigal/1)# no ip arp AKX AZE OIHHOIAE untrusted 2 &
inspection trust A S,

Switch(config-if-Giga1/1)# end Enable 2=2 =0}2tC}.

Switch# show ip arp inspection interfaces HFS 20l

CIS2l 0= Gigabit 2E 1/1 S trusted & 8 &dl= 2$8H=2 B ECH

Switch# configure terminal

Switch(config)# interface gil1/1

Switch(config-if-Gigal/1)# ip arp inspection trust
Switch(config-if-Gigal/1)# end

Switch# show ip arp inspection interfaces

Inter face Trust State Rate (pps) Burst Interval Auto Recovery

Gigal/1 Trusted None 1 Disabled

19.4.3. Applying ARP ACLs for DAI Filtering
ARP ACL 2 AlZ5t2{8, Ct22 Zeg +35tet:

Command Purpose

Switch# configure terminal global &8 2oz Xt}

Switch(config)# ip arp inspection filter VLAN 0l ARP ACL S E&5tC}.

arp_acl_name vlan vian-id [static]
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Switch(config)# end Enable EE2 S0}2tC}.
Switch# show ip arp inspection &H 8= &0I8HC}.

ARP ACL= HE& M, TS24 A&l |2 a6tet:
® ARP ACL 2 implicit deny £ explicit deny & CUHE10 ACLS ™ XAHIUE LXISHAl
= W22 HJlotdH, static IIREE AFEa6l2t. 0 A0 DHCP binding 2 AIE % Al
=L},

-
62

b2

static IR EE AIZE0IA L2®H, ACLOU Xlots £2101 = W3Hl CHol M= DHCP
binding 2 MM 32 permit & 2101 Xl deny & 21X E Z&EH.
® [P-to-MAC =4 HE S ZE&old Us ARP IHAICH ACL 2 2 AFSHCH. Access list JF

permit ot= 2! =8t permit & Ct.

CIS2l 0l= 0150] example_arp_acl 2! ARP ACL 2 VLAN 200 0l ®&5t= 28 sS B =CH

Switch# configure terminal

Switch(config)# ip arp inspection filter example_arp_acl vlan 200
Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap - Disabled

Source MAC Validation > Disabled

Destination MAC Validation : Disabled

P Address Validation . Disabled

ARP Field Validation - Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active example_arp_acl No Deny Deny

19.4.4. Configuring ARP Packet Rate Limiting
DAID} 2435 &8 AQX=E 2E ARP Ol (Hoh R4 ZAIS 612, 012 215k AQIXIE ARP

PI
DoS 6—.01| F oo &CH ARIXIS CPUOIA ARP 2! 2| rate £ Mt 2 ZM CPU 2 2ot 24

b Notice DAI Ot MIS6t= ARP rate limit= AZEQIN JIs012] IS0, ARIX2
= X
=

CPU MMEES HEH2ZE HAAZ == ZUCh ot X8 DAL Jt XMelots
ARP IH3!2l &= XEESOZ M, DAIGI 2/8t CPU AIEES RE == U
Ct.

EEO0 CHoll ARP IH2!0fl CHE! rate limit E & FotAH, Tts2 AP S & 5teh:
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Command Purpose
Switch# configure terminal global &322 XISt}
Switch(config)# interface /fname CIE AKX HZE QIHHOIAE HAIGHLD,

QIEHHOIA 48 REZ MYESHLY.

Switch(config-if-Giga1/1)# ip arp inspection
limit {rate ppos [burst interval seconas] |
none}

Switch(config-if—-Giga1/1)# no ip arp
inspection limit

NW

(84) ARP packet rate limi

default &2

Switch(config—if—-Gigal1/1)# ip arp inspection | 2IE{H Ol A 2| ARP rate limit I =S enable Al2!
limit enable Ct.

Switch(config—if-Giga1/1)# no ip arp OIE{HIOIA LS| ARP rate limit 1SS disable Al
inspection limit enable 21C}H.

Switch(config)# end Enable 2= S 02t

Switch# show ip arp inspection interfaces d8s =0ls

ARP packet rate limit £ &8 M, Ct32 ALE 0l =olotet

® [|EEZ untrusted 2IEHHIOIAN CHaHA = 15 pps (packet per second), trusted I E{ |
OlA 0 CHOH M= rate E MISHGHAI &=L

® rate pps=E =E Xl = Y= AES ZFHEHCH HRl= 0 2H 2048 OIC

® rate none IR E= =41& = ARP I3/ 2| rate Ol MIBtS ot Kl XSS HAISHCEH

® (SH) burst interval seconds (default = 1)=, ARP T2/ 2| rate It AStE ZU6t=Al 2
Z0t= AIZ2HOICH =, rate 2 8 &St 22 burst interval = St =S I Y LEZ2 &
2lcl= ARP IH3! S HMISHSHCEH ol Hl= 1 ~ 15 0ICH

& RUT= ARP S rate Il & X gt2 ZolH, AAXE Y ZEZ £4I8 DE ARP
IS HIDISCH 290 HE S HZE WMHKI O &EDF | XIECH

® Ol HOIAC rate—limit 2t2 HAGHK &2, IE{HOIACQ trust AEHE HHoH T CIE H O
A0 CHEt rate—limit & default 801 HZE L. rate—limit &S HAS F0l=, trust AEHE
HEolHetE dFet g0l Az S&EEC 2AHHIOIA & ¥Y no ip arp inspection
limit 2 AtEotH, SIEHH 0l A 2| rate-limit &t 2 default 22 S& = L.

-

® ip arp inspection limit enable Z &= & & 0F, ARP IH2! rate limit It =& StCt.

CtES2 gil/1 0l ARP packet rate limit & & &5t=
Switch# configure terminal

Switch(config)# interface gil/1

Ol OICH:

Switch(config—if-Gigal/1)# ip arp inspection limit rate 20 burst interval 2

Switch(config—if-Gigal/1)# ip arp inspection limit enable

Switch(config-if-Gigal/1)# end
Switch# show ip arp inspection interfaces

Interface Trust State Rate (pps)

Burst Interval

Auto Recovery
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Gigal/1 Untrusted 20 2 Disabled

19.4.5. Enabling DAI Error-Disabled Recovery
ARP TH2!0ll CHE! rate limit TH20, ARP TH2I2l £410| HIEtE ZES UHS22 22512, (129

8= sdotek:

Command Purpose
Switch# configure terminal global &8 =2 XS
Switch(config)# interface /fname Ch2 AQXQ o2& QIHHOIAS HAlotL,

Switch(config—if—-Gigal/1)# ip arp inspection (B84) s 2832 Jls
limit auto—recovery seconds

Switch(config)# no ip arp inspection limit s =23 JlsS M St
auto-recovery

Switch(config)# end Enable EE2 S0}2tCH.
Switch# show ip arp inspection interfaces &8s =0I6tC)

CtSe 2B H 0l A gil/1 0l ARP rate limit Off 2/oif ARP IH2! £=410] AIHEAS BL, 10 = S0l IS
CZ SREHESE 4F5t= Gl0ICH

Switch# configure terminal

Switch(config)# interface gil/1

Switch(config-if-Gigal/1)# ip arp inspection limit auto-recovery 10
Switch(config-if-Gigal/1)# ip arp inspection limit enable

Switch(config-if-Gigal/1)# end

Switch# show ip arp inspection interfaces

Inter face Trust State Rate (pps) Burst Interval Auto Recovery
git/1 Untrusted 20 2 10
git/2 Untrusted 15 1 Disabled

19.4.6. Enabling Additional Validation
DAl 2 ARP I2!29| destination MAC =4, sender 2 target IP =4, source MAC =40 (& &

=2d ZAE & = ULL

IP =2 £= MAC =400 et Red ZAIE ofdld, OS2 HY=S +=dolch:

Command Purpose

Switch# configure terminal global &8 == XIS,

Switch(config)# ip arp inspection validate (SQ) =0 K54 2 AIS enable 8Tt
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{dst-mac | ip | src-mac} (default: none)
Switch(config)# no ip arp inspection validate FIOHEQ Re4d HALE disable 8t
{dst-mac | ip | src-mac}
Switch(config)# end Enable 2=2 =02tCh
Switch# show ip arp inspection H& S =elIeth.
FIHO R4 ZAIS enable ot ™, ChS2l A& W R2l6t2t
o (389 IJHE = ENHZ &t P% ArEoHOF StCt.
® 2! ip arp inspection validate 2&2 0|Me HHES AMMISCH. Bt ip arp inspection
validate @822 src-mac 2+ dst-mac ZAIE enable 6t11, & B ip arp inspection
validate ZE 22 ip ZAtEHZ enable M CHH, src—mac 2 dst—-mac & A= disable & 11

ip 2 AFBHO| enable = L.

o MO R4 FAs s 20k

B dst-mac — ARP response IH3! 0l CHoll Ethernet oll 2 destination MAC =4

body 2| target MAC =45 H| 1 &tC}.
B ip — ARP body 2| 7 S5tAl

et ARP

tCt. 0.0.0.0 &£ = 255.255.255.255 &

= YEIHNAE IP 4= HIIECH ARP request 2 sender IP =4, ARP response 2|

sender/target IP =24 & A AFSHCE

B src-mac — 25 ARP IH2!0fl THoll Ethernet oll 12| source MAC =
C

sender MAC =AE H| 1 &t

A9 ARP body 2|

ChS2l 0= src—mac 0l Uit SR K&4 ZAIS enable 6l 2SS E0=CH

Switch# configure terminal

Switch(config)# ip arp inspection validate src-mac

Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap - Disabled

Source MAC Validation . Enabled

Destination MAC Validation : Disabled

|P Address Validation : Disabled

ARP Field Validation : Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny

fol

CtE2 0= dst-mac Ol et FItEel =

Switch# configure terminal

A ZALE enable
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Switch(config)# ip arp inspection validate dst-mac
Switch(config)# end
Switch# show ip arp inspection

DHCP Snoop Bootstrap . Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Enabled

P Address Validation : Disabled

ARP Field Validation : Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny

Ct22 U= ip Ol et =IHHC R84 ZBALE enable ot 282 20 ECH
Switch# configure terminal

Switch(config)# ip arp inspection validate ip

Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap - Disabled

Source MAC Validation . Disabled

Destination MAC Validation : Disabled

P Address Validation . Enabled

ARP Field Validation : Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny

CtE22l 0= src—mac 1t dst—-mac 0l tHer FIHHQ KRS 4 HALE enable ot 2EH 2 20 &L
Switch# configure terminal

Switch(config)# ip arp inspection validate dst-mac src-mac

Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Enabled

Destination MAC Validation : Enabled

IP Address Validation : Disabled
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ARP Field Validation - Disabled
Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny

19.4.7. Configuring DAI Logging

0l Ol A= DAICl 22 9 o)l [HalH &

® DAl Logging Overview

® Configuring the DAI Logging Buffer Size

® Configuring the DAl Logging System Messages
® Configuring DAI Log Filtering

A St

19.4.8. DAI Logging Overview

AX = HOIE 20 CHe E2E 220 HIHO HESHD, 48 E DMEN XH AIAE HAIXNE
ASICH HIAIXIDF MAEH 23HE 8= 27 HHOAAM AHSCH 222 200l flow 38

A8 VLAN, port B15, source 2t destination IP =4, source 2 destination MAC F=4)Jf L&

Ct.

0z
>4

n

[l

StLtel 21 HIH entry & GhLE 0142l 1
N ZE ARP QI X} P 2 Ll T3l S
kel 1}

Ol CHet 21 HHIH entry E OFLE M

19.4.9. Configuring the DAI Logging Buffer Size
DAl 21 BITS 30IE H#H5lAY, (122

ROl ABHE R}

Sae= T30

Command Purpose

Switch# configure terminal global &8 2 == XS},

(e]]
DAIS 2 HIH 3AJIE &XEHCH (=0 ~
1024).
default HIH AJI2 S

Switch(config)# ip arp inspection log-buffer
entries number
Switch(config)# no ip arp inspection log—

buffer entries

S50 (32)

Switch(config)# end

Switch# show ip arp inspection log HAZ2 =0lstll.

CtS2 Ol DAl 21 BIH FJIE 64 =2 8 F et

Switch# configure terminal
Switch(config)# ip arp inspection log-buffer entries 64
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Switch(config)# end

Switch# show ip arp inspection log
Total Log Buffer Size: 32

Syslog rate : 5 entries per 1 seconds.
No entries in log buffer.

19.4.10. Configuring the DAI Logging System Messages
DAI D} A5le 20 HAIXIE 8F5ti™, (132 &g +#5teH

Command Purpose

Switch# configure terminal global &8 &=z XS
Switch(config)# ip arp inspection log—buffer DAl 2] HHE & & &
logs number_of_messges interval

length_in_seconds

Switch(config)# no ip arp inspection log- default & S & &tCt.

buffer logs

Switch(config)# end Enable 2= S 02t
Switch# show ip arp inspection log HAZ S=0IstCl.

DAI Sl 22 AIAE HIAIXIE &F5HAH, Ch22 AHEH 22l5tet:
® logs number_of_messges (default = 5) OlA, 2t2 H2= 0~ 1024 0ICH. 0 22 H A6t
27 HAIKIOF MEE X 2L=Ch.
® interval /ength_in_seconds (default = 1) Of
©2 dFotH, 21 HAIXID B2 M- EC
® AAE 27 MNAIXKI= length_in_seconds =

A, 249 ¥el= 0 ~ 86400 = (1 L)OICH 0
(§ 20 HIH=E &4 HIQULCH.
ct

number_of_messages 2| HI& MA &L},

CtS2 ol= 0 2 =0ICH 12 JHSl DAl 21 MAIXIE MH6t=S A HEH:

Switch# configure terminal

Switch(config)# ip arp inspection log-buffer logs 12 interval 2
Switch(config)# end

Switch# show ip arp inspection log

Total Log Buffer Size: 32

Syslog rate : 12 entries per 2 seconds.

No entries in log buffer.

19.4.11. Configuring the DAI Log Filtering

ARP IH3! =2 S Alet =, 1 de+01I CHet AlIAE!I HIAIKIE dEid oz MAgh == QUCH.
DAl 9l log filtering J1sS E&oledH, OS89 A s 485t
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Command Purpose

Switch# configure terminal global &8 &=z XS
Switch(config)# ip arp inspection vlan vian—id | 28 VLAN Ol THoH log filtering & & & &L},
{acl-match {matchlog | none} | dhcp-
bindings {all | none | permit}}
Switch(config)# end Enable 2=2 =0} 2HCH.
Switch# show running—config 8= E0I6HC)

DAl o 22 AIAE HIAIXIE d&5tcAY, S 22 AMEHl s2latket:
® Default 2 2 deny &l= A2 2 &L,
® acl-match matchlog —ACL &&Z2 D 2 StC Ol Y E 0l matchlog IS E YAl

Cl

2
eny S0l log IIRE0F ASEHJACHH, ACL 0l
2

T=d
O3l permit &I 1L+ deny &l = ARP IH2! E0| 22 &I Ct
® acl-match none —ACL 3t 2 XI5t= TH2! Ol CHoll 2 6HK =L
® dhcp-bindings all — DHCP binding 2t 2 XIdl= 2= A EE =4 &t
® dhcp-bindings none — DHCP binding it 2 XIot= I3l &2 2& otk E=Ch
® dhcp-bindings permit — DHCP binding 0l 2/olil I8 2SS 2 A &HC

12
_O'j
>
e
H
J
W
0%

C

A

0

=2 0= VLAN 200 0l CHoll ACL 2t 2 XIot= W20l tHet 21 HAIXIE &

o

Switch# configure terminal

Switch(config)# ip arp inspection vian 200 logging acl-match none
Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap - Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Disabled

P Address Validation - Disabled

ARP Field Validation - Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No None Deny

19.4.12. Displaying DAI Information

DAl o] §EE X3loteid, (t52 HE S AEolet:

Command Description
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show arp access-list

ARP ACL Ol CHet 32

show ip arp inspection interfaces

OIEIHIOl A2l trust &

show ip arp inspection vian [ vian—id]

VLAN Ol CHEr DAl 21t S &

SHCY,

CIEHHIOIAC] ARP IHZ! ==
Ct.

show ip arp inspection arp-rate

DAl EHEEE Z3otHL ZD|5totHAH, T2l HHE ArEdtet:

Command Description

clear ip arp inspection statistics DAl X B2 E =J|3t StCt.

show ip arp inspection statistics [vlan vian—id] | DAI Ot HMc2lst ARP T2l0ll CHSt SHEBE &
2 5HCY.

DAl logging 282 Z X35t AL =D|56ted S, (29 HAHS AF=5ieH:

Command Description

clear ip arp inspection log DAl 211 HIHE =JI3t stlh.

show ip arp inspection log DAl 21 HHS €810 21 HIHS Wss &

& &t

19.5. DAI Configuration Samples

2o

Ol Z2 Ust €2 WSS Z8etth:

® Sample One: Interoperate with DHCP Relay
® Sample Two: Interoperate with DHCP Server

19.5.1. Sample: Interoperate with DHCP Relay

0l OlHl= DHCP relay Jls2 At2dt= ARIXI0 DAl E H&&5t= ¢S &6ttt GO39 O8H

S HERKIAM 2HEEN JACHD JFEGHAE:
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DHCP Server

L2 Switch

VLAN 1 192.168.0.1

0007.7000.1234

Host 1 Host 2
L3 A9/ Xl= VLAN 10 = Sol DHCP M2 DHCP BIAIXIE SHOIH, SAE L= 12 A9XIJt A
ZECH L3 AAXION HZE L2 29/X= D IPFA2E AMESIL SAE 1} SAE 2= DHCP E
o

Sl IPFAE €8 2=0 el BE AR/AXA SAES

IP-to-MAC binding 82 dX2=Z DHCP
Ol 2/=8tCh. DHCP snooping &&& DHCP
tet.

b Notice Olgd FA0IAM DAI
snooping binding

Hf rir

snooping Il =& = &1

OII

]

DHCPrelay & At& &= ARIXI0 A DAl J|SS AtEoted ™, G310 201 & F&tit:

Step 1 DHCP relay Jls=2 &43 AlI2ICH

Switch# configure terminal
Switch(config)# ip dhcp helper—address 10.1.1.1
Switch(config)# service dhcp relay

Step 2 DHCP Z IP 2 &Y = SAEQ |P-to-MAC binding 222 ?=0lJ| fdoll, DHCP
server 22 SAI0 AI2%= IEHOIA VLAN 10 Uk SAEDF HZ & OIEHH 0l A VLAN
1 0fl DHCP snooping 2 &4 3l AlIZ2ICt.

Switch# configure terminal
Switch(config)# ip dhcp snooping vian 1
Switch(config)# ip dhcp snooping vlan 10
Switch(config)# ip dhcp snooping

Step 3 NF IPE ArSot= A2X12 ARP I3!S o1E6t)| fioi ARP ACL 2 &€& ¢&tlt

Switch# configure terminal
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Switch(config)# arp access-list permit—switch

Switch(config—arp—nacl)# permit ip host 192.168.0.1 mac host 0007.7000.1234
Switch(config—arp—nacl)# exit

Switch(config)# ip arp inspection filter permit—switch vlan 1

Switch(config)# end

SHtEA 23 A=K =ISH

Switch# show ip arp inspection vlan 1
Step 4 SAEJI HZE VLAN 1 0l DAI £ 43 AlI2ICH

Switch# configure terminal
Switch(config)# ip arp inspection vlan 1
Switch(config)# end

SHtEH 28 & A=K =QIetC

=2 o 4

Switch# show ip arp inspection vlan 1

Xootd s £ 0

o
ol

L3 AQIXIC &HF
!

llJIO

arp access-list permit—switch
permit ip host 192.168.0.1 mac host 0007.7000.1234
!
ip arp inspection vlan 1
ip arp inspection filter permit—switch vlan 1
!
ip dhcp helper—address 10.1.1.1
service dhcp relay
!
ip dhcp snooping vlan 1
ip dhcp snooping vian 10

ip dhcp snooping
!
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QoS %L ACL

2 32 8@ 29321 U9200 Series A2 X121 QOS (Quality of Service)&d & 2 ACL (access-list) &
pS|

20.1. QOS
2011, ®o AF

= HHl2 qos 0l LHEH 8 2HE 243t A= SE0 e TS 20

T 20-1.QOSEY &A HHO

g3 &9 2c
mls qos QOS M L& s 43t 5l Config
no mls gos QOS M L& = HIZ4A3st 8T Config
show mls qos QOS & £4F MEHE X3|8HCh Exec

U9200 EHI2l QOS &t H&E 2 ?12 8 &F0| & U= A JI= & HGHH =& etCt. Mis qos
t2dst 2o JX 2 22 HREE2 QOs 2 HE 0= £&0| =Jtsotlt.

20.1.2. TX Scheduling & &

U9200 Series A X0l M= Scheduling € <9I SPQ (Strict Priority Queue) Method 2 WRR
(Weighted Round Robin) Method € MIZ0otH CIZE= SPQOILCL 0| =& ME =Ml AtEot=
2301 JsatH, 2 2l WRR 21 JtM A OIS ALOIOIA Sl 24 =<I% JHRICH

Ol ZHIMM M3 = WRR 2 & & 35HH = SDWRR (Shaped Deficit Weighted Round Robin) Method
OICt. DWRR 2 28t WRR 0l M quota 22|E O diF= A2 S&GIH, 012 Sl A 3.1$‘| =0
Q= EciTD, burst otH 2 S 2E EdE OOIHEES ZEFes JIssS Ct.

Ql

HI T
0o
ol
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SDWRR 2 (4 J10ll HIOIE 2 EE 0l latency € =Z710| fI8F shaping 7150l X & & 5:3HIE= 24
9| queue 0l weight Jt Z=0{FCtD & 0§, WRR (22 DWRR) 2 1,1,1,1,1,0,0,0, 1,1,1,1,1,0,0,0 == A
Z queue HHE0| O|2H&ACIH, SDWRR € Y= d<20= 1,01,0,1,0,1,1, 1,0,1,0,1,0,1,1 =N Z
queue HIZ0l OIFHXIHA weight Ol et A LS ZES I SAI0H EHE latency & =01
=SSO

25 82 queue E JHXILD UM 7Y RIIHE =2 RAERAE JHXI1D, 0 & FIF Ot
& =22 JHECH

(S =

AL H
Im

0
fo
40 I

Queue 7 SPQ
Queue 6 SPQ
Queue 5 WRR group 1 (50)
Queue 4 WRR group 1 (30)
Queue 3 WRR group 1 (20)
Queue 2 WRR group 2 (60)
Queue 1 WRR group 2 (40)
Queue 0 SPQ

?ol 2 7 E AHSE0 ol A StILRI GIAIE HE 8t 2401

O

Q6 2 SPQ & £HERULE Q7 2 IHE =2 =20l SAl0l SPQ 0122, 2&
) <? =3 s

Eciy Z Q6 0l HelsCt.

- Q543 2WRRgroupl 22 AFT0 UA2M 2029 weight 2 50:30:20 22 = HH T RALH.
WRR group 1 2 SPQ ZCt & &2(0F £ X2 WRRgroup 2 ECt= =20 0l € AOI0l=
SPQ ot O&OHXI 2 2 EQl &9 XH0IE JHEILCH

- Q212 WRRgroup 2 & &F&0 UM, 0 = AFOI0I= 60:40 2| weight HH== JH&ICEH
WRR group 2 = 912 2= F0IA OIOIE It Mele =0Lt XeleCh.

- Q0 2SPQ X HAHLYXNLH MY 2 RE=2IE AL, Q7~1 2| 2= It Mel=l 00k
gt Qo O s&fetlt.

b Notice 2 S WRR group € A0 A AFZ3HH L (0: Q5 2F Q2 0l WRR1 S & &
ot1, Q4 2 Q1 0l WRR2 € &5t AtEdt= Z2<) WRR group ALO|
E=0 22 A0 SPQ E AIZot= 2 AZALE0] OtLIK, OIEH &2 F
A

B Z0 ANBY ST KoM= 2B GEH SHE 4 UL

_'_

2 ZHlAdE 2HEE 832 tx-scheduling Ol 2= mapping table 2 M &6t &, ZEN HEdt= &
Aoz SHOIH, 2= 7 S map = HEM AIESE = ULH 2Hz= S 8IS maps €8E
2 U2, 0 H2 default SPQ 2 AIEEIMH HAO| EIIS0IE2E, 2 8FE = U= A2 7 M
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H 20-2. Tx-scheduling map €8 ¥&0

g3 &9 2c
o 0|&2 JtXl= mapping table 2| n Bl 7
mls qos map tx-scheduling NAME queueing- | Ol CH 8t queueing-method £ & & &tCt. ol & Ol Confi
method <0-7> (strictlwrri|wrr2) £2 JtXle mapping table 0] = ZR0= g
}\HE AH A 6}[]-
I Heduling NAME _ wrrl £ w2 £ 2388 2= wir weight €
mls gos map tx-scheduling queueing- | _ - ,
SAI0 £F0] Jts eight 2t0l =0 XXl | Conf
method <0-7> (wrrljwrr2) <1-100> |0l &3 01 JHSBtLE. Weight 2t01 = '9
os 12 AFEC
mls gos map tx-scheduling NAME wrr-weight _
a P g I\ wir 2 #x® 39 weight 2 &= 8T} Config
<0-7> <1-100>
no mls qos map tx-scheduling NAME | oi& 72l queueing-method S ol XI&tCt. off &l Coni
: onfi
queueing-method <0-7> & AL L2 EQ! strict 2 HHRLH. g
no mls qos map tx-scheduling NAME wrr- | Wir 2 &3 & 72| weight £ i M EHCH CIZE Confi
weight <0-7> ol12 83ECh 9
) e 0182 JtAl= mapping table 2 A{ XISt i
no mls qos map tx-scheduling NAME o Config
show mls gos map tx-scheduling Tx-scheduling && E2E 20 &L} Exec

2 2 20| BFSH & tx-scheduling 0fl CH & mapping table 2

H 20-3. Tx-scheduling &3 &0

23 £3 2c
] oie 0IE2 JtXAl= mapping table 2 oilg & | |
mls qos tx-scheduling NAME interface
E QIEH HIOI A0 & & &HCH.
) ole 0IE2 JtXAl= mapping table 2 oilE & | |
no mls qos tx-scheduling NAME interface
E QI HIOI A0l A ol Ml StCt.

20.1.3. Port trust 2=
Em ol CHol A QOS

2l R =98

ZEQ o=
5,012 HigoR

201 2 4 9

Otse &30l

default COS 2+

= 2otk HE2H, 0l BR0= ZEN 28
Ct. &2 0l default COS gt2 COS £= DSCP J} &l
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|

= IH2! (Oll:untagged packet) Ol CHst D12 s&= Blote EX=2L AFEECHL

Trust mode = COS = DSCP 0l Lol A &8 = U2H, S U €8 =T Y1, = U £&806tHAl

OI-C’ J\C OIEl.

- trust DSCP (= BOTH) 2=0/04, TH3! 0l DSCP 2¢0] QUCIS 0|2 0| 2&+C
- trust COS (= BOTH) 2=0/04, TH3! 0l COS 2¢01 QUL 0IZ 0| EHCH.
CtH

0
- trust COS (S£= BOTH) 2S0I04, TH3! 0il COS 2+0] &t ZEQN X default COS 2t
=NE=3-1v3

- 1219 ZR0l= default COS gt= Ol = &Lt

Trust DSCP 2 S 0|0, I§2! 0 DSCP 20| Y= ZR2t®, sl 12/ S DSCP & 222 QOS It &
#E0, 12X %S L= COS 2 HIE 22 QOS It HHEC.

I 20-4.porttrust &8 HE N

ol = of &89 2c
e ZE QIEIHOIAN trust mode & H&EH |
mls qos trust (cos|dscp|both) o interface
ole ZE CIHHIOI A trust mode £ GHAISH | |
no mls qos trust interface
Ct. Ol 22 none 2= & HFEICH.
mls gos cos <0-7> ZEOI[ZEcosats &8 interface
no mls qos cos ZEOCZEcosat &F= HME. interface
20.1.4. DSCP Hgt map €&
Trust DSCP 2= 0l 2Ioi A oY TH2!0l DSCP € J|&=2 & S&GHH & 22, 0l a2 G210 20|
=2 EtC
- DSCP g0l 2 queueing S
- DSCP gt0ll (& COS marking(or remarking) = &
- DSCP gt0ll (& DSCP remarking S &t
20.1.4.1. DSCPto queue &3
U9200 Series User Guide 359




,,/

s
DSCP DF01I et e I3l 2 queueing s &= =&6t=0l, 0l= enable/disable € & 0| 210| &Al =
&SHCE Ol S&0 2 RS DSCP-queue map sie M ¥ 02 RXIEC.
Switch#show mls gos map dscp-queue
DSCP-TO-QUEUE MAP
dl : d2 0 1 2 3 4 5 6 7 8 9
0 0 0 0 0 0 0 0 0 1 1
1 1 1 1 1 1 1 2 2 2 2
2 2 2 2 2 3 3 3 3 3 3
3 3 3 4 4 4 4 4 4 4 4
4 5 5 5 5 5 5 5 5 6 6
5 6 6 6 6 6 6 7 7 7 7
6 7 7 7 7

I 20-5. dscp-queue map &8 HdH 0

2O 49 2c

| d - <0-63> ... <0-63>t _
Mis qos map dscp-queue © Dscp-queue map = & & &tCt. config
<0-7>
no mls gos map dscp-queue Dscp-queue map 2 =J|3+ StCt.. config
show mls gos map dscp-queue & H dscp-queue map &&= 20 &=L}, Exec

20.1.4.2. DSCPto COS & &

DSCP gt0il et oHE 2! 2 COS marking (or remarking)S &2 =8& 4= QUCH 0l= ZE CIE H Ol
A & enable/disable & 0| Jts5tH, CI = E = disable OICt. 0] S &0 2 28t DSCP to COS map

2 89 4822 FAECH

Switch#show mls gos map dscp-cos
DSCP-TO-COS MAP

dl : dz O 1 2 3 4 5 6 7 8 9
0 0 0 0 0 0 0 0 0 1 1
1 1 1 1 1 1 1 2 2 2 2
2 2 2 2 2 3 3 3 3 3 3
3 3 3 4 4 4 4 4 4 4 4
4 5 5 5 5 5 5 5 5 6 6
5 6 6 6 6 6 6 7 7 7 7
6 7 7 7 7
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s
H 20-6. dscp-cos map &8 FH|N
o134 of &89 2=
mls qos map dscp-cos <0-63> ... <0-63> to <0- _
75 g P P Dscp-cos map £ & & &Lt config
no mls qos map dscp-cos Dscp-cos map S =73t stCt.. config
oY ZE QIEHHOIAN dscp-cos marking = | .
mls qos dscp-cos = interface
oIS 8 &Gt
oY ZE QIEHHOIAN dscp-cos marking = | .
no mls qos dscp-cos o _ interface
=SHotKl XS 460
show mls qos map dscp-cos &I dscp-cos map &&= EWECh Exec

20.1.4.3. DSCP to DSCP &3

X2 4 4 Ul 0=

DSCP gt0ll et oS IH2! 2 DSCP remarking =

A1 XH&I2l DSCP gtS

BG5S = 2010l mutation Ol &t ES 2 AFESHCE Ol= ZE QI HI0lA & 2 enable/disable & &
Ol Jt=sotH, CIZE = disable OICt. 0l &0l 2 R% DSCPto DSCP map ai2 8% &322 |7
= OZ2ZE= 1101 7120122, 20| UAH AtZoH)| fIocid= map = BHE U LE CIEH H Ol A0
X ZolOF &Lt
Switch#show mls gos map dscp-mutation
DSCP MUTATION MAP
dl d2 o0 1 2 3 4 5 6 7 8 9
0 0 1 2 3 4 5 6 7 8 9
1 : 10 11 12 13 14 15 16 17 18 19
2 20 21 22 23 24 25 26 27 28 29
3 30 31 32 33 34 35 36 37 38 39
4 40 41 42 43 44 45 46 47 48 49
5 : 50 51 52 53 54 55 56 57 58 59
6 : 60 61 62 63
H 20-7. dscp-mutation map &3 HEH
O &9 2c
mls qos map dscp-mutation <0-63> ... <0-63> _ .
Dscp-mutation map 2 & & &tCt. conf
to <0-63> P P } 9
no mls gos map dscp-mutation Dscp-mutation map = =J|3t &tCt.. config
) ole ZE 2IEHHOIA0 dscp remarking & == | .
mls qos dscp-mutation o _ interface
Aot S S L.
) ole ZE 2IEHHOIA0 dscp remarking & == | .
no mls qos dscp-mutation o interface
HotAl =5 HHEHC.
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show mls gos map dscp-mutation

MHH

& X dscp-mutation map &&= 204

Ct. | Exec

20.1.5. COS #18 map & X
Trust COS 2 =0l 2IoilAl oY TH3!IO0l COS E JI=2 2 s&otA & 42, DSCP 2+ H|=atA 0| IH

A2 GS 20l s&etth

- COS 20l T2 queueing S &
- COS g0l tE DSCP marking(or remarking) =
- COS gt0ll & COoS remarking =2

20.1.5.1. COS toqueue &3

ot=0l, Ol= enable/disable £ & 0| 0| &Al SZ

COS gt0ll et oY I3l 2 queueing s&= =&
2 389 &30z AL

Ct A
O A -/
&tCt Ol S &0l € 2§ COS-queue map &8+

Switch#show mls gos map cos-queue
COS-TO-QUEUE MAP
COs : 0 1 2 3 4 5 6 7

I 20-8. cos-queue map &8 HHEY

L &89 2c

mls qos map cos-queue <0-7> <0-7> Cos-queue map £ & & &tCt config
no mls gos map cos-queue Cos-queue map £ =J|3t &tCt.. config
show mls gos map cos-queue ST cos-queue map && 2 20 =L, Exec

20.1.5.2. COStoDSCP&H

COS g0l et ol Y TH2! 2 DSCP marking (or remarking) S &2 +=8& 4= QCH 0l= ZE I HIO|
A 22 enable/disable € & 0| JtS6tH, LI & E = disable O|Ct. 0] S &0l 228t COSto

S Y 4FOR SN

(g

£
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Switch# show mls gos map cos-dscp
COS-TO-DSCP MAP

COS 0 1 2 3 4 5 6 7
DSCP 0 8 16 24 32 40 48 56
H 20-9. cos-dscp map & & ¥HN
g3 &9 2=
mls qos map cos-dscp <0-7> <0-63> Cos-dscp map € & & &tCl. config
no mls gos map cos-dscp Cos-Dscp map 2 &7|3t &tCt.. config
e ZE CIEHOIAN cos-dscp marking 2 | |
mls qos cos-dscp o _ interface
=Hot=E S St
e ZE CIEHOIAON cos-dscp marking 2 | |
no mis qos cos-dscp o _ interface
otk XS SEHEHC
show mls qos map cos-dscp S cos-dscpmap &&= S ECh Exec
20.1.5.3. COSto COS &3
S 20l et oY IH2! 2 COS remarking s& 2 =3 = QL 0l= XJ| A4l COS g2 B8
stCt= 2010l Al mutation 0|2t H82 AIESICH Ol EZE CIHHI0IA ¥ 2 enable/disable & & 0]
JtsottH, CIZE= disable OICH 0] S &0 228t DSCP to DSCP map at2 89 4822 SA&
CLOZE= 1101 720122, 20| UAH AMESHI)| floiA= map 2 HEF0 ZE AHHOIAN X
Z0ofl OF +Ct.
Switch#show mls gos map cos-mutation
COS MUTATION MAP
In COS 0 1 2 3 4 5 6 7
Out cos 0 1 2 3 4 5 6 7
E 20-10. cos-mutation map €& HZH 0
EELY &89 2c
mls qos map cos-mutation <0-7> <0-7> Cos-mutation map S & & &tCt. config
no mls qos map cos-mutation Cos-mutation map = =7|3} tC}h.. config
) e L E OIEHIOl A0l cosremarking € =& |
mls gqos cos-mutation _ _ interface
St=E & &S
no mls gos cos-mutation oS LE QIEH Ol A0 cos remarking 2 ==& | interface
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show mls gos map cos-mutation & X cos-mutation map &8 2 20 =C}. Exec

20.2. ACL &%

U9200 &H| = LIt ACL A& 0| JHS5IH OIS OIZFHA, & 5185t DX 5= W2 1B X e
o

ZHI0A HZ2% = ACL 2 3H 2F56t0 standard IP ACL, extended IP ACL, MAC ACL & 12&
QL.

1 it

Standard IP ACL 2 source IP 28t I3!S 2 28tL}. Standard IP ACL 2 ?Iol A= <1-99>, <1300-
1999> O] 1S YOl SHI N A2H, O 2 HSI}I 0t 0|52« MAol= 20| Dt solCh.

Extended IP ACL 2 source IP, destination IP, protocol type 2 0IEdiM T2 E 2E2E + ULt £t
TCP, UDP I3l 2l A= L4 src & dst port £ O|EollA *E0t= XL JtSotH, ICMP IH212] 2=
= icmp-type Z, IGMP IH3l 2l AR= igmp-type 2 0I2BHA P=ot= 2 & IHSGHL <100-199>
<2000-2699> 2| B15 0| &L S JU20, 1 2 HSI Ot 0|82 S MAH 5= 210] Jtsot
Ch.

MAC ACL 2 mac =25 0I2dlA TS ?Eék[ﬁ mac-access-list et= 22 H=E 2l = UACH
MAC ACL 22 = <1100-1199> 2| B1S 0| T UL

20.2.1. Standard IP ACL

Standard IP ACL 2 IH2!2| source IP 2 IH2!E ZF6tLt otLISl s L= 0150 6 JHe
access-list )} HAE 4= A9 M, HE S ZAHOICH permit L= deny S &S =88 &= QUL

Standard IP ACL 2 22l <1-99> 2| 99 JH°| ACL S A& = UYL=
IHZ=DJF sO0{LFH Al <1300-1999> 2| 700 JH 2| expanded & 0| =Itg
oAl ALE2E 2= QU ZIHA 12 2XEe ACL 2 F=)lote

H 20-11. standard IPACL &3 "3 0

EELY &89 2c
access-list <1-99> (permit|deny) . )
= 8 F e
SRC_IP_ADDRESS Standard IP ACL t config
no access-list <1-99> (permit|den o=
G Ideny) Standard IP ACL 2 ol Ml &tCt. config

SRC_IP_ADDRESS

S OIZ(HE)E K= ACL M2E AR

no access-list <1-99> o config
access-list <1-99> remark LINE oilE ACL Oll CHEH & HE FIIEtCY. config
364
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///

access-list <1300-1999> (permit|deny) Expanded range 2| Standard IP ACL 2 & & &t conf
SRC_IP_ADDRESS Ch. ontig
no access-list <1300-1999> (permit|deny) Expanded range 2| Standard IP ACL £ ol Xl &t conf
SRC_IP_ADDRESS Ch. ontig
no access-list <1300-1999> e BISE JtA= ACL E R E AFNIEHC config
access-list <1300-1999> remark LINE oS ACL Oll CHEt &= =Dt8tC. config
access-list standard WORD (permit|deny) - )
SRC_IP_ADDRESS Named Standard IP ACL t config
no access-list standard WORD (permit|deny) )
= ol AletC
SRC_IP_ADDRESS Named Standard IP ACL £ ol Xl &t Ct config
no access-list standard WORD g 0l tXI= ACL M2 E AMHISHCY. config
access-list WORD remark LINE oS ACL Ofl CHEF &Y = FDI8tCY. config
Show access-list ACL E&F s 23|68t Exed
2 HHO S0 A SRC_IP_ADDRESS = I3t 22 #gHo=z 88 & & QUL
AB.CDAB.CD IP tHY = wildcard S Ei2 £&0| JIs0tCH L8tHOl P
A& = Bt 2 masking &= £=01 0 Ol Ch.
host A.B.C.D Ch SHLECl IP =4 0tS D22 = host prefix S 23 A Al
Z5tCt.
A.B.CD OtLI2I IP Bt =&l <= host AB.C.D 1t s26tH Xl
= C.
any SEIPFAE NEGtE 2= any E AFEEHL.

b Notice UBINOZ IPUHYES 20/ 22 10.1.1.0/24 2t 22 E&2 10.1.1.0
255.255.255.0 3t =28t 2|01 € JtXIHH Ol= 10.1.1.0 ~10.1.1.255 2| IP
22t2 20| 8Lt
ot XIBH ACL & 3 0l M= wildcard = 0|2 Bt & & &4 10.1.1.0 ~
10.1.1.255 IP ®22+=2 X &ESHJ| fIoi M= 10.1.1.0 0.0.0.255 2 X & ol OF
StCt.

20.2.2. Extended IP ACL
Standard IP ACL Ol srcip =422 2 i3

Ho =
ST

How
ST

IGMP TH=2! Q!

Extended IP ACL 2 & ¢cil <100-199> 2| 100 )H2| ACL = &4& &
ACL 2| JH==J} sH{UH M <2000-2699> 2| 700 Ji 2| expanded
oA ALZE

IPACL 1t Ot&tX 2 22 0182
210l JtsotLt.

g 2Eot=d
& AEStCH &0t OtLl 2t protocol type = 0
L4 src & dst port £ OIEAHM &5
igmp-type 2 0| Edll M 2

Btal, extended ip acl £ srcip 2 destip
S8 4 UCH L5, TCP, UDP TH2!

o
%4_'_;

=
=
O

—

=

icmp-type 2,

—v—_

o Qs
, standard

|_|.
A
=

UA EHA
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H 20-12. extended IPACL &3 230

o134 o &9 2c
access-list <100-199> (permit|deny)
(<0-255>|icmpligmplip|ospf|pim|tcp|udp) Extended IP ACL 2 & & StLt. config
SRC_IP_ADDRESS DST_IP_ADDRESS
access-list <100-199> (permit|deny) icmp
SRC_IP_ADDRESS DST_IP_ADDRESS ICMP type 2| Extended IP ACL = & & stCt. | config
ICMP-TYPE
access-list <100-199> (permit|deny) igmp
SRC_IP_ADDRESS DST_IP_ADDRESS IGMP type 2| Extended IP ACL & & &&tC}. | config
IGMP-TYPE
access-list <100-199> (permit|deny) (tcp|udp) TCP / UDP type 2| Extended IP ACL S & & _
SRC_IP_ADDRESS DST_IP_ADDRESS . config
eq <0-65536> -
no access-list <100-199> (permit|deny)
(<0-255>|icmpligmp|ip|ospf|pim|tcp|udp) Extended IP ACL 2 off Ml &tCt. config
SRC_IP_ADDRESS DST_IP_ADDRESS

. e OIB(HE)E JtA= ACL HRE AN .
no access-list <100-199> siC) config
access-list <100-199> remark LINE oie ACL Ol CHEF & H S FOL &t config
access-li.st <20,00_26,99> (permit|deny) Expanded range 2| Extended IP ACL € & .
(<0-255>|icmpligmpl|ip|ospflpim|tcp|udp) H a0 config
SRC_IP_ADDRESS DST_IP_ADDRESS s=
access-list <2000-2699> (permit|deny) icmp ICMP type ©| Expanded range ©| Extended _
SRC_IP_ADDRESS DST_IP_ADDRESS config

IPACL & & &L
ICMP-TYPE
access-list <2000-2699> (permit|deny) igmp IGMP type 2| Expanded range 2| Extended i
SRC_IP_ADDRESS DST_IP_ADDRESS config
IPACL & & &St

IGMP-TYPE
access-list <2000-2699> (permit|deny) (tcp|udp) TCP / UDP type © Expanded range & _
SRC_IP_ADDRESS DST_IP_ADDRESS _ ~ config
eq <0-65536> Extended IP ACL & & & &tLCY.
no access-list <2000-2699> (permit|deny)
(<0-255>|icmpligmp|ip|ospf|pim|tcp|udp) Extended IP ACL S o Ml &tCt. config
SRC_IP_ADDRESS DST_IP_ ADDRESS

) e OIB(HZ)E JtAl= ACL MRE AN .
no access-list <2000-2699> e config
access-list <2000-2699> remark LINE SHE ACL Ofl CHEH 422 F=O+&HCh config
access-list extended WORD (permit|deny)
(<0-255>|icmpligmpl|ip|ospf|pim|tcp|udp) Named Extended IP ACL & & & &tLCt. config
SRC_IP_ADDRESS DST_IP_ ADDRESS
access-list extended WORD (permit|deny) icmp
SRC_IP_ADDRESS DST_IP_ADDRESS ICMP type 2| Extended IP ACL & & &&tCt | config
ICMP-TYPE
access-list extended WORD (permit|deny) igmp
SRC_IP_ADDRESS DST_IP_ADDRESS IGMP type 2| Extended IP ACL 2 & & 5tCt. | config

IGMP-TYPE
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///

no access-list extended WORD (permit|deny)

(<0-255>|icmpligmplip|ospf|pim|tcp|udp) Named Extended IP ACL = off X StCt. config
SRC_IP_ADDRESS DST_IP_ADDRESS

no access-list extended WORD g 0152 It Xl ACLEEE ALHISHT config
access-list WORD remark LINE HEF ACL Ofl CHet &S F=OtstCh config
Show access-list ACLEE S =380t Exec

| HH U SO0IlA SRC_IP_ADDRESS 2 DST_IP_ADDRESS (S &2 Yo 2 &g 4= UL},

AB.CDAB.CD IP (¥ S wildcard EEf2 HE&0| JtsotCh LerEQol P
&3 )= Bt & masking &l = £&0[ 0 OICh.

host A.B.C.D CFoHLIQ) IP =402 D22 M= host prefix S 261 A Al
g5t

any SEIPEALE KNEStE ZRE= any E ALSEHH

b Notice

T
o
bl
0
ol
rr
o
0
rir
>
o
a
>
w
e
)
1
>
0f0
o
Qr

YHOZ P S
255.255.255.0 it =<
224 90IEHCH,

b Notice

ol

10.1.1.255 IP R*2t2
StC}.

—

r

ool

st 2012

2 10.1.1.024 &t &2
0~

H8210.1.1.0
JHXIH Ol= 10.1.1. 1

10.1.1.255 2| IP

FXIBH ACL 830l M= wildcard = 012+ BtOHZ2 & & &4 10.1.1.0 ~
K&EoI| fIohAM=

10.1.1.0 0.0.0.255 = K|l & dHOF

20.2.3. MAC ACL
Ol8s5t W2 S F=ots

I 20-13. standard IPACL &8 HIH

20| Jls6tth. MAC ACL 2
UCH MACACL 2 IP ACL 1 &2l mac-access-list 2= HEMHE AFS&HL.

2 e <1100-1199> S ACL B1S

L &89 2c
mac-access-list <1100-1199> (permit|deny)
SRC_MAC_ADDRESS DST_MAC_ADDRESS | MAC ACL £ & & &t(}. config
<1-8>
no mac-access-list <1100-1199> (permit|deny)
SRC_MAC_ADDRESS DST_MAC_ADDRESS | MAC ACL £ 3l MI &Lt config
<1-8>

. e OIE(ES)E JtAl= ACL MR E AMHIE
no mac-access-list <1100-1199> o
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Show mac-access-list MACACL &3 AEIE *3

o
ul
m
x
@D
(¢]

P HEHS0UH M SRC_MAC_ADDRESS 2t DST MAC_ADDRESS ISt 22 &g oz 8&& £ QUL
© SRC_MAC 1t DST_MAC ECtany Jt & 4= 8L}

H-H.HH.H.H MAC CH2 S wildcard S E§ 2 & X 0| JHSHCH..

any 2= MAC =AE X &8ote 2= any E ALEEHLY.

20.2.4. ACL 2 QIHHIOIA HE

?I2 20l £8& ACL 2 UsS 20l eHHOoIAN HZE0| Jtsotth 6IIA B HOIAE TS
VLAN QIEH HIO|AZ 2|0IGtH, router port 2 XIZE ZE CIHHIOIAW S BEE0| IS0t

|0

Input 2 &1t output &0l 2 = U2H, ol LHHOIAZ SO 2= L= Uots W20 CHoll A
X

H 20-14. ACL o] QIEHHIOIA HE 48 B30

dEN £9 2c
ip access-group { <1-199> | <1300>2699> | | _ _

OIE{HIOl A0l acl 2 & & StCH. Interf
WORD) } {injout} of & QIEI T O 20 i nterface
no ip access-group { <1-199> | <1300>2699> | | _ _

CIE HIO] A XIStCt.
WORD) } {injout} ofl & QIEAHIOI A0l acl S ol MIStHCH Interface

b Notice Router port & no switchport & Ei @I port £ 2| 0| &tCt.

b Notice Service-policy = ACL 1t & A =IO input 2 & 22 16000 JH, output 2
&8O 2 4000 2l rule 2 B H & & UL

ol
=)
>
0o
ol
il
N

D Notice Input &8 2 2 = service-policy 2t ACL 2 SAI0 HE
0| Jt=GtCH output &t 2= == otLICH & 0] Jt

olr
_O'j
O

20.3. Service-policy & &

23 01210l 0 =&8 FEee QOS 88 = <ol M= class-map 2t policy-ma
SEHS rule 1t action 2 8 & dt= 20| ISt Class-map HlA = ACL &£
1,

S on = =] N
S&8E 0| oA IH2E 27 ot policy-map M= OIEH 2F< a0 SEHE s&s =3

0
ro
(L
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A o|lCC=
T ML

i Ch.

ol

Class-map A= ACL 2 S8t T2l &F =02+ OtLlet ethertype, cos, vlan, protocol, dscp, ip-
preedence(TOS), 14 port, tcp flag, mips flag S Ct& oz IHAS E2FKot= A0l IFsSEHCL
Class-map 2 ACL 2 0|88 4= U2 &0t 0fLI2t, AND OR =822 ACL It CtE &52 X&ol0

AMEdte X & Jtsotth

0le218t class-map 22 2FE EHEH 2 J|2X 2l permit / drop =01 2| 0ll = queueing, cos marking
/ remarklng dscp marking / remarking, rate-limit S| S&2 >3
2 S5t PBR (Policy based routing) Ol JtsotHl & == QUCH QOS 2+ A2t ¢1XICtH trap-cpu,
mirror, red|rect, netflow S2 S&= =&olJH ot &bl 2SS0 2R st S&HS

< AL

rr
02
o
Mo
O
ol

OlgH HAHAE policy-map = service-policy ct HA vlan 21E{HIOlA S = router port

interface Ofl input &£ = output &0 =Z5+0 A

0R
m%
§9
O

20.3.1. Class-map

Class-map 2 12! 2Job)| ?Ig SHZ ML A2 2] JI=2H22 ACL 2 AHESHH

g2 A2 M, 20l < ethertype, cos, vlan, protocol, dscp, ip-preedence(TOS), 14 port, tcp flag, mips
flag & CtYE HHCZ IH2 S 2/ ot= 20| JHSLL.

ACL 2 ip acl 2t mac-acl 2 25 ArEIJtsSoHXICH 112 ACL 2F ASE &= QUCH 148l ACL O] Jt&
= Ae MF =2 [t JH4= 1000 JH0I0H, 1000 I OlAt2l ACL € HEot DA otH, 01 JHe
ACL 2 22| &5l class-map & 22 (et SFE 0 ASol =0 OF 8tCt.

ACL S HIR&[I2 8% XH2 J|2X 902 AND H4atS £8iol=0dl, 6l S0/ ACL I DSCP E &
0l 480olH, SIS 2240 2F oY &= WAL 25 & == UL Class-map 2 A HE [ match-
any S8 2 GAFOZ M ot 2= OR &S 2350, =3 otLI2H BHEGHH2E THA0 &
& &C.

H 20-15. Class-map & & HEH

g3y &9 2c

AND 4O 2 2 FGHe= Class-map 2 M A5t i
class-map WORD _ _ Config

D ole =2 0| sstll.

AND SiAato 2 ZF56t= Class-map 2 M43t | Config
class-map match-all WORD ~ _

D ole =2 0| sstll.

OR S4to 2 2XF5t= Class-map 2 M 436td | Config
class-map match-any WORD ~ -

oY =2 0| s8tCt
no class-map WORD Class-map £ AtAletCt Config
match access-group NAME ACL 2 0|88t 2% 2= & &0 cmap
match cos <0-7> Cos 2 0|28t 28 xH2 436t cmap
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match ethertype WORD Ethertype £ 0| &8 &% 2= £ &6t} cmap
match ip-dscp <0-63> Dscp 2 0188t 28 TS 4 & &t0 cmap
) Ip-precedence 2 0|28 27 XT2H= &A&&H | cmap
match ip-precedence <0-7> o
r<nla}t6c5h536I:yer4 {source-port|destination-port} Ldport S 0|25 22 X242 AEEC, cmap
match mpls exp-bit topmost <0-7> Mpls flag £ 0| E&t 2] £ 242 4 & &tlt. cmap
match tcp-control VALUE Tcp-control £ 0|28t 27 =S & F &t cmap
match vlan <1-4095> VLAN 2 0|88t 27 =dS & &8t cmap

D Notice Ethertype | 22 = 4 Xt2| hexadecimal 2 225t 0|12 S0 ARP Et
210l 242 0806 O NI Z 5104 ST,

b Notice Tcp-control Se6kcl 2822 R
flag € 2 0 A &= 000010 2 2 & AGHH = LY.

20.3.2. Policy-map

Class-map 22 ZF& Edi®Ee JI2& 2l permit / drop S& 0|20l & queueing, cos marking /
remarking, dscp marking / remarking, rate-limit 52 & & +=ai6t= 210| JtsotCh. L8 nexthop &
A

Xl 8k, trap-cpu, mirror,

SHES 8 2T YL

&S5t PBR (Policy based routing) Ol JtsSotH & = &l
redirect, netflow S2| S &2 a5t ot Ul 220 228t st S&

GtLESl policy-map Ol= =ICH 100 JH S| class-map Ol CHol A =& = X & 6t
[m]

map & 100042 &= JiXl= ACL Ol ArEE £ UJ|0, 0l24F 1 Hel ACL &=s ot
policy-map Ol A M OOt JtSoHXIBH A X HW 2 A2 012H 2 =S rule E MEBEE == &

Ct.

,I 200 Te
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Policy-map P1

Class-map C1

Action for C1

Class-map C2

Action for C2

Class-map CN

Action for CN

& 20-1. policy-map & HEE

Marking 1t remarking 2 82 72300 M=, SH= AN oY 2EDgleH s 2
marking 2 £=80ot1, Y 2SOt JeH remarking © g S& 5L Trap-cpu, mirror, redirect, netflow
S2 S&E2 QOS 2= HEFHOI A2 LK 0 class-map 1t policy-map £ 0IE3dAM M3t A0l
Jts36tLt.

H 20-16. Class-map & & HEH

O &9 2c
. i 0IE2 policy-map 2 M45tD Y =& )

policy-map NAME _ Config
2 0l =8l

no policy-map NAME ol e 0l 22l policy-map S 4 HISHCE.. Config
Class-map 2| S&& Xl &3dt= sub node £ 0|

class NAME pmap
SBCt

no class NAME HE class-map =& S&&H S AT HIEHC pmap
N class-map 2= 2FE EcE 2 drop &

drop pmap-c
Ct.

set cos <0-7> Cos marking & & pmap-c

set drop-precedence <0-2> Drop precedence & & pmap-c

set ip-dscp <0-63> Dscp marking & & pmap-c

set ip-precedence <0-7> Ip precedence (tos) & & pmap-c

set queueing <0-7> Queueing &3 pmap-c

police <1-10000000> <1-10000000> exceed- -

. Rate-limit & & pmap-c
action drop
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s
police aggregate NAME Aggregated rate-limit & & pmap-c
nexthop A.B.C.D { priority <1-8> | } PBR nexthop && ! nexthop priority & & pmap-c
netflow Netflow & & pmap-c
redirect IFNAME Redirect & & pmap-c
mirror Mirror & & pmap-c
trap-cpu { high-priority| } CPU trap & & pmap-c

20.3.3. Service-policy

et 22 UdHo =2 dFE policy-map 2 vlan interface & = router port interface 0l & &0| JtsatC.
ACL 1t Ot&IHA 2 input 1t output 2&F0l &EE == ULCH H, output &2 2= service-policy 2t
ACL = GtLISH 8 E 0l JtsSotH, input &2 SOHA 832 SAl0l RE0| JtsS6tLt

E 20-17. service-policy &3 &0

oz of &89 2c
) ) ) Y 0122 policy-map 2 LIEHHIOIAN =HE |
service-policy { input | output } NAME siey interface
) ) ) Y 0122 policy-map 2 LLEHHOIANM AF |
no service-policy { input | output } NAME M interface

b Notice Router port & no switchport & E{ 2! port £ 2| 0| &tCt.

b Notice Service-policy = ACL 1t & A =IO input 2 & 22 16000 JH, output 2

SO Z 4000 H2 rule 2 EFE = UL

b Notice Input &8 2 2 = service-policy 2t ACL 2 S A0 HE05I0 AtEdte 24
Ol Jl=olC output &0 2= == 6tLICH & & 0| JhsolCh

20.4. COPP

COPP = Control Plane Policing 2t= 2I0l2 CPU 2 R &= ENZ 0 U &t rate-limit Y QO &
MEZs6t= NS 20IStCH CPU Ol Z2E20 2t & Chst HI(H uH9'O| OO'LI al,

HEoHH REE= ER0= CPU 2 s

2 20l Hel=Xl @5 A= HME 0P|

rate-imit &8 S Soll EcHE =S He2lo

oA Ir ¥ o

o 0
rin
s
Hu
Hﬂ

or

M

=

N

g

0z

L

1>

$0

. o

=

@

Ot

FO

r&'

rz

H0 A =

Mo
rr
AS|
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20.4.1. Service-policy on COPP

Control Plane 0fl service-policy £ HE&dlM CPUZ R &= EHE N CHoll Policing2 +=&8& = U
Ct.
I 20-18. service-policy 2| control-plane & &8 ¥d0
3ol 89 Qc
control-plane Control-plane 2 &2 & & tCk configure
e 0122 policy-map £ control-plane 0 & -
service-policy input NAME _ policy-map P Control
2350} plane
ol 0IE2 policy-map 2 control-plane 0l = trol-
no service-policy input NAME o policy-map = P Contro
2= o KIgttt plane
b Notice Control-plane 0l M Service-policy Jt At& &= & < 0= policy-map 0l A
HHot= S& = police, drop, set queueing 2| S&0t =340 S L},
20.4.2. Rate-limit on COPP
CPUZ RYE= S EciT0ll CHol M rate-limit S & & = UL
H 20-19. rate-limit & control-plane 22 &3 HH 0
24240f 29 ==
CPUZ RAUL= EcHE = arp-reply 0l CHol c |
o _ - trol-
rate-limit arp-reply <1-1000000> <0-7> N SlE&= EdEHO 2H(PPS)t queue E IZE;O
e 5t} P
CPUZ RUEE= EciE = arp-request 0l TH c |
o = trol-
rate-limit arp-request <1-1000000> <0-7> M SIZE= Eeimol HPPS)D queue = | o0
Jo plane

CPUZ QU= EaiZ = igmp 0l CHoHAl & -
rate-limit igmp <1-1000000> <0-7> = H f gmp 0l HoHA 51 | Control
L]

2o= Ediy ol 2(PPS)I queue £ HEISHCH | plane

= ip-control Ol CHal

rate-limit  ip-control-over-multicast <1- _ 0 Control-
N sl2Els Eefmlol 2H(PPS)t =30
1000000> <0-7> i BI85 H (PPS)F queue plane
EHSHCH
CPUZ Re&l= EcE = ipv6 ns Ol CHoll A c |
rate-limit ipv6-neib-sol <1-1000000> <0-7> GIEE= EiE o 2(PPS)2t queue E & EHE! pIZ:te:O )
CH
rate-limit 14-port (both|tcp|udp) CPUZ &= B S L4 EHR 0 CHol Control
(both|multicast|unicast) <1-65535> <1-65535> | Al &&= EcHZ 2 2(PPS)Jt queue & & lane
<1-1000000> <0-7> ensiC) P
o CPUZ 2% = EHE = mid 0l HoHA 12 | Control-
rate-limit mld <1-1000000> <0-7> _ _
Cl= EPHTO| L(PPS)Zt queue S & EHEHCH plane
rate-limit multicast <1-1000000> <0-7> CPUZ RL= EHE = multicast 0l CHoH | Control-
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N slgdse EHTO 2(PPS)I queue £ & | plane
e 5t O}
CPU Z Re%= Eai® & £& protocol ol CH c |
] - _ ontrol-
rate-limit protocol <1-255> <1-1000000> <0-7> | dHAl SIE2E = EfE 2 2(PPS) queue 2 lane
I EISHCE P
CPU Z %= EHE = rip(version 1) 0l CH c |
_ ontrol-
rate-limit ripvl <1-1000000> <0-7> oA SIE&= EcHZ O 2(PPS)2t queue E lane
I EHSHCE P
CPUZ 2= EHE = tcp-syn Ol CHoH A c |
. ontrol-
rate-limit tcp-syn <1-1000000> <0-7> 525 s EE O 2(PPS)D queue E MEHEH olane
CH
CPUZ ®2&= Edl®E = udp broadcast 0f c |
_ ontrol-
rate-limit udp-broadcast <1-1000000> <0-7> ot A 85 = EciE 2l 2H(PPS)It queue E lane
I E4SHCH P
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21.1. K

[=
=]
=]
=)
=
=]
o |
|

'PON

o)

HE&HoIES

Oil CHa

=
o =2

U

3

fud

S

t21 <

[9)

dump

=

=

Ol AIXI

2
=]

=

a|

[

E

E

)2l Al

=

[==}

, MULTICAST, 2t< &, SctO0lH

2 “show tech-support” & 2 At

AE] dump 2 &
=10

21.2.
21.2.1.

o)

ol

# show tech-support

fr)
oJ
or

i

Ul

Sof
Ct.

F

[kl

S

=

=

0
Ol Of Bl AIKI

=

=

N,
SotH SEAIFHOF

b

C|
=}

=]
(e]]
=

©=ZM, 02l 82
ct

=
=

Sh

=]
(mm]
ol

L

2
=

ol, & AKX "2&E9
Ctr+C E

—

[—

=

dE AIE
s

H Al

0l

5|

o

S0 O Z20 HAIXIOF SE D] 20,
Il

HOIE Ol & X 21 [

—

[—

== HAIX

H

S
o

9]
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Ct. CPU Jt 100% KXl

F

I 20, XelAl

confrim =2

3

—

--- Display the system information ---

XIofl Ch

iy

4O

P,
A

Switch# show tech-support
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MODEL-NAME : U9264H
SERTAL-NO :
System MAC-ADDRESS: 00:07:70:74:££:01

--—- Display the system version ---

Ubiquoss Switch Operating System Software
U9264H Software (U9264H), Version 1.1.0
Technical Support: http://www.ubiquoss.com
Copyright (c) 2001-2010 by Ubiquoss Inc.

BOOTLDR: U9200 Software (u92h bsp.r005), Version 1.3.5

Router uptime is 6 minutes

Time since Router switched to active is 4 minutes
System restarted at 1970:01:01-00:08:59

System image file is "tftp://192.168.0.9/u92h.r110 ssj"

If you require further assistance please contact us by sending email to
spot.team@ubiquoss.com.

Router Router processor with RouterM bytes of memory.

Processor board ID

460EX CPU at 1000Mhz, Rev 24.162 (pvr 1302 18a2), 1024KB L2 Cache
Last reset from h/w reset

131072K bytes of Flash internal SIMM (Sector size 256K).

--—- Show current system's time ---

14:26:50 UTC Thu Feb 18 2010

--- Display elapsed time since boot ---

0 days, 5 hours, 11 mins, 39 secs since boot

-—- CPU information ---
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21.3. Command history JIs
2SO0 2ol = AN

SO0ICH Ol IIs2 Al
=30l He|otH = Ch.

H 1. command history X3 ¢ &3 HH
a0 &9 2E
show history m ASE HANSS X35 Privileged
show history back B AAME HHHSS A2 A&=2x £3|8t  Privileged
Ch.
show history detail L AEHSH A 2Huser/&8 % IP & FOHA Privileged

my
o
02
0y
(=)
]
o
J
QJ
2
i)
v
ij
rr
oy
10
rr
o
o
a
>
021
[l
]

21.4. Output Post Processing
21.4.1. output post processing IR

IS S dE E= 28 2= 880 WEE show 2 A& EHCH show 2E2 HWE =2 & ot H

ol 221 BHotH Helohd 20 == 2401 LBHRO0ILE, O S0l ¢Uist 3RS Adal 2T

OlE€ =9, show mac-address-table H&2| 22 =& telo] FEIt B & = UM, show
interface &2l R0 T &4LY0l Fe2 2 HWEO =HEL. £E85= WE0 S &=, 0l LHE
S0A Jote F22 2= A2 &A 0 0l I 2 U0 A XI&3t= output post processing 7|
S2 M E0SHH H2lotCh.

Uutmoz SUA HHIMAE 3 JHXIC Olel ol

M pipe et 22& Jls Hi=xotH, 2
output post processing 2 f. Output post processing J1S

A& sl £ ME3SHI| ?Ioi M= show E& 0
= bar () £ 0101 20112, HS2 G0 E AtSotE =

0

gg0 43

| include WORD m EYHHE Leotes EANES EEEHHL

| exclude WORD m SEYUHHE ZLeoth 2= 2Ags S4EH0

| begin WORD m SEYHHE ZLeote 2AERH D020 LteE E= et
oIS &4 5t
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21.4.2. output post processing 0l Al

show mac-address-table @& =2 M Yst 2o ZWUE £ot=0l, 1 = ot 20|

A0t S5 D A E = include 2 AFE St

Switch#
Switch# show run | inc service

service password-encryption

service dhcp

show ip interface 22 & Y6l 2o ZUE E4ot=0, 0 5 & vian AHHOIA O|F2/ 2Dt ot

2 2 M= begin 2 AHESHLE.

| begin Vlanl

Switch#show ip interface

.skipping
Vlanl is up, line protocol is up
Internet protocol processing disabled
IP Flow switching is disabled
Vlan33 is administratively down,
Internet address is 20.1.3.2/24
Broadcast address is 20.1.3.255
MTU is 1500 bytes
Ingress service-policy is not set.
Egress service-policy is not set.

IP Flow switching is disabled
V1an200 is down, line protocol is down
Internet address is 200.1.1.236/24
Broadcast address is 200.1.1.255

MTU is 1500 bytes

Ingress service-policy is not set.
Egress service-policy is not set.
IP Flow switching is disabled

line protocol is down
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EU9200 2 DDM = Xl &ot= GBIC 2 &fEHE &l AIotHH AIE X0 20 BEUHE XISt
Monitoring & =2 CtS 1t 2L
e s

25 GBIC Port 2&

el GBIC Port 8 &t

&= GBIC Port 8 =

RxPower GBIC Port & 2/ AlJ|

TxPower GBIC Port & & AIJ|
21.5.1. GBIC DDM Monitoring
DDM & K& 5t= gbic Ofl &toll TS ZE HE ALE0t( ghic 2f &M &EHE &01g 5= QUL

== Mode d0

show interface transceiver ~ Privileged DDM 2 X & 3t= ghic & AEHE & OIS,
Switch# show interface transceiver
If device is externally calibrated, only calibrated values are printed.
++ : high alarm, + : high warning, low warning, -- low alarm.
NA or N/A: not applicable, Tx: transmit, Rx: receive.
mA: milliamperes, dBm: decibels (milliwatts).
Optical Optical
Temperature Voltage Current Tx Power Rx Power
Port (Celsius) (Volts) (mA) (dBm) (dBm)
Gi2/3 42.6 3.32 17.4 -7.7 -40.0 --
Gi2/4 41.5 3.32 15.5 -6.7 -40.0 --
gi3 gbic ddm 50.6'C 3.5V 14.0 mA -6.08 dBm -40.00
dBm
Normal Normal Normal Alarm (L) Alarm (L)

(warn) 100.0 -10.0 4.0 1.0 131.0 0.0 8.00 0.00 8.00 0.00

(alarm) 100.0 -10.0 4.0 1.0 131.0 0.0 8.00 0.00 8.00 0.00

. gil/2

Normal Normal Normal Normal Normal
(warn) 128.0 -128.0 6.6 0.0 131.0 0.0 8.20 -40.00 8.00 -40.00

(alarm) 128.0 -128.0 6.6 0.0 131.0 0.0 8.20 -40.00 8.00 -40.00
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22

SEEFE HE L AZEQON gOdole

2 Z0lMd = AlAE 2l Flash File System 2| 2t2| 2ot ! USB, Compact Flash(CF) File System 2| At
Z0l CHoHM & HStCh U9200 series OIA KMIEZot= File System 2 AIAE OS Image %
Configuration II€ S M&Eol= A2 =2 ASEIH, 22 Al WII0 HEE OS Image 2
Configuration It2 =2 A|AEIO0| Loading 5tHl L. 0 UMz JI2F 2! File System 2Z0 Z &t
HHOU2A OS Image 2 Configuration File Management 0ff 2 & HaE &L 24 25 8530 2

(. 2 =LA /2%45' Dlo: AL ALEOI 2ol HEE == ALH

22.1. It AIAE
U9200 Series A9 Xl= OSimage It H& & &3 &3 &2 2ol II2H2Z Flash T+t Al
ABE PH0D USBE XIRASCH Ol Z2HM 2 MB32Q e ThY AIAE0 CHoll & Y SHCH.

Flash It A|ABE OS image It Dt HH|S 82 W= MESH| RAcH AFSSHCH 2 Y2
Flash HI22I2 FSHUA JISD D, HES Il L= rename 2E0HE HEOIES &8 = Ut
LSt AI2 XS @R AFSHUI [t OIDI Flash File System 0l M & & 2= erase EEHZE XNE = U
Ch. & XSALHAE Y0l US 28 [ AHEE OSimage £= & & W CIXl ==2|0l OF &tCt.

Flash It AlAE M= CHEH USB THY AAEE2 € 20| Jtsstl Ul 2ZEHH A= &R
Flash It AlAE 20| OSimage It 10 &H| 88 M2 MESHD O FY=2 SollA Ir

=2 22|t Jbs0otL.

>
|>
oz
_\:':_l
e
]
o
]
40
ro
S
r
02
oy
Q
rr
]
00
3]
ny
a
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Router#

S

H22-1. It 22| E /St HEN

=10 &9 e
show flash: Flash I} 22| AEHE 20 =L} Privileged
show usbflash: <0-9> USB D229 AEHE BEWHELH Privileged
dir (usbflash:| flash:) (<0-9>|)  olE I AAES MEHE EH=CH Privileged
directory
erase (flash:|)filename Flash B 22/0 & & IS ANMISHCE. | Privileged
erase  (usbflash:)  (<0-9>]) CF OIZ2l, USB HZ2l0l Use LS  Privileged
filename AT BHCH
rename (usbflash:|flash:) ool 018 & oY AIAES fXE B Privileged
(<0-9>|) filename A5}
(usbflash:|flash:)
(<0-9>|) change
CtS& U9200 Series A2 XI0IAl File System 2| 825 2= OAIOICH. It OIS I AMOIX,
Jell) 8M(B) R TS 28 2E()0l (st F22 &) 1O Aol EFRE HAISHC
Router#show flash:
-length- ----------- type/info------------ CN path
1260 text file -- dconfig
616 text file B* igmp cpuha
3571 text file -- econfig
1893 text file -— igmp mvlan final
2048 text file -— igmp cpuha bk
50274956 [U9264H] 1.1.0 -- u%2h.rl110
59537056 [U9264H] 1.1.1 -- u%2h.rll1l
1196 text file -— lacp test
19060 Kbytes available (112012 Kbytes used, 86% used)

ChS2 usB LIZ2elol 2

Aes It

= X=2& GlAIOICH

ol
=
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shu#show usbflash:
———————— filename-------- -----------type/info------------ CN -length-
l.avi binary data file -- 732508160
2.avi binary data file -- 731899904

1474004 Kbytes available (2147920 Kbytes, 28 % used)

shu#erase usbflash: 1l.avi
shu#show usbflash:

———————— filename-------- -----------type/info------------ CN -length-
2.avi binary data file -- 731899904

2189344 Kbytes available (1432580 Kbytes, 19 % used)

shu#
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N FTP €= TFTP 2
ool MEstAL, A

FTP/TFTP 2 SaiH TYsS e
A

/Config uration/BSP Down/Up Load
2238t OS Image, Configuration 2 % Bootloader Of CHoH
Ol8oHA U22E F= H2E & 2+ UL 0l ME2 Y S Flash
A

g2z MEE =& UL, 2S¢ 228 Backup = FTP/TFTP AH Ol &

2 QUCH. S ME2 BSP IiY=s OR=E ol EE8 £ UCH. 0 HUA=s HEH
& L= HZ2E ot=Xl &S0 OteH0l A J1=8t running-
gt 8&H2 <14.3 Configuration I 2A2>E ZH X5l

config & startup-config 0if CHSH &

D Warning

1cl0I=E Image 2 M2 AIAE 220 HAEON Tet &Eol F2ASE

O-I
QOIEZ ZAS XAl AFE 20| HEetL.

» Warning

FTP/TFTP € Sdll B Z% = configuration = &M AlA &2l configuration
Ol =IOt AL HAECH = ®M AIAE S configuration O 283 L0 X
1 22 & & = configuration 22 2tA3G| B K= =0

22.2.1. FTP & &8} Down/Up Load

Otch= FTP E 01 8
Ct.

H22-2.FTP E

Pt o

L = P2S Y- Oie BE00 oA 22 2ol =%t

M0

£ &t Down/Up Load EE O

B30

s 2c

copy ftp:  (usbflash:|diskl:] FTP MHOl U= OS Image It S Flash, USB, Privileged

flash:) (<0-9>])

CF 0l X &&tCh.

copy (usbflash:|diskl:

| flash:) Flash, USB, CF 0l Q= OS Image IS FTP Al Privileged

(<0-9>]) ftp HH Ol X & 8HCH.

copy ftp: config-file FTP MB{ 0l &= Configuration T2 2 Flash 0l X  Privileged
ZHSHCE

copy ftp: running-config FTP AMHO0I 2= Configuration IMtYE &2 Privileged

running-config & &= ZAl21Ct.

copy running-config
(usbflash:|disk1:| flas
9>|) filename

Running-config & o & M AIAE 0 flename @ Privileged
h:) (<0- =z mmsio

copy running-config ftp:

ANAENA 2832 &M running-config £ FTP Privileged
MH Ol X & StCE.

copy ftp: bootloader

FTP MBH0ll /= BSP It S Flash 0l 4 & &tCt.  Privileged
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Ol

i
HI
X
M
[m]

OlcH= FTPE OlS8t Wt U= -0l O

Switch# copy ftp: flash
IP address of remote host ? 10.1.13.4
User ID ? evolution

Password *?
Source file name ? 0621
Destination file name ? 0621
Warning: There is a file already existing with this name
Do you want to over-write [yes/nol]? y
Over-writing 0621 file to flash memory
(AHk)

Switch# copy ftp bootloader

IP address of remote host ? 192.168.0.1
User ID ? Ins

Password ?

Source file name ? E7xg.bsp

Bootloader key (Oxaabb) ? 0x860011

FTP:: 10.1.13.4//E7xg.bsp ——> bootloader

Continue [yes/nol? yes
(A2f)

Ct2e &M configE USB B2l M&ESt= &2l OlAIOICH.

shu#copy running—config usbflash: evol.cfg
shu#show usbflash:

———————— filename-—------ ——————————-type/info-———---————= CN -length-
2.avi binary data file —— 731899904
evol.cfg text file —= 7131

2189336 Kbytes available (1432588 Kbytes, 19 % used)

shu#

D Warning  Bootloader & Al2| key gi2 E2= ®Io AHM0 2 = i StC.

22.2.2. TFTP & &8t Down/Up Load
OlH= TFTP S 012 & MY CH2 2ol CHE S OI0 CHolA B2 S6l SACH
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I 22-3. TFTP £ S8&' Down/Up Load & & (4

o4 2 O &9 2ec

copy tftp: (usbflash:|diskl:] TFTP MOl Qe OS Image LH2 S Flash, USB, Privileged

flash:) (<0-9>|) CF Ol &5t}

copy (usbflash:|diskl:| flash:) Flash 0l 2= OS Image LS TFTP AIBI0I X Privileged

(<0-9>]) tftp: I 5L

copy tftp: config-file TFTP A B0l Q= Configuration IS Flash 0ff  Privileged
N &St

copy tftp: running-config TFTP AH 0l U= Configuration LS SISl Privileged
running-config & & £ A|21CH

copy running-config tftp: AAEOA 2252 &M running-config £ TFTP  Privileged
ME O & StCH.

copy tftp: bootloader TFTP AHO U= BSP I E Flash Ol M & &t Privileged
Ct.

Otei= TFTP MHOIA IE S G222 E ot= 2 -0l e 0E 20 EC.

shu#copy titp: usbflash:
IP address of remote host ? 10.1.13.4
Source file name ? evol.r137

Destination file name ? evol.r137

TFTP::10.1.13.4//evol.r137 ——> usbflash: 0 [evol.r137]
Proceed [yes/nol?y

Switch# copy tftp bootloader

IP address of remote host 7 10.1.13.4
Source file name ? E7x.bsp
Bootloader key (Oxaabb) ? 0x860011

TFTP:: 10.1.13.4// E7x.bsp ——> bootloader

Proceed [yes/no]? yes
(A EF)
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22.3. Configuration I} 2t¢|

B8 H32 AIAE 2 XD U9200 Series AKX E 2HotHA A& CH2st Tiet0lE 2l &80l
Ct. U9200 Series A< X0l AtEdt= Configuration 0l = startup-config @t running-config Jt UCt.
Flash 022101 M&EZ O ALK =I| & A ZEY &= Configuration 2 startup-config 2t 0 ot 0,
DRAM WOIAM FSote SFAEH 22 running-config 2t StCH. 01JIA = Configuration File
Management 0l 228 M&, &0 & 22t PEH=S £FEH.

I 22-4. Configuration Management & & 4

o4 2 O &9 2ec
show startup-config Flashs, USB, CF lil22| & Booting configuration Privileged

oz 4= e FE2E EWEC

o -l-= L

show running-config sdle &8 &8 E2E BEWEL. Privileged
copy running-config startup- S AIAENA &3 Running configuration Privileged

config oY 2 startup THL 2 M & SHCE

erase startup-config S & & & startup configuration It 2 € X|SC.  Privileged

ds HZolH M22 &2 2 DRAM Ol M&EECh DRAM O H&EE 483 &

| 2=Ch et 88 328 AAE M 28 AU HE 26
= 4% 58 MY S Flash 220 M&EdHoF eCt. CtE&& &2 running configuration £
= "380 2 M2 running-config & startup-config 2 M&ol=s HENHO OIS 0ME 20 =

Switch# show running-config

!

no service dhcp

!

no logging console

!

ip domain-lookup

!

spanning-tree mode rstp-vlan-bridge
<def>

SWITCH#

SWITCH# copy running-config startup-config

Overwrite 'system.cfg'? [yes/no] y

SWITCH# show startup-config
|

no service dhcp
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|

no logging console

!

ip domain-lookup

!

spanning-tree mode rstp-vlan-bridge
<PHEf>

SWITCH#

22.3.2. Configuration I} AbH|

U9200 Series A% Xl= AIAE HAIS Al Flash HIZ22l0 MEZ O U= startup-config E M 2L &t

Ch. oreF ST ME SO A= configuration IHY S AHAHIGHLD EP% P%E NAEIS AHESH DX St
i) <

L
=S IE L

H 02 WUA 2E0== XX startup-config E IR0 CHE =,
SWITCH# erase flash: Systeml.cfg

Warning: Systeml.cfg is booting config file

Do you want to erase it [yes/nol? y

SWITCH# boot config System2.cfg

SWITCH# reload
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22.4. Boot Mode && L A|AE THAI=

otHAM Z LS OS Image 2F configuration IOl CHol M CHS £E Tt
H &3 E 0OS Image 2+ configuration L2 AIAEIC T AlS Al HES

Uz MEE & QUL 0™ |
oz 2186t Fo0F 5t 0tei0l M= OS Image @ configuration T Ol THAHA HEH G 2
g R HFHGI=E X2 AIAE TH AlsS 20l CHolA 2 Holl =QUCH.

H 22-5. Boot Mode && 2 AlA

oz

M AlIS 230

g0 £3 RE

boot system flash filename Ct2 28 Al 82& 0OSImage € & & &tLI. Privileged

boot system tftp filename CtS 28 Al ®&E OS Image £ ftftp booting 2 Privileged

AB.C.D 2 st}

boot config filename (e 28 Al ®2¢< Configuration YL S & X5t Privileged
Ct

reload ANAEZ T AIS AIZICH Privileged

22.4.1. Boot Mode &3
U9200 Series A2 X0l Al OS Image 2+ configuration It 0l CHAH Al CtS Boot Mode E & &S MHOl

= U3 22 =20t 2 R6tC. boot flash ZEHE A E [H0ll= U9200 Series A XA AHE
g = U= OS Image T 0l CHoH M B M =G5 oHOF GtH, & boot config ZEHE Al HOl
= U9200 Series AR XI0M AHE2E == U= configuration I+ 01| CHoH M Bt =6t 5 ol OF = L.
2l &I Flash File System 0ll 2= M0l CHoHA Bt HE0H=S S+ 04 0F &Lt

Switch#

Switch# boot system flash u92h.rlll

Switch#

Switch# boot config lns.cfg

Switch#

22.4.2. N2 THAIS

U9200 Series A2/ X2 &2 On/Off L= reload HEOZ AAE T AIZO| JlsolCH K&t reload
HHO in L= at A2 HE2Z AIAE TH AIEO CHSt Ol E Jts3tCH Ot reload at H8 o=z
ANAETH AIEZE W 2FstCHH show clock B &2 S Al2tES &6t &80l OF stCh.

H 22-6. Boot Mode && L AIAE TH AlS HE O

of 4 &9 2c
reload ANABIZ S A TH AIESHCE Privileged
reload AAE TH AIES Ol 2FSHCE Privileged
388
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L]
=1
T
2
roh
>.

{in time|at time [day] [month]} s 2H(time) = 0l AIAEL0] T Al R
[reason] « at &FE AP*ou AAELO| TH Al RS
* time: HH:MM &A1 2 & Jis
* day:122H312NKX £8 Its
= month: 1 22H 12 80X &3 Jts
(ex. Jan or January)

= reason: AlAE TH AIE OIRE E2

reload cancel ANAETH AR 0|22 F ASHCH AIAE! TH AIEH Privileged
o FA UE2 ZE HOUILEZ EEEC

show reload ANAETH AIE (S IS S 60 Privileged

OtcH GIXI= reload at BH 2= AIAE M AIES Wl2fct= &&6HL reload cancel BE2 2 0 2f
2 FAot= &&0IC

Switch# show clock

23:52:01 UTC Thu Sep 14 2010

Switch# reload at 13:00 19 Feb For reload test

System configuration has been modified. Save? [y/n]l: y

Building configuration...

[OK]

Reload scheduled for 13:00:00 KST Fri Feb 19 2010 in ( 13 hours 7 minutes )
Reload Reason: For reload test

continue to reboot ? [yes/nol: y

Switch# show reload

Reload scheduled for 13:00:00 KST Fri Feb 19 2010 in ( 13 hours 7 minutes 28
seconds ) on vty/0 (10.1.20.99)

Reload reason: For reload test

Switch#

Switch# reload cancel

* % %

*** ——— SHUTDOWN ABORTED -

* K Kk

Switch# show reload
No reload is scheduled.

Switch#
Warning  AI2AEIS] T Al& &0l Br=Al &2l configuration 2 Flash 022l
Ol H&EStEZE StCh Config 252 XAS = reload S S A &5HH
Otciiet 22 88 ME R E &4 =0olstt
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System configuration has been modified. Save? [y/n]: y

D AS = AIAES 2

o]

Warning  AIA 80| Flash File System 0ff 22 H&
MO Z MAIS AIHAN= e &L
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GE-PON &€ &

9200 & IiIOH/d GE-PON 2t £& = ot= 2 -0l tHoll 2Z&LICH 0l Z0lM=

GE-PON iR
OLT &2
ONU/ONT 22|
GE-PONJIS &3

lo
0
=
ro
>
0D
OE
rlo
(%]
o
3
3
Q
>
o

Note ol ZUHIAM AIEE=CLIYEEN
reference € & N3N A 2.

23.1. GE-PON &

PON(Passive Optical Network)2 & JI2 At & 15 Aoz 0S40 ==& &
=Bl D1 (Passive Optical Network)E AFE3H0! &tLE2| OLT(Optical Line Termination) 2t 04 24
ONU(Optical Network Unit) &€= ONT(Optical Network Termination)E & =8 &= QU ote=
gtAIQILICH.
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OLT

fiber Ar ONU

1:N
Passive Optical Splitter

OLT : Optical Line Terminal
SNI ONU : Optical Network Unit
SNI : Service Node Interface

[ PON X ]
PON2 =& & Z2HIJIE AME0IH &S Y Z2 HHIILXNS0| SRE = UAE=E EH O
HS&eah Y ASHES E2E = USLICHL Est =58 & 2= J_2

Fiber

1xN
Optical Passive

[ EPON 22X ]
GE-PON 2 PON &3 2| GtLIZMW LBt YR X = OLT E Mat=A L= AHIAMS X0
A XIotD Ch=2 ONU Lt Dt X2l ONT E 1IN 22 HEELICH
M & e Al 2 58k Downstream) & 5 2 Broadcast 24l © 2 At Sk(Upstream) & &2 TDMA(Time

Divison Multiple Access) &4l 2 AtE & LI LY.
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otel BSA 2 2 =2 S E ONU/ONT 2 /& XHLLID)E Header 0l 2 &6H0 2 LHO X 1D
Z=2HHI10IA CIOIEI D SZotH =01 2 ONU 2 & T/ ELICH 2F ONU = XAl 0l i E &l =
IH2!2t 2H0L=S0110 CHE ONU Ofl ol &ote Al =2 25 B2l E LICH

et BEA ZE26H01 SE 22 2ol ONU/ONT Jt M&8H IH2! 2 CFE ONU(ONT)Z &tot X
EsLICH 2 ONU 2 TH2! =2 otLt2| Fiber & S=otJl (20l 2! 2t S =01 20 LIA E == ol OF
& LICH Z1eHA TDMA 241= ALE 0t ONU/ONT = OLT Jt £ &8 Time Slot S0 A& 2
CIOIHE && & &= /USLICH

23.2. OLT &

‘
L

Ol Z20lA= OLT 2&0il Ciet XI& 10 OLT 2| &0l CHol A £ & LICH

23.2.1. PON OLT, PORT, ONU/ONT 2| Alej & & /X 3|
PONS| SR8t H&sS &Eol= PIU QI EHIOIA HE0ll UloH A Administrative StateE & & ol=

SHHALICH. PON_MODEM A =2 &/ H, CONFIG_MODEW M ‘pon’'ZFEHE ~=2HdtH & LICH
Factory Default & EH 2| AIAEIC] PON2| PORT2| &HEHJ} ‘enable’ A EHZ &0 U2 HE L
Lot EEa s &=Lt
o 24 0f =] HE
show pon topology olt OLT 2 RE pon &tEl & Enable
show pon topology IF_NAME PON Port 4 Elf, onu,link 4 Elf & Enable
[no] shutdown port IF_NAME PON port 2| administrative &EHE [disable] enable & EHZ | Config-pon
SR
IF_NAME slot/port & &

[no] shutdown onu IF_NAME IF_NAME slot/port-onu & & Config-pon
U9200# show pon topology olt

PON NETWORK OLT TOPOLOGY INFORMATION

SLOT MAC ADDR ADMIN OPER MODE IPC STATE

1 000d.p637.2300 ENABLE UP MIXED UP

8 000d.h637.2300 ENABLE UP MIXED UP

9 000d.b637.2300 ENABLE UP MIXED UP
U9200# show pon topology 8/1

PON NETWORK TOPOLOGY INFORMATION

IF_NAME MAC ADDR ADMIN OPER SYSTEMTYPE LLID RANGE

8/1 000d.b637.2300 ENABLE UP -

8/1-1 0007.7000.0056 ENABLE UP  C501B

8/1-1.1 0007.7000.0056 ENABLE UP - -
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8/1-2 0007.7000.0012 ENABLE UP  C501B
8/1-2.1 0007.7000.0012 ENABLE UP  ---- ----
8/1-3 0007.7010.0044 ENABLE UP C501B
8/1-3.1 0007.7010.0044 ENABLE UP  ---- ----
8/1-4 0007.7000.0034 ENABLE UP C501B
8/1-4.1 0007.7000.0034 ENABLE UP  ---- ----

U9200# configure terminal
U9200(config)# pon
U9200(config-pon)# shutdown port 8/1
U9200(config-pon)# end
U9200# show pon topology 8/1
PON NETWORK TOPOLOGY INFORMATION

IF_NAME MAC ADDR ADMIN OPER SYSTEMTYPE LLID RANGE

8/1 000d.b637.2300 DISABLE DOWN ----

8/1-1 0007.7000.0056 ENABLE DOWN C501B

8/1-1.1 0007.7000.0056 ENABLE DOWN s
8/1-2 0007.7000.0012 ENABLE DOWN C501B

8/1-2.1  0007.7000.0012 ENABLE DOWN ———- e
8/1-3 0007.7010.0044 ENABLE DOWN C501B

8/1-3.1 0007.7010.0044 ENABLE DOWN ———- e
8/1-4 0007.7000.0034 ENABLE DOWN C501B

8/1-4.1 0007.7000.0034 ENABLE DOWN —mesemen

e

e

EQo| @ E Link 2t down & &LIC}..

10
ol

b Note Shutdown port £ & &

23.2.2. ONTQ2 S5 & X3

ONU/ONT E Al AES XA LZ AZE0H)| /I E& QIEA S
SEolloF ELICH SEEX &= ONU/ONT 2 EcEH 2 XHEHEL
PON_MODE Ol A <=8 &l H, 0 2= 0= PON S OLT/ONU 2 =28 LIC}H.
&%= C501A, C501B, C504A, C504B, C501G & LILCt.

0iol{ ONU/ONT 22 E

O 4

M=

N
oIr
o
o
=z
_|

g

SSol10 Xol= ONU/ONT 2 2IE{ HIOlA 0lE, MAC HEdIA, ONU/ONT S, A XIEESS
AU ASLICH S== ONU/ONT 2 Administrative State = ‘enable’ & EH Ot E LILC.
PON OLT 29| Administrative State J} ‘enable’ AlEl & AL, XIS S2£0| JIs&LILCH

L &9 2c
Topology onu IF_NAME MAC_ADDR ONU/ONT £ AlAHIS IRC2 =2 Config-pon
onutype(c501a| c501b | c501g | c504a| | - |F_NAME : Index(slot/port-onu)
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¢504b | hybridonu| hybridonu 2| og-
3500ec) loc LOCATION

- MAC_ADDR : XXXX.XXXX.XXXX

- c501a: TK3714, 1FE-1G Module

- ¢501b : TK3714, 1FE-2.5G Module
- c501g : TK3714, 1GE-2.5G Module
- c504a : TK3714, 4FE-1G Module

- €504b : TK3714, 4FE-2.5G Module
- hybridonu : TK3713, 1G Module

- hybridonu2 : TK3714, 2.5G Module
- 0g-3500ec : TK3713, 1FE
-LOCATION: ?IX| 22 Xt

show pon topolgy onu IF_NAME ONU 2| S2AMEH X3 Enable
- IF_NAME : OLT Index(slot/port)
show pon blocked-links IF_NAME S5 EBXE AHAXIX &0t Blocking  ONU/ Enable
ONT =3/

- IF_NAME : OLT Index(slot/port)

U9200# configure terminal

U9200(config)# pon

U9200(config-pon)# topology onu 2/2-1 0007.7000.1005 onutype C504A
U9200(config-pon)# end

U9200# show pon topology onu 2/2

PON NETWORK ONU TOPOLOGY FOR OLT(2/2) INFORMATION

IF_NAME MAC ADDR
LOCATION

2/2-1 0007.7000.1005 ENABLE DOWN (3 secs) C504A Om

ADMIN OPER (DOWN DUR) ONU TYPE DISTANCE

U9200#

23.2.3. ONUSE 2E £3d/X3] & ol Al

ONU = 2 5= MIXED, HYBRID, REAL 3 JtXl &0t /JUSL

o

In o

0

MIXED MODE = MPS/TPS ONU 2t HYBRID ONU € 25 &2 AMJl= 2&

HYBRID MODE = HYBRID ONU 2t REAL MODE = MPS/TPS ONU 2t &
Default mode = MIXED mode 0| (4 real mode £ 2 hybrid mode £ ol Al &t
MIXED mode £ & =0t 2FLICH.

[o]]]

AMIl= 25 LITH

efault mode 2!

g 49 (=)=
topology mode IF_NAME OLT ZE QIEHIOI AN &XE SE 2= Config-pon
MODE_NAME - IF_NAME : olt interface name

- MODE_NAME : ONU S5 Z & NAME
no topology mode IF_NAME ONU S 2C Al Config-pon
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- IF_NAME : olt interface name

show pon topology olt ONUEZ2 2E X3 enable

23.2.4. ONU/ONT 2l 88 & & A Al

ne

=ZXJF ONU/ONTLSl HZ&E Y AR E G| ?loil Al= PON_MODEW M 2 X, ONU/ONTZS]
administrative status2| ‘disable’= H &0l OF & LICH. =& 2 ‘shutdown'E@ Z HE ArZoH0F & LICt.

o 21 0] Ao 2E
Shutdown onu IF_NAME - oY Onu 2 &EHE ‘disable’Z H& Config-pon
no topology onu IF_NAME - E=% ONU/ONT 2 AHA|
topology edit-onu mac IF_NAME - S=E ONU/ONT 2l MAC HEY A EE HE
MAC_ADDR . S=% ONUIONT 2| 917 &2 8
topology edit-onu loc IF_NAME
LOCATION
show pon topolgy onu IF_NAME ONU 2| SE4H = Enable
- IF_NAME : OLT Index(slotjport)
U9200# configure terminal
U9200(config)# pon
U9200(config-pon)# shutdown onu 2/2-1
U9200(config-pon)# edit-onu loc 2/2-1 UBIQUOSS
U9200(config-pon)# end
U9200# show pon topology onu 2/2
PON NETWORK ONU TOPOLOGY FOR OLT(2/2) INFORMATION
IF_NAME MAC ADDR ADMIN OPER ONU TYPE
LOCATION
2/2-1 0007.7000.1005 DISABLE up C504A
UBIQUOSS

U9200(config-pon)# no topology onu 2/2-1
U9200(config-pon)# end
U9200# show pon topology onu 2/2
PON NETWORK ONU TOPOLOGY FOR OLT(2/2) INFORMATION

IF_NAME MAC ADDR ADMIN OPER ONU TYPE
LOCATION

U9200#

ONU/ONTE AAEIC THE2Z AFZ0H)| PolA S LEAS £0{6t0 ONU/ONT H§EE
SEol0F LICH SEZX ¥ 2 ONU/ONTS EciEl 2 XtEELICH
PON_MODEOIA =& T|H, Ol 2= 0l A= PONS OLT/ONUZ =& LILL &I =& Jts8t ONT
&%= C501A, C501B, C504A, C504B, C501G I LILCt.

o
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SS=otJAot= ONU/ONTS QIHHIOIA OIS, MAC HEdIA, ONU/IONT =8, AIXIEES
SEE

|8t =S S22 XS HIK LOH A|AEHO IRAOZ AIZE 2= Q5L
Administrative StateJ} ‘enable’ &Y B2, =5 S5 X E HXIX 20t B
st 82 X310t Jlsot0, Blocking= ONU/ONTO| CHSt S5 EXE =85

o

[Ct. PON Port 2
lockingE! ONU/ONT 0f

6|.D# }\|J\E-II O| XFOJOE

AEE £ AN ELICH S= = ONU/ONTS Administrative State= ‘enable’&HEH Dt & LI CF.

2
o
(=]
08

H
n

Topology onu IF_NAME MAC_ADDR ONU/ONT E AlAEIO TtR2o2 S8
onutype(c501a| ¢501b | c501g | c504a]| | - |F_NAME : Index(slot/port-onu)
¢504b | hybridonu| hybridonu 2| og- - MAC_ADDR : XXXX.XXXX.XXXX
3500ec) loc LOCATION - ¢501a : TK3714, 1FE-1G Module

- c501b : TK3714, 1FE-2.5G Module
- c501g : TK3714, 1GE-2.5G Module
- c504a : TK3714, 4FE-1G Module

- ¢504b : TK3714, 4FE-2.5G Module
- hybridonu : TK3713, 1G Module

- hybridonu2 : TK3714, 2.5G Module
- 0g-3500ec : TK3713, 1FE
-LOCATION: ?IX| 32 22Xt

Config-pon

show pon topolgy onu IF_NAME ONU 2 SS&EH x5
- IF_NAME : OLT Index(slot/port)

Enable

show pon blocked-links IF_NAME S= EXE AXIX 0t Blocking = ONU/
NT £ 3l
- IF_NAME : OLT Index(slot/port)

o

Enable

U9200# show pon unadmin-onu-list 10/1
LIST OF UNADMINED ONUS FOR OLT (10/1)

IDX MAC ADDRESS VENDOR-SPECIFIC INFORMATION

[ 1] 0007.7000.1005 c504a

U9200# configure terminal
U9200(config)# pon
U9200(config-pon)# topology onu 2/2-1 0007.7000.1005 onutype c504a
U9200(config-pon)# end
U9200# show pon topology onu 2/2
PON NETWORK ONU TOPOLOGY FOR OLT(2/2) INFORMATION

IF_NAME MAC ADDR ADMIN OPER ONUTYPE
LOCATION
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2/2-1 0007.7000.1005 ENABLE up  C504A
U9200#
23.2.6. ONU/ONT 2 32 BHd L AN

2 & XJH ONU/ONTS

administrative status2| ‘disable’= H &0l OF & LICH. =& 2 ‘shutdown'Z@E HE AIE

HE L AHME ot )] 1A= PON_MODEOI A 81X, ONU/ONT 2]
off OF & LICH

Hdao a9 Ell=
Shutdown onu IF_NAME - Onu 2| AEHE ‘disable’Z H& Config-pon
no topology onu IF_NAME - EZ25 ONU/ONT 2 AHH|
topology edit-onu mac IF_NAME - S== ONUIONT 2 MAC OS2~ B ¥
MAC_ADDR _S=S5 ONUONT 2| 9% B & o1
topology edit-onu loc IF_NAME
LOCATION
show pon topolgy onu IF_NAME ONU o] E2 4B} &= Enable
- IF_NAME : OLT Index(slot/port)
U9200# configure terminal
U9200(config)# pon
U9200(config-pon)# topology edit-onu loc 2/2-1 Ubiquoss
U9200(config-pon)# end
U9200# show pon topology onu 2/2
PON NETWORK ONU TOPOLOGY FOR OLT(2/2) INFORMATION
IF_NAME MAC ADDR ADMIN OPER ONU TYPE
LOCATION
2/2-1 0007.7000.1005 ENABLE up  C504A
Ubiquoss

U9200(config-pon)# no topology onu 2/2-1 0007.7000.1005
U9200(config-pon)# end
U9200# show pon topology onu 2/2

PON NETWORK ONU TOPOLOGY FOR OLT(2/2) INFORMATION

IF_NAME MAC ADDR ADMIN OPER ONU TYPE
LOCATION

U9200#
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23.3. PON && &3&F

Ol 20lM= PONOLT £ ONU &3 230 2tet BE0A HS UE E@ELIEP.
PONE &2 JI=H 22 Service ProfileS &6l 012 QIEHHIOIAN HEot= 2AalS HELICH
2

OLT2t ONU Service Profile &4 X M & & H= 22 PON_MODEZ2| Sub-mode?!
A
T

23.3.1. PONOLT &4 &3

OLT Service Profile2 Policy-map, Bridge-map 22 & & L|LC}.

Policy-map& Aggregated Bandwidth & & & DBA & A A& S| &§522 P4 [, Bridge-map2
Bridging Configuration &8 2 & 2 & & LICt.

AMAEQl XD 4& & ‘oltProfile’0l 2t = Service Profile2 &8 & U220, Ol = Policy-map2 2

‘oltPmap’E Bridge-map2 & ‘oltBmap’S, 12|12 Igmp-map2 £ ‘oltimap’'S L& & L|C.

HHA &3 ==

olt-gos OLT Service Profile &4 252 HA Config-pon

23.3.1.1. OLT Service Profile 2| 48 L M &
OLT Service Profile2 & 435t M <& Policy-map, Bridge-map2 S X &4 5l OF & LICt. Service
Profile & 2 ALK, el OLT ZE QIHHIOI AN S HE BH 0= Otefiet Z&LICH

220 £ ==
OLT Service Profile & & Config-pon-
service-map PROFILE_NAME policy- | - PROFILE_NAME : Service Profile Name oltqos
map POLICY_NAME bridge-ap - POLICY_NAME : Policy-map Name
BRIDGE_NAME - BRIDGE_NAME : Bridge-map Name
no service-map PROFILE_NAME OLT Service Profile 2 A Config-pon-
Default Profile(oltProfil) ot & X{ ©IE{H 0| A0 =& Z0! oltqos
Profile 2 At Hl 20t

AN &9 2=

no policy-map MAP_NAME OLT Policy-map At A Config-pon-oltqos
-8 AHES2 map 2 AHHl =0t

no bridge-map MAP_NAME OLT Bridge-map At Al Config-pon-oltqos
S AESC map 2 &K E0t

service-policy IF_NAME service- IF_NAME : OLT Port 2/&{ HI 0| & Name Config-pon-oltgos

map PROFILE_NAME PROFILE_NAME : OLT Service Profile Name
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show pon service-map olt OLT Service Profie List 23| £= S3& Service Profile 2| enable
(PROFILE_NAME |) TEES

Show pon service-policy olt OLT Port Interface 0ff & M =& & Service Profile &3] enable
(IF_NAME |)

23.3.1.2.  OLT Policy-map & &4

A

OLT Policy-map2 OLT Port2| Aggregated Bandwidth, DBA II}2t0I1H && S22 &= LIC
OLT_QOS_MODEUWI Al ‘policy-map’ Ed 0 E 0|EotH OLT_PMAP_MODEZ & 2ttt && &fLILCt.

H

=LY &3 =

OLT Service Profile & 2=2 HA

olt-qos Config-pon

policy-map MAP_NAME

Policy-map &td 22 HE

Config-pon-oltqos

aggregate bandwidth (upstream |

downstream)
<0-2000000> <0-256>

Aggregated Bandwidth & &
- Aggregate bandwith(Kbps)
- <0-256> : Max burst size(KB)

Config-pon-oltgos-
pmap

Bcstsla (minimum | maximum)
(disable | enable)

Broadcast LLID 0fl CH &t SLA State & &

Config-pon-oltqos-
pmap

bestsla control (minimum |

maximum) <0-2000000> <1-256>

<0-3> <1-256>

Broadcast LLID Ofl CH&t SLAE E

- Minimum Guaranteed Bandwidth(Kbps)
- Maximum Allowed Bandwidth(Kbps)

- Max burst size(KB)

- Priority

- Weight(KB)

Config-pon-oltgos-
pmap

dba drop-down weight
<0-16383> <0-16383>
<0-16383> <0-16383>

A& HIZH St Upstream Drop-down weight
S (&2l 1 KB)

- Drop-down for Level O

- Drop-down for Level 1

- Drop-down for Level 2

- Drop-down for Level 3

Config-pon-oltqos-
pmap

dba polling rate <1-65535> <1-
65535> <1-65535> <1-65535>

PHEES A2 St DBA Polling Rate & & (&4 :
65.5 us)

- Polling rate at Level 0

- Polling rate at Level 1

- Polling rate at Level 2

- Polling rate at Level 3

Config-pon-oltqos-
pmap

shaper dba drop-down weight
(upstream | downstream)
<0-16383> <0-16383>
<0-16383> <0-16383>

Shaper & =2 cll20il CHEH Upstream/Downstream
Drop-down weight & & (&< : KB)

- Drop-down for Level O

- Drop-down for Level 1

- Drop-down for Level 2

- Drop-down for Level 3

Config-pon-oltqos-
pmap

(A=)

2N

&9
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Map-end Policy-map X4 22 2 A9 RE2 M&H0| H&0{Z | Config-pon-oltgos-
LSGIX OB map 2 MELX ROz XL & pmap
gat 0l HHOUE 2ot &9 2E2 MEHlOF
grLICt)
Show pon policy-map olt OLT Policy-map List 3| = S Policy-map 4} Al enable

(MAP_NAME |)

8 x3|

-

23.3.1.3.

OLT Bridge-map 2| =4

OLT Bridge-map= OLT £ E2| Bride 281 & &2 L& & LICt. OLT_QOS_MODEWNI M ‘bridge-map’
HHNE 0/|E0ol0 OLT_BMAP_MODE=Z XM &tot0d &4 &LICH

=y

&3

HE

olt-qos

OLT Service Profile =4

Config-pon

bridge-map MAP_NAME

2
Bridge-map &4 2EZ $HH

Config-pon-oltqos

Bridgeconfig allow-simple-
bridging(on | off)

Allow Simple Bridging

Config-pon-oltgos-
bmap

Bridgeconfig allow-vlan-tags-on-
simple-bridge(on | off)

Allow Tagged Frames on Simple Bridge

Config-pon-oltqos-
bmap

Bridgeconfig discard-unknown-
mac(on | off)

Discard Unknown MAC Option

Config-pon-oltgos-
bmap

Bridgeconfig downstream-frame-
reset-age(on | off)

Downstream Frames Reset Age

Config-pon-oltgos-
bmap

Bridgeconfig learned-entry-age-
limit <0-32768>

Learned entry age limit(2t | : 10 ms)
29 HEMHZ =

Config-pon-oltqos-
bmap

Bridgeconfig mac-learning-
overwrite(on | off)

MAC Learning overwrite

Config-pon-oltqos-
bmap

Bridgeconfig number-of-bridged- Number of Bridged VLANs Config-pon-oltqos-

vlans <0-30> bmap
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2200 ag 2=
Map-end Bridge-map =4 242 L AP D=2 MEHO| Config-pon-oltqos-

X %O map 2 MAGX 2oz | bmap

= Jd 0R
moox 0¥

S B4 0| UUOIS G0 A9 RER
aHOF BHLICH)
Show pon bridge-map olt OLT Bridge-map List 23| &= S& Bridge-map &t Al | enable
(MAP_NAME |) e X3

23.3.2. PONONU & &3

ONT Service Profile2 Queue-map, Policy-map, Bridge-map, Igmp-map, sla-map2 = -+ & & L|LCt.
Queue-map= Upstream Link % Downstream Port0il QueueE &Y ot= 84822 &0, Policy-
map2 Packet Classification, Filtering &8 S2| &2 2 R4 &LICH

Bridge-map& Bridging Configuration & &

5 &5, Igmp-map IGMP Snooping & & T2t 0] &
HFHOZ, sla-map2 Link0ll (& SLAEE

g2

2 FHT0 ASLICH

01'= Queue-map, Policy-map2 service-map= M4 ot=0 0| 2% = mapOl 0Ol service-map=
Ol Sk ONT typeOl LA AIAEIN HEH =CH ONTIH SF0| & I AS2=2 AMAEUA HE
ONTH 2= service-map= Uled &8 &LICH

Service-map2 AlAE HIEHIE 0l0] ONT typelll A default2 BH=0 =A2LI =8 & ZR= HY
S ZLICH © M2 2 typell ONTE S5 AIZ Z 202t =Jt 2 sevice-maps GBS0 =& ELICH

72| 12 Bridge-map, Igmp-map, sla-map2 service-policyE #&8dt= R4 Z A 0] service-policy=

M SE& U A= ONTH & EZE service profile & LICt.

Service-policy &8t Al A S0l ONT TypeOll %= default service policy?t & & 0| &0 L0 A ONTIt
SE0| 2 W oY ONTUH %= default service policy?t iS22 &&0| ELICH L&t Bridge-map,

Igmp-map, sla-map2 22 JHEH o2 oS ONTH 8 HE =& USLICH

S TH ONU EF0fl [tE Default service-map2 Oteh 2t 2 & LICEH

ONU 28 Jl= MBIA Profile
C501A onu-c501a onuQmapForOg501a
onuPmapFor501a
C501B onu-c501b onuQmapForOg501b
onuPmapFor501b
C501G onu-c501g onuQmapForOg501g
onuPmapFor501g
C504A onu-c504a onuQmapForOg504a
onuPmapFor504a
C504B onu-c504b onuQmapForOg504b
onuPmapFor504b
402 U9200 Series User Guide

e
// ~



///

_PON

solution
—— E——

HYBRIDONU hybridOnu onuQmapForHybridOnu
onuPmapForHybridOnu

HYBRIDONU2 hybridOnu2 onuQmapForHybridOnu2
onuPmapForHybridOnu2

OG-3500EC onu-3500ec onuQmapForOg3500-ec
onuPmapForOg3500-ec

ONU Service Profile 242 PON_MODEZ2| Sub-mode®! ONU_QOS MODEOI A <=3 &LILC}.

2204 Ay 2

onu-qos ONU Service Profile & SE2 214 Config-pon-onuqos

23.3.2.1. ONU service-map 2] 44 X3 & AR
ONU service-map=2 & &5t H 2 & Queue-map, Policy-map € H X & &350 &LICH Service-

map &d & ANl BE 0= Ofe et Z2sLICH

=R 29 ==

service-map PROFILE_NAME geue- | ONU Service Profile A Config-pon-

map QUEUE_NAME policy-map - PROFILE_NAME : Service Profile Name onuqos

POLICY_NAME - QUEUE_NAME : Queue-map Name

(onu-c501a | onu-c501b | onu- - POLICY_NAME : Policy-map Name

¢501g | onu-c504a | onu-c504b | | - ONU Type

hybridOnu | hybridOnu2 | onu-

3500ec)

no service-map PROFILE_NAME ONU Service Profile 2HA| Config-pon-
A A B 9| Default Profile 2t &M QIE{HIOI AN B onuqos
=92 Profile 2 &HHl €01t

show pon service-map onu ONU Service-map List = 3| &= £ & Service- enable

(PROFILE_NAME |) map 2 LI =3

23.3.2.2.
ONU default service-map= Aol

ONU default service-map 2 M4/x3| L AHK|

< & Queue-map, Policy-map 2 H X & 43 A service-
map= A BHS O OF &LICEH O I 2t= &l service-map2l ONU type it default service-map=
Ot=D| 2loll &% ol OF 6= Reference_ ONU_TYPEO| M2 & X| ol OF & L|Ct. Default Service-map

e 2 AKH HEO = Ofehet Z5LICH

FEO £ 2E
default service-map ONUNAME
service-map SERVICE_MAP

default service-map ONUNAME
Reference_ONU_TYPE service-map
SERVICE_MAP

J|Z& ONU type 2| default service-map 2 2 &

ONU Default service-map =4
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no default service-map ONUNAME ONU Service-map 2! H Config-pon-
A A E4O| Default Profile 0 & X QI HIOI AN HE onuqos

=0l Profile 2 AHHI 20}

show pon default service-map ONU default Service-map List = 3] enable

REF ONU TYPE Ol & ? == onu-c501a | onu-c501b | onu-c501g | onu-c504a | onu-c504b |
hybridOnu | hybridOnu2 | onu-3500ec

23.3.2.3.  ONU default service-policy 2] && & _JEQI
ONU default service-policyE & & 6t ONTIt 50| 2
Default profile0l Atis2 2 £&0| ELILC.

L &9 2c
default service-policy sla-map ONU Default service-policy & & Config-pon-
SLA_NAME | bridge-map SLA_NAME : Sla-map Name onugos
BRIDGE_NAME | igmp-map BRIDGE_NAME : Bridge-map Name

IGMP_NAME IGMP_NAME : Igmp-map Name

default service-policy hybridonu hybrid ONU Default service-policy & & Config-pon-
sla-map SLA_NAME | bridge-map SLA_NAME : Sla-map Name onuqos
BRIDGE_NAME | igmp-map BRIDGE_NAME : Bridge-map Name

IGMP_NAME - IGMP_NAME : Igmp-map Name

show pon default service-policy ONU default Service-policy = 3| enable

23.3.2.4. ONU service-policy &l &&/x 3| & AK|

HHO &3 2c
service-policy IFNAME sla-map | ONU service-policy & & Config-pon-
SLA_NAME | bridge-map IFNAME : Interface_Name onuqos
BRIDGE_NAME | igmp-map SLA_NAME : Sla-map Name
IGMP_NAME BRIDGE_NAME : Bridge-map Name
IGMP_NAME : Igmp-map Name
no service-policy IFNAME ONU 0l & & service-policy E Al Config-pon-
- 201 ONU 0fl HZ& profile 2 AHH| onuqos
=¥
show pon service-policy onu ONU 0ll #&& service-policy & =3 enable
IFNAME
23.3.25. ONU Queue-map 2 &4 L AtK

ONU(Optical Network Unit) Queue—map% ONUO|l Upstream/Downstream Link 2 I E°| Queue & &
NEE ZFELICL

Upstream 2 &2 2 42| Link0ll £ CH 8Dt Xl QueueE EEE & U220 = Queue Sizes
240(= <l : 4 KB)2 LICt. Downstram 2& 2 2= 202 ZE W = O 110 DXl QueueE S EE =
AUASM, = Queue Size= 120(SH : 1 KB) Olot 2 & Holl 0F & LICH Queue-map2
ONU_QOS_MODEOIA ‘queue-map’ ZENHE 02350 ONU_QMAP_MODEZ & &5tX

ZE

(_ [Ral
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ALt

=EL £ ==

onu-qos ONU Service Profile &4 82 HA Config-pon-

onuqos

queue-map MAP_NAME queue-map & ZEZ HA Config-pon-

(onu-c501a | onu-c501b | onu- onuqos

¢501g | onu-c504a | onu-c504b |

hybridOnu | hybridOnu2 | onu-

3500ec)

no queue-map MAP_NAME ONU Queue-map At H| Config-pon-
-8 AFEEC map 2 AHl 20t onuqos

Queueconfig upstream <1-4> Upstream Link 0l Queue &g Config-pon-

<0-240> <2-240> ... oltqos-gmap

Queueconfig downstream <1-2> <0-120> | Downstream Port 0l Queue & & Config-pon-

<2-120> ... oltgos-gmap

Map-end queue-map 24 22 Y A9 BEZ MEHO] Config-pon-
HAOIS LABIA A map 2 MA = X oltgos-gmap
UOCOZ MY S EHA 0 HBUHE LA &<
DS 2 MEGOF 8HLICEH)

Show pon queue-map onu (MAP_NAME | ONU queue-map List £3| £ S3 queue-map | enable

) AN EE X3

23.3.2.6. ONU Class-map 2| =4 & At

ONU Class-map2 OLT Class-mapdt 20| Packet2 £&otJ| ?18t Rule2 & &3dt= Map& LICE 0l
Map= Policy-map0il M Classification Rule 1t Filtering Rule2| =212 2 A2 & LIC}.(Rulel

A H R4 = OLT Class-mapdt S 25t0H 2 2H AN S &Y 2 OLT Class-map=2 & 1 &HLICEH)
ONU_QOS_MODEOIAM ‘class-map’” ZEHE 012304 ONU_CMAP_MODEZ & &5t

e gL .

220 =k ==
onu-qos ONU Service Profile =4 2E2 #HY Config-pon-
onugos
class-map MAP_NAME Class-map &4 22 HH Config-pon-
onugos
no class-map MAP_NAME ONU Class-map 2} Kl Config-pon-
- AFREQ map 2 AHHI 20t onugos
(no |) classrule FIELD LOOKUP_VALUE | Class-map 0il &t J§2| Rule 3=t 2 AHR| Config-pon-
OPERATOR - FIELD, LOOKUP_VALUE, OPERATOR onugos-cmap
a2 Ot ==X
Map-end Class-map & & 22 & &9 22 20| Config-pon-
HBOE LK L2 H map 2 M LXK onuqos-cmap
HOOZ MY S A0 HHUHE LHEGHH &<
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Show pon class-map onu (MAP_NAME
)

Cl
ONU Class-map List 23| &= £3& Class-map

oM E2 X3

enable

23.3.2.7.

ONU Policy-map 2| &4
ONU Policy-map2 Packet Classification Rule &

9 A

2 Packet Filtering Rule &

oz Ad&ELth

ONU_QOS_MODEWIA  ‘policy-map’ ZE N E 01235t ONU_PMAP_MODE=Z & &5t

A gLl L.

o1 0 &9 2E

onu-qos ONU Service Profile 48 LE2 HEF Config-pon-

onuqos

policy-map MAP_NAME Policy-map =4 2E2 #HY Config-pon-

(onu-c501a | onu-c501b | onu- onugos

¢501g | onu-c504a | onu-c504b

| hybridOnu | hybridOnu2 |

onu-3500ec)

no policy-map MAP_NAME ONU Policy-map 2} Xl Config-pon-
ST AFR S0 map 2 AHHI £t onuqos

(No |) filtering through downstream | ONU Downstream EPON Port 0fl Al =418t Packet 0l | Config-pon-

<1-2> <0-16> <1-7> class-map
CLASS_MAP

CHall Destination 2 Xl & 6t= Classification Rule S
8 L= AN

- <1-2> : Egress User Port Number

- <0-16> : Egress Downstream Queue

- <4-6> : Priority of the rule

- CLASS_MAP : ONU Class-map Name

onugos-pmap

(no |) filtering discard onu port
upstream <1-2> <1-7> class-map
CLASS_MAP

ONU Upstream User Port 0fl Al ==418t Packet 2

=2 MR

S 4% =4

Discard Gt= Filtering Rule
- <1-2>: Ingress User Port Number
- <0-7> : Priority of the rule

- CLASS_MAP : ONU Class-map Name

Config-pon-
onugos-pmap

(no |) filtering dicard onu port
downstream <1-7> class-map
CLASS_MAP

ONU Downstream EPON Port 0fl A =418t Packet 2

28X

S 28 L= AN

Discard ot= Filtering Rule
- <0-7> : Priority of the rule
- CLASS_MAP : ONU Class-map Name

Config-pon-
onugos-pmap

Map-end

=2 ®akstn, o
MHEX oB2

a9 2E=2

Config-pon-
onugos-pmap

& &Holf OF & LICH
Show pon policy-map onu ONU Policy-map List £3| £&= S& Policy-map & Al | Enable
(MAP_NAME |) 2 X3
23.3.2.8. ONU SLA-Map &4 2 AR
ONU Policy-map2 ONU Link2 SLA&EF 22 24 ELICH. ONU_QOS_MODEM M  ‘sla-map’
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HAN 49 2=
onu-qos ONU Service Profile &4 2E2 B Config-pon-
onuqos
sla-map MAP_NAME up ONU sla-map 24 & Config-pon-
<0-1000000> <256-1000000> down - Upstream minimum bandwidth onuqgos
<0-1000000> <256-1000000> - Upstream maximum bandwidth
- Downstream minimum bandwidth
- Downstream maximum bandwidth
sla-map MAP_NAME sla-map &4 ZEZ2 #HY Config-pon-
onuqos
Sla control <1-4> (upstream | ONU Link 2| Upstream/Downstream SLA & & Config-pon-

downstream) (maximum | minimum)
<256-1000000>
<1-256> <4-32>

- Link Index : 1~4

- Minimum Bandwidth
- Maximum Bandwidth
- Max burst size(KB)

onugos-pmap

Sla priority <1-4> (upstream |
downstream) <0-2>
<0-3>

ONU Link 2| Upstream/Downstream SLA priority & &

Config-pon-
onuqos-pmap

23.3.2.9.

ONU Bridge-map 2| &4 & AtK|
Pas

ONU Bridge-map= ONU User Port2| Bride 28 & & 2 Link<2| Bridge Mode & &, 112l Link2| GI0I &

2 S 3HE <8t Key Exchange Timer & &

ONU_QOS_MODEOMIA  ‘bridge-map’ 2ot AUt
220 29 ==
onu-qos ONU Service Profile &4 L2 B Config-pon-
onugos
bridge-map aa mac-limit MAC_LIMIT | ONU bridge-map 244 Config-pon-
onugos
bridge-map MAP_NAME Bridge-map &4 ZE2 HH Config-pon-
onugos
no bridge-map MAP_NAME ONU Bridge-map A K| Config-pon-
-8 AHESCl map 2 Al 20t onuqos
Bridgeconfig <1-2> <0-64> <0- ONU User Port 0l MAC Limit & & Config-pon-

32768>

- <1-2>: ONU User Port Number

- <0-64> : automatic learning entry limit

- <0-32768> : learned entry age limit
o HsM=s =

onugos-bmap

Bridgemode <1-4> (simple-bridge |
shared-vlan | transparent-vlan |
priority-simple-bridge | priority-
shared-vlan | transparent-priority-

ONU Link 2| Bridging Mode & &
- <1-4> : ONU Link Number

- Bridging Mode

- <0-4095> : mac tabe entry limit

Config-pon-
onugos-bmap
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shared-vlan) <0-4095>

Key exchange timer <1-4> ONU Link 2 2t5 3} Al Key Exchange Timer gt & & Config-pon-
<0-65535> - <1-4>: ONU Link Number onugos-bmap

<0-65535> : Timeout Value(ZH<l : =),
0 or 60~65535
Map-end Config-pon-

Bridge-map &4 262 & &9 2E2 ME
(0l BHE0IE LA E 28
_$_

CL%I-QEE PN

y o

onuqos-bmap

2=z MEGH0F &LICH)
Show pon bridge-map onu ONU Bridge-map List 3| &= S& Bridge-map & Al | enable
(MAP_NAME |) HE X3
& & JH= &t Bridging Mode= Oteff 2t 201 6 7 0/0H, 2 Model| Upstream/Downstream Bridging Action2
Of2H et Z&LICH(Bridge Mode 2 VLAN 231 82 ‘Link0fl VLAN &%’ &= & DEHLICE)

23.3.2.10. Simple Bridge
Upstream
Source MAC 01 E8j(A Bridging Action
Unicast Learn SA

Forward
Multicast Forward
Broadcast Forward
Downstream
VLAN Tag Destination MAC 0 E&| A Bridging Action
No Learned Forward to Link
No Unlearned Flood on broadcast channel
Yes N/A Drop
23.3.2.11. Shared VLAN
Upstream
Source MAC {E¢l|A Bridging Action
Unicast Learn SA

Add provisioned tag

Forward
Multicast Forward
Broadcast Forward
Downstream

Destination MAC ({ =&l A

Bridging Action

Learned

Strip Tag
Forward to Link(based on L2 DA + VID)
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Unlearned Strip Tag
Broadcast o VLAN(based on VID only)

23.3.2.12. Transparent VLAN

Upstream

VLAN Tag Present Bridging Action

Yes Forward without modification(based on VID only)
No Forward without modification(based on VID only)
Downstream

Bridging Action

Forward without modification(based on VID only)

23.3.2.13. Priority Simple Bridged

Upstream
Source MAC 01 =84 Bridging Action
Unicast Learn SA
Forward
Multicast Forward
Broadcast Forward
Downstream
VLAN Tag | Destination MAC {&¢dl| A Priority Bridging Action
No Learned Within Provisioned Forward to Link
Priority Range
Outside Provisioned Drop
Priority Range
No Unlearned Don’t Care Flood on broadcast channel
Yes N/A N/A Drop
23.3.2.14. Priority Shared VLAN
Upstream
VLAN Tag Present Bridging Action
Yes Strip Tag
Add Provisioned Tag(VID + Upstream CoS)
Forward
No Add Provisioned Tag
Forward
Downstream(Switch on ToS)
ToS in Range Tx-Non-ToS-Frame L2 DA Learned Bridging Action
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Yes N/A Yes Strip Tag
Forward(based on DA + VID + ToS)
No Strip Tag
Broadcast on VLAN(based on VID + ToS)
No Yes Yes Strip Tag
Forward(based on DA + VID)
No Strip Tag
Broadcast on VLAN(based on VID)
No N/A Drop
Downstream(Switch on CoS)
CoSin Range Tx-Non-ToS-Frame L2 DA Learned Bridging Action
Yes N/A Yes Strip Tag
Forward(DA + VID + CoS)
No Strip Tag
Broadcast on VLAN(VID + CoS)
No N/A N/A Drop
23.3.2.15. Transparent Priority Shared VLAN
Upstream
VLAN Tag Present Bridging Action
Yes Strip Tag
Add Provisioned Tag(VID + Upstream CoS)
Forward
No Add Provisioned Tag
Forward
Downstream(Switch on ToS)
ToSin Range Tx-Non-ToS-Frame L2 DA Learned Bridging Action
Yes N/A Yes Forward(based on DA + VID + ToS)
No Broadcast on VLAN(based on VID + ToS)
No Yes Yes Forward(based on DA + VID)
No Broadcast on VLAN(based on VID)
No N/A Drop
Downstream(Switch on CoS)
CoSin Range Tx-Non-ToS-Frame L2 DA Learned Bridging Action
Yes N/A Yes Forward(DA + VID + CoS)
No Broadcast on VLAN(VID + CoS)
No N/A N/A Drop

-~

23.3.2.16. ONU Igmp-map & &4 L A
ONU Igmp-map& ONUSI IGMP Snooping 2 & &S & & LICh ONU_QOS_MODEM Al ‘igmp-
map’ L 0{S 0/=25t0{ ONU_IMAP_MODEZ & 25104 A& 8tLICh.
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HAN &9 ==

onu-gqos ONU Service Profile 24 2E2 HZ Config-pon
igmp-map MAP_NAME Igmp-map & LEZ B Config-pon-onugos
no igmp-map MAP_NAME ONU Igmp-map 4+ Al Config-pon- onugos

-8 AEZ2 map 2 Al 20t

Igmp snooping onu <1-16> <0- ONU IGMP Snooping Parameter & & Config-pon-onugos-
6> - <1-16> : robustness count imap

- <0-6> : last member query count

Igmp snooping port <1-2> <0- ONU User Port 0fl Snooping & & Config-pon-onuqos-
64> <0-10> - <1-2>: ONU User Port Number imap
<0-64> : Number of IGMP groups
(0 : snooping disabled)
<0-10> : relative queue for downstream classification

Map-end Igmp-map & & 23 L AP REZ ME Config-pon-onugos-
(Ol OIS LK L 2P map 2 A X imap
Looz MM & A 0| HHUHE YotH &<
D=2 MBoloF 8LICE)
Show pon igmp-map onu ONU Igmp-map List £3| &= S5 |gmp-map A Al enable
(MAP_NAME |) HB X3

23.3.2.17. Link 0l VLAN €3
0l 2 Link0l €& ! Bridge Modeil [+t VLAN 2t 8 & ot=
ONU Bridge-map2| &0l A 1 =8tdt2t 20l Bridge Mode= 6

A3 BH0= Oteh et ZSLIC

e .
EF0I0, 2t 2=0il CHoll VLAN

Link Bridge 2 VLAN & & A&
Simple Bridge N/A
Shared VLAN Vlantag
Transparent VLAN Vlantag
Priority Simple Bridged Priority-vlan
Priority Shared VLAN Priority-vlan
Transparent Priority Shared VLAN Priority-vlan
FEO &9 =
(no |) vlantag IF_NAME <1-4> Shared VLAN, Transparent VLAN Mode &€ &< Config-pon
<1-4093> <0-4093> Link 0l VLANtag 2 &8
- IF_NAME : ONU Q! E{H| 0| A Name
- <1-4>: ONU Link Number
- <1-4093> : Network VLAN Tag
- <0-4093> : translated vlan ID
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(no |) priority-vlan IF_NAME <1-4> <0- Priority VLAN Mode & & < Link 0fl Priority VLAN 2 Config-pon
4093> <0-7> (cos | tos) VEps]
<0-7> <0-7> (on [off) -IF_NAME : ONU ©!E{ Bl 0| A Name

- <1-4>: ONU Link Number

- <1-4093> : Network VLAN ID ('0' for priority-simple-

bridge)

<0-7> : Upstream CoS(Priority VLAN Group Ofl

Ietl= 2= Linke S2&t 22 4 Ho0F

gLICH)

- (cos | tos) : Priority Selector

- <0-7> : Minimum Priority Value

- <0-7> : Maximum Priority Value

- (on | off) : Transmit Non-ToS Frame
Show pon vlan-for-link IF_NAME <1-4> | Link 0fl & & & VLAN X3 Enable
Show pon links-for-vlan IF_NAME <1- OLT 0l S8 VLAN 2& & & & Link List =3 Enable
4093>
Show pon priority-vian IF_NAME <1-4> | Link 0fl &€& &l Priority VLAN Z 3] Enable

23.3.2.18. ONU Port 0il Advanced Rule & &
ONUZ2| Lookup Engine0ll L& %l= RuleS FIt = AtHiote Y ULICH Ol RuleS &322 M
== {418 Packet2| VLAN tagE B1ZGHJ1LE, CoSE HEot=E JIsS =8 == JUSLICH 0l ZOIA
Jl=dte BE 00 &%= Rulell Priority 8t= ONU Policy-map0il M £ &t Classification
RuleOl L} Filtering Rule2| Priority 2f2| 2812t 22 248 =< E JI&LICH
220 29 ==
(no |) filtering (add-tag | del-tag | ONU Upstream User Port 0l Al ==418t Packet = Class- Config-pon
add-tag-fwd | clr-add-tag | clr-add- | map =240l 9= Packet 0l CH5+04 VLAN tag £ 21
tag-fwd | clr-del-tag | clr-del-tag-fwd | _ add-tag : Add VLAN tag
| clr-replace-tag | clr-replace-tag-fwd | _ clr-add-tag : Clear Add Tag
| del-tag | del-tag-fwd | replace-tag | | _ ¢r_del-tag : Clear Delete Tag
replace-tag-fwd) onu port upstream | _ oy replace-tag : Clear Replace Tag
IF_NAME <1-2> <0-15> class-map - del-tag : Delete Tag
CLASS_MAP - replace-tag : Replace Tag
- IF_NAME : ONU 2l E{H| 0| A Name
- <1-2>: ONU User Port Number
- <0-15> : Priority of the rule
- CLASS_MAP : ONU Class-map Name
(no |) filtering (add-tag | add-tag-fwd | ONU Downstream EPON Port 0fl Al %= 418t Packet = Config-pon
| cir-add-tag | clr-add-tag-fwd | cIr- | Class-map X210l S+= Packet 0fl CH5H04 VLAN tag =
del-tag | clr-del-tag-fwd | clr-replace- | 24
tag | clr-replace-tag-fwd | del-tag | - add-tag : Add VLAN tag
del-tag-fwd | replace-tag | replace- - clr-add-tag : Clear Add Tag
tag-fwd) onu port downstream - clr-del-tag : Clear Delete Tag
IF_NAME <0-15> class-map - clr-replace-tag : Clear Replace Tag
CLASS_MAP - del-tag : Delete Tag
- replace-tag : Replace Tag
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- IF_NAME : ONU 2! E{ H| 0| A Name
- <0-15> : Priority of the rule
- CLASS_MAP : ONU Class-map Name

(no |) filtering (set-vid-and-add-tag | | ONU Upstream User Port 0fl Al =418 Packet = Class- Config-pon
set-vid-and-add-tag-fwd | replace- | map =0l 2= Packet 0l CH5+01 VLAN ID £ &£
tag-and-set-vid | replace-tag-and- - set-vid-and-add-tag : Set VID ; Add Tag

set-vid-fwd) onu port upstream replace-tag-and-set-vid : Replace Tag;
IF_NAME <1-2> <0-15> Set VID

<0-4093> class-map CLASS_MAP | = NAME : ONU ©1E{ T 0] A Name
- <1-2>: ONU User Port Number

- <0-15> : Priority of the rule
- CLASS_MAP : ONU Class-map Name

(no |) filtering (set-vid-and-add-tag | | ONU Dowstream EPON Port 0ll A =415t Packet = Class- | Config-pon

set-vid-and-add-tag-fwd | replace- | map = 210fl 9= Packet 0l CH5t0f VLAN ID £ & &
tag-a.nd-set-vid | replace-tag-and- - set-vid-and-add-tag : Set VID ; Add Tag
set-vid-fwd) onu port downstream | rgpjace-tag-and-set-vid : Replace Tag ;

IF_NAME <0-15> <0-4093> class- Set VID

map CLASS_MAP -IF_NAME : ONU ©/E{ [ 0| A Name

- <0-15> : Priority of the rule
- CLASS_MAP : ONU Class-map Name

(no |) filtering (set-cos| set-cos-fwd) | ONU Upstream User Port 0l A =418t Packet & Class- Config-pon
onu port upstream IF_NAME <1-2> | map Z 240l 2= Packet 0fl CH5t04 CoS 242 A&
<0-15> -<1-2>:ONU /& HI 0| A Name

<0-7> class-map CLASS_MAP - <0-15> : Priority of the rule

- <0-7>: CoS Value
- CLASS_MAP : ONU Class-map Name

(no |) filtering(set-cos| set-cos-fwd) | ONU Downstream EPON Port 0l A == 418t Packet Config-pon
onu port downstream IF_NAME Class-map Z 210l 2= Packet 0l CH5H0{ CoS 2tS & F
<0-15> <0-7> class-map - <0-15> : Priority of the rule
CLASS_MAP - <0-7>: CoS Value
- CLASS_MAP : ONU Class-map Name
(no |) filtering (copy-field-to-cos | ONU Upstream User Port 0il Xl #=413t Packet & Class- Config-pon
copy-field-to-cos-fwd | copy-field- | map Z=210fl = Packet 0l TH5H01 CoS 2t 2 &
to-vid | copy-field-to-vid-fwd) onu -<1-2>: ONU ©!E{ T 0| A Name

port upstream IF_NAME <1-2>

- <0-15> : Priority of the rule
<0-15> class-map CLASS_MAP

- CLASS_MAP : ONU Class-map Name

(no |) filtering (copy-field-to-cos | ONU Downstream EPON Port 0l Al =418t Packet = Config-pon
copy-field-to-cos-fwd | copy-field- | Class-map Z 24 0ll 9= Packet 0fl CH5H0 CoS 2t 2 & F

to-vid | copy-field-to-vid-fwd) onu - <0-15> : Priority of the rule

port downstream IF_NAME - CLASS_MAP : ONU Class-map Name

<0-15> class-map CLASS_MAP

Show pon filtering rules onu port ONU Upstream User Port 0il & & & Rule X3l Enable
upstream IF_NAME <1-2>

Show pon filtering rules onu port ONU Downstream EPON Port 0fl &&= Rule X3 Enable
downstream IF_NAME

ONU Service Profile2 Queue-map, Policy-map, Bridge-map, Igmp-map2 2 724 & L|Ct. Queue-
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map= Upstream Link 2 Downstream Port0il QueueE &Y ot= 4322 A&, Policy-map2
LinkOll SLA & &, Packet Classification, Filtering && S92 sts2g & &ELIC

Bridge-map<2 Bridging Configuration & 8 2 L &5t04, Igmp-map= IGMP Snooping 8822
THEELICL AIAES =) 22 ONUE SSE [ &= 6t= ONU S=F 0l ofl & ol = Service
ProfileZ2 XS £&ELICH & ONU S=0ll [t E Default Profile2 OfcH 2+ & = LICH

ONU 28 Jle2 HHIA Profile

C501A onu-c501a onuQmapForOg501a onuPmapFor501a
mac-1
onulmap

C501B onu-c501b onuQmapForOg501b onuPmapFor501b
mac-1
onulmap

C501G onu-c501g onuQmapForOg501g onuPmapFor501g
mac-1
onulmap

C504A onu-c504a onuQmapForOg504a onuPmapFor504a
mac-1
onulmap

C504B onu-c504b onuQmapForOg504b onuPmapFor504b
mac-1
onulmap

HYBRIDONU hybridOnu onuQmapFor0g2300-ac
onuPmapForOg2300-ac
mac-512
onulmap-noSnoop

HYBRIDONU2 hybridOnu2 onuQmapForCc3801t
onuPmapForCc3801t
mac-512
onulmap-SnoopingOnPort2

OG-3500EC onu-3500ec onuQmapForDwer204d
onuPmapForDwer204d
onuBmapForDwer204d
onulmap-SnoopinOn

ONU Service Profile 242 PON_MODEZ2| Sub-mode? ONU_QOS MODEOI A =84 &LILC}.
HHOf oy ==

onu-qos ONU Service Profile =4 2E2 #HY Config-pon

23.3.2.19. ONU Service Profile 2| &4 ¥ Mg
ONU Service Profile2 & 45t 2 & Queue-map, Policy-map, Bridge-map, Igmp-map2 H 4
= 0l OF & LIC. Service Profile &4 & AHHl, 1212 ONUKISl HE HE 0 = Oteli oF Z2&LICH

24240f 249 ==
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service-map PROFILE_NAME ONU Service Profile &4 Config-pon-oltqos

queue-map QUEUE_NAME policy- - PROFILE_NAME : Service Profile Name

map POLICY_NAME - QUEUE_NAME : Queue-map Name

(c501a| c501b | c501g | c504a | - POLICY_NAME : Policy-map Name

¢504b | hybridonu | hybridonu2 | og- | - ONU Type

3500ec)

no service-map PROFILE_NAME ONU Service Profile At Al Config-pon-
Default Profile ot & X CIE HIOI AN HE S0! onuqos
Profile 2 AtHl 20t

no queue-map MAP_NAME ONU Queue-map 2+l Config-pon-
-8 AFEE2 map 2 AHHl £t onuqos

no class-map MAP_NAME ONU Class-map A&l Config-pon-
-8 AFSEQ2 map 2 Al £0t onuqos

no policy-map MAP_NAME ONU Policy-map 4| Config-pon-
B AFREQI map 2 AHHlI 20t onuqos

no bridge-map MAP_NAME ONU Bridge-map A K| Config-pon-
B AFREQI map 2 AHHI 20t onuqos

no igmp-map MAP_NAME ONU Igmp-map 24 | Config-pon-
-8 AFSEQ2 map 2 Al £0t onuqos

service-policy IF_NAME ( bridge-map | -IF_NAME : ONU Q/E{HI 0| A 0|2 Config-pon-

| igmp-map | sla-map) - PROFILE_NAME : ONU Al A Profile 012 onuqos

PROFILE_NAME

no service-policy IF_NAME IF_NAME 0il & & & service-policy £ At Config-pon-

onugos
show pon service-map onu ONU Service Profie List =8| &= S& Service enable
(PROFILE_NAME |) Profile 2 LHZ X3

23.3.2.20. ONU Queue-map 9| &4

ONU(Optical Network Unit) Queue-map= ONUO| Upstream/Downstream Link &
AMEHE A A EHLICH Upstream 282 2 4J0 2] Link il = CH 8JH0H Kl QueueE & &t&t
Queue Size= 240(tt?l : 4 KB) LICt. Downstram &8 2= 2J42 EE 0 LHDERI QueueE
& 4 A20, & Queue Size= 120(H < : 1 KB) 0lotZ & & dll 0F &LICH Queue-map2
ONU_QOS_MODEOI M ‘queue-map’ HE H E 0|25t ONU_QMAP_MODEZ M &5t

M SHLICH.

g &9 2c
onu-qos ONU Service Profile &8 2= 814 Config-pon
queue-map MAP_NAME queue-map X4 REZ2 HA Config-pon-
(c501a| c501b | c501g | c504a | c504b | onugos
hybridonu | hybridonu2 | 0g-3500ec)

Queueconfig upstream <1-4> Upstream Link 0l Queue &% Config-pon-
<0-240> <2-240> ... oltqos-gmap
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Queueconfig downstream <1-2> <0-120> | Downstream Port 0l Queue &t & Config-pon-
<2-120> ... oltqos-gmap
Map-end queue-map T4 22 & AP 2E2 AEHO] Config-pon-
HHOIE YA U map S MEE X oltqos-gmap
Rz Md = gaf 0l HHOE =-otH &<
L=z MEGHOF BLICEH)
Show pon queue-map onu (MAP_NAME | ONU queue-map List £3| £= S& queue-map | enable
) AN EHE X3

23.3.2.21. ONU Class-map 2| &4

OLT Class-map2 OLT Class-mapt 20| PacketES &7 0oltJ| 28t Rule2 & &6t= Map2 LILCt. O
Map2 Policy-map0il M Classification Rule 2t Filtering Rule2] =212 2 AtE & LILC}. (Rulel
2824 = OLT Class-mapdt s 26tH 2 24240 et &H 2 OLT Class-map= & 1 & LICL)
ONU_QOS_MODE| Af ‘class-map’ Z & 0{Z 0|25t ONU_CMAP_MODEZ X 25t0 A 8HLIC},

AN a9 2c
onu-qos ONU Service Profile 24 22 Y Config-pon
class-map MAP_NAME Class-map &4 22 HH Config-pon-
onugos
(no |) classrule FIELD LOOKUP_VALUE | Class-map 0il &t J§2| Rule =t & AHR| Config-pon-
OPERATOR - FIELD, LOOKUP_VALUE, OPERATOR onugos-cmap
a2 Ofeh =
Map-end Class-map &t 22 & &2 2E2 MEH0| Config-pon-
YEHE LGN Z2H map 2 MA X onuqos-cmap
HeOZ MY S A0l HHUHE LHEGHH &
2E=2 MEGHOF BLICE)
Show pon class-map onu (MAP_NAME | ONU Class-map List 23| &= S3& Class-map enable

) AN B E X3

23.3.2.22. ONU Policy-map 2 &4
ONU Policy-map= ONU Link2| Packet Classification Rule 2 Packet Filtering Rule S22
T4 ELICH ONU_QOS_MODE Al ‘policy-map’ 2 & 0{Z 0/ 2504 ONU_PMAP_MODEZ

Hetot] e gLt

g 493 =
onu-qos ONU Service Profile &4 22 B Config-pon
policy-map MAP_NAME Policy-map =4 D=2 HH Config-pon-
(c501a | c501b | ¢501g | c504a | onugos
¢504b | hybridonu | hybridonu2 | og-

3500ec)

(No |) filtering through upstream <1- | ONU Upstream User Port 0il X =418t Packet 0fl CHall | Config-pon-
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2> <1-4> <0-9> <1-7> class-map Destination 2 X| & o= Classification Rule 2 & & onuqos-pmap
CLASS_MAP L= AR

- <1-2>: Ingress User Port Number

- <1-4> : Egress Link Number

- <0-9> : Egress Upstream Queue Number
- <1-7> : Priority

- CLASS_MAP : ONU Class-map Name
(No |) filtering through downstream | ONU Downstream EPON Port 0fl Al 4=418t Packet 0ff | Config-pon-

<1-2> <0-16> <1-7> class-map CH 3l Destination £ XI& 5= Classification Rule 2 onugos-pmap
CLASS_MAP AR = ALY

- <1-2> : Egress User Port Number

- <0-16> : Egress queue number

- <1-7>: Priority

- CLASS_MAP : ONU Class-map Name

(no |) filtering discard onu port ONU Upstream User Port 0l A =418t Packet £ Config-pon-
upstream <1-2> <1-7> class-map Discard 5} Filtering Rule 2 & & L& AHK| onuqos-pmap
CLASS_MAP - <1-2>: Ingress User Port Number

- <1-7> : Priority of the rule
- CLASS_MAP : ONU Class-map Name
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&0 &9 2
(no |) filtering dicard onu port ONU Downstream EPON Port 0fl Al 4=418t Packet £ | Config-pon-
downstream <1-7> class-map Discard o} = Filtering Rule £ & & L& AHH| onuqos-pmap
CLASS_MAP - <1-7>: Priority
- CLASS_MAP : ONU Class-map Name
(no |) filtering discard link OLT Upstream Link Ofl Al 2=418t Packet 2 Config-pon-
<1-4><0-7>class-map CLASS_MAP | pjiscard 5= Filtering Rule S & & £ = AR onuqos-pmap

- <1-4>: ONU Link Number

- <0-7> : Priority of the Rule

- CLASS_MAP : ONU Class-map Name

Map-end Policy-map =4 2t2 L A9 D=2 M&H5iH, Ol Config-pon-
A

HHUE YN U2 map 2 MHLX ¥222 | onuqos-pmap

Show pon policy-map onu ONU Policy-map List 3| £&= S& Policy-map A Al | Enable
(MAP_NAME |) e X3

23.3.2.23. ONU Sla-map & &4
ONU Sla-map& ONU Link2| SLA &# & ! Packet Classification Rule & Packet Filtering Rule S22
24 & LICH ONU_QOS MODEOIA ‘policy-map’ @& E 0/ 235+0{ ONU_PMAP_MODEZ

S Etotod o gLt

" 49 2c
onu-qos ONU Service Profile 4 2E2 HY Config-pon
sla-map MAP_NAME Sla-map 44 4 Config-pon
up <0-1000000> <256-1000000> - Upstream minimum bandwidth

down <0-1000000> <256-1000000> - Upstream maximum bandwidth

- Downstream minimum bandwidth
- Downstream maximum bandwidth

sla-map MAP_NAME Sla-map &4 2= HY Config-pon-
onuqos

Sla control <1-4> (upstream | ONU Link 2| Upstream/Downstream SLA & & Config-pon-

downstream) (maximum | minimum) | - Link Index : 1~4 onugos-smap

< 256 -1000000> <1-256> <4-32> - Maximum Bandwidth (Kbps)

- Minimum Guaranteed Bandwidth(Kbps)
- Max burst size(KB)

Sla priority <1-4> (upstream | ONU Link 2| Upstream/Downstream SLA priority & & | Config-pon-

downstream) <0-2> - minimum bandwidth priority onugos-smap

<0-3> - maximum bandwidth priority

Map-end sla-map &4 22 L &P BEZ MEG6HH, 0] Config-pon-
[e]

OIS 25K LOP map 2 M T X OO | ONUGos-smap
|
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32768>

. S— -
& 2Hoi OF &FLICH.

Show pon sla-map onu ONU sla-map List X3| £= S sla-map &AM & Enable

(MAP_NAME |) X3

23.3.2.24. ONU Bridge-map 2| &4

ONU Bridge-map2 ONU User Port2| Bride 2t&1 & & 2 Link2l Bridge Mode & &, 12| 1) Link2

Ol 2E3HE 28t Key Exchange Timer & & S2 L& &LICT

ONU_QOS_MODEOI Al ‘bridge-map’ @& 0 E 0| &5t ONU_BMAP_MODEZ & &6t(

&~ Bl L.

HAEN 49 2E

onu-gos ONU Service Profile 4 2= H& Config-pon

bridge-map aa mac-limit MAC_LIMIT | Bridge-map 244 Config-pon

bridge-map MAP_NAME Bridge-map &4 R =2 HA Config-pon-
onugos

Bridgeconfig <1-2> <0-64> <0- ONU User Port 0l MAC Limit & & Config-pon-

- <1-2> : ONU User Port Number onugos-bmap

- <0-64> : automatic learning entry limit
- <0-32768> : learned entry age limit
2 HNsSH=E =

Bridgemode <1-4> (simple-bridge |
shared-vlan | transparent-vlan |
priority-simple-bridge | priority-
shared-vlan | transparent-priority-
shared-vlan) <0-4095>

Config-pon-
onugos-bmap

ONU Link 2! Bridging Mode & &
- <1-4>: ONU Link Number

- Bridging Mode

- <0-4095> : mac tabe entry limit
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Key exchange timer <1-4> ONU Link 2| 253} Al Key Exchange Timer gt & & Config-pon-
<0-65535> - <1-4>: ONU Link Number onugos-bmap
<0-65535> : Timeout Value(&H<l : X),
0 or 60~65535

Map-end Bridge-map N 2AZ LAY Config-pon-

onugos-bmap

Show pon bridge-map onu ONU Bridge-map List =3 &= S& Bridge-map & Al enable
(MAP_NAME |) Y x5

& & Its St Bridging Mode= Ot 2t 20| 6 SF 0/, 2 Modell Upstream/Downstream Bridging Action=
OtcH 2t 2 &LICH(Bridge ModeZ 2 VLAN 2t A& 2 ‘Link0ll VLAN & &’ &t =2 & 10 8fLICt)

Simple Bridge

Upstream

Source MAC 01 =gl A

Bridging Action

Unicast Learn SA
Forward
Multicast Forward
Broadcast Forward
Downstream
VLAN Tag Destination MAC 0 E&| A Bridging Action
No Learned Forward to Link
No Unlearned Flood on broadcast channel
Yes N/A Drop

Shared VLAN

Upstream

Source MAC {E¢l|A Bridging Action

Unicast Learn SA
Add provisioned tag
Forward

Multicast Forward

Broadcast Forward
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Downstream

Destination MAC O] Eg&|A

Bridging Action

Learned Strip Tag
Forward to Link(based on L2 DA + VID)
Unlearned Strip Tag

Broadcast o VLAN(based on VID only)

Transparent VLAN

Upstream

VLAN Tag Present

Bridging Action

Yes Forward without modification(based on VID only)
No Forward without modification(based on VID only)
Downstream

Bridging Action

Forward without modification(based on VID only)

Priority Simple Bridged

Upstream
Source MAC 01 =84 Bridging Action
Unicast Learn SA
Forward
Multicast Forward
Broadcast Forward
Downstream
VLAN Tag | Destination MAC HEdIA Priority Bridging Action
No Learned Within Provisioned Forward to Link
Priority Range
Outside Provisioned Drop
Priority Range
No Unlearned Don’t Care Flood on broadcast channel
Yes N/A N/A Drop
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Priority Shared VLAN

Upstream

VLAN Tag Present Bridging Action

Yes Strip Tag
Add Provisioned Tag(VID + Upstream CoS)
Forward

No Add Provisioned Tag

Forward

Downstream(Switch on ToS)

ToS in Range Tx-Non-ToS-Frame L2 DA Learned Bridging Action
Yes N/A Yes Strip Tag
Forward(based on DA + VID + ToS)
No Strip Tag
Broadcast on VLAN(based on VID + ToS)
No Yes Yes Strip Tag
Forward(based on DA + VID)
No Strip Tag
Broadcast on VLAN(based on VID)
No N/A Drop

Downstream(Switch on CoS)

CoSin Range Tx-Non-ToS-Frame L2 DA Learned Bridging Action
Yes N/A Yes Strip Tag
Forward(DA + VID + CoS)
No Strip Tag
Broadcast on VLAN(VID + CoS)
No N/A N/A Drop

Transparent Priority Shared VLAN

Upstream

VLAN Tag Present Bridging Action

Yes Strip Tag
Add Provisioned Tag(VID + Upstream CoS)
Forward

No Add Provisioned Tag
Forward
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Downstream(Switch on ToS)
ToSin Range Tx-Non-ToS-Frame L2 DA Learned Bridging Action
Yes N/A Yes Forward(based on DA + VID + ToS)
No Broadcast on VLAN(based on VID + ToS)
No Yes Yes Forward(based on DA + VID)
No Broadcast on VLAN(based on VID)
No N/A Drop

Downstream(Switch on CoS)

CoSin Range Tx-Non-ToS-Frame L2 DA Learned Bridging Action

Yes N/A Yes Forward(DA + VID + CoS)
No Broadcast on VLAN(VID + CoS)
No N/A N/A Drop

23.3.2.25. ONU Igmp-map 9| &4
ONU Igmp-map2 ONUZ2| IGMP Snooping &1 &&= L& & LICt. ONU_QOS_MODEON A ‘igmp-
map’ & 012 0/25+0{ ONU_IMAP_MODEZ & 8510 XA &tL| L},

HHA &3 ==

onu-qos

ONU Service Profile &4 2=2 HA

Config-pon

igmp-map MAP_NAME

Ilgmp-map && LEZ HH

Config-pon-onuqos

lgmp snooping onu <1-16> <0-
6>

ONU IGMP Snooping Parameter & &
- <1-16> : robustness count
- <0-6> : last member query count

Config-pon-onugos-
imap

Igmp snooping port <1-2> <0-
32> <0-10>

ONU User Port 0ll Snooping & &
- <1-2>: ONU User Port Number

<0-32> : Number of IGMP groups
(0 : snooping disabled)

<0-10> : relative queue for downstream classification

Config-pon-onugos-
imap

Map-end

Q
3
<
3
Q
©
J2
o 0X
o
fu
N
0
40
0
M
HU
P
o

Config-pon-onugos-
imap

Show pon igmp-map olt
(MAP_NAME |)

OLT Igmp-map List £3| £= S& Igmp-map & Al

pSE= £§I

S

enable

23.3.2.26. Link 0il VLAN &%
0l 2 Link0l &&=l Bridge Mode(il (2t VLAN 281 8 & 5l=
ONU Bridge-map2l & 0lM &= &tdtet 20| Bridge Mode= 6

A3 BH 0= Oteh et ZSLIC

S0l CHoll VLAN
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Link Bridge 2 VLAN &3 HE 0
Simple Bridge N/A
Shared VLAN Viantag
Transparent VLAN Vlantag
Priority Simple Bridged Priority-vlan
Priority Shared VLAN Priority-vlan
Transparent Priority Shared VLAN Priority-vlan
Hdao a9 E=
(no |) vlantag IF_NAME <1-4> Shared VLAN, Transparent VLAN Mode & & < Config-pon
<1-4093> Link 0fl VLAN tag 2 & &

- IF_NAME : ONU 2/ E{HI 0| A Name
- <1-4>: ONU Link Number
- <1-4093> : Network VLAN Tag

(no |) priority-vlan IF_NAME <1-4> <1- Priority VLAN Mode & & < Link 0l Priority VLAN S Config-pon
4093> <0-7> (cos | tos) A
<0-7> <0-7> (on |off) _IF_NAME : ONU ©/E{ 0] A Name
- <1-4> : ONU Link Number
- <1-4093> : Network VLAN ID
<0-7> : Upstream CoS(Priority VLAN Group 0l
It = 2 Linkes S8 gtz 83610t

— LT co=2a
SrLICH)
- (cos | tos) : Priority Selector
- <0-7> : Minimum Priority Value
- <0-7> : Maximum Priority Value
- (on | off) : Transmit Non-ToS Frame

Show pon vlan-for-link IF_NAME <1-4> | Link 0ff & & &l VLAN X 3| Enable
Show pon links-for-vlan IF_NAME <1- OLT 0l E& VLAN 22 & & & Link List X3 Enable
4093>

Show pon priority-vlan IF_NAME <1-4> | Link 0il & X &l Priority VLAN X 3| Enable

23.3.2.27. ONU Port 0l Advanced Rule §£
ONUZ| Lookup Engine0ll & &l= Rules FIt £
= {18t Packet® VLAN tagE 21 & 6t LE, CoSE
Jleote @800l 28 %= Rulell Priority 8t2 O
[ =3

AtHIctHE S LICH Ol RuleS 222 M

HEot= JlsE =& 5= USLICH 0l Z20lA

NU Policy-map0il M & & St Classification
RuleOl Lt Filtering Rule2| Priority gt 2| 282t 22 &= E JtELICL
FEO &9 =
(no |) filtering (add-tag | add-tag-fwd | ONU Upstream User Port 0l A ==&18t Packet = Class- Config-pon
| cir-add-tag | clr-add-tag-fwd | clr- | map 2 240il 2= Packet 0fl CH5H0{ VLAN tag = &1
del-tag | clr-del-tag-fwd | clr-replace- | _ add-tag : Add VLAN tag
tag | clr-replace-tag-fwd | del-tag | - clr-add-tag : Clear Add Tag
del-tag-fwd | replace-tag | replace-
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tag-fwd) onu port upstream - clr-del-tag : Clear Delete Tag
IF_NAME <1-2> <0-15> class-map - clr-replace-tag : Clear Replace Tag
CLASS_MAP - del-tag : Delete Tag

- replace-tag : Replace Tag

- IF_NAME : ONU 2/ & HI 0| A Name

- <1-2>: ONU User Port Number

- <0-15> : Priority of the rule

- CLASS_MAP : ONU Class-map Name

(no |) filtering (add-tag | add-tag-fwd | ONU Downstream EPON Port 0l Al =418t Packet = Config-pon
| clr-add-tag | clr-add-tag-fwd | cIr- | Class-map Z 240/ 2= Packet 0fl CH5t0{ VLAN tag £
del-tag | clr-del-tag-fwd | clr-replace- | gy

tag | clr-replace-tag-fwd | del-tag | -
del-tag-fwd | replace-tag | replace-
tag-fwd) onu port downstream
IF_NAME <0-15> class-map

- add-tag : Add VLAN tag

- clr-add-tag : Clear Add Tag

- clr-del-tag : Clear Delete Tag

- clr-replace-tag : Clear Replace Tag

CLASS_MAP - del-tag : Delete Tag
- replace-tag : Replace Tag
- IF_NAME : ONU 2/ & HI 0] A Name
- <0-15> : Priority of the rule
- CLASS_MAP : ONU Class-map Name
(no |) filtering (set-vid-and-add-tag | | ONU Upstream User Port 0l A =418t Packet = Class- Config-pon
set-vid-and-add-tag-fwd | replace- | map Z240i| = Packet 0fl CH510{ VLAN ID £ & F
tag-and-set-vid | replace-tag-and- - set-vid-and-add-tag : Set VID ; Add Tag

set-vid-fwd) onu port upstream replace-tag-and-set-vid : Replace Tag;
IF_NAME <1-2> <0-15> SetVID

<0-4093> class-map CLASS_MAP | = NAME : ONU ©/E{ 0l A Name
- <1-2>: ONU User Port Number

- <0-15> : Priority of the rule
- CLASS_MAP : ONU Class-map Name

U9200 Series User Guide 425




_PON

solutlon

s
(A=)
HAEN &9 2
(no |) filtering (set-vid-and-add-tag | | ONU Dowstream EPON Port 0fl K| =418t Packet = Class- | Config-pon
set-vid-and-add-tag-fwd | replace- | map Z240i| = Packet 0l C5t0{ VLAN ID £ & F
tag-a.nd-set-vid | replace-tag-and- - set-vid-and-add-tag : Set VID ; Add Tag
set-vid-fwd) onu port downstream | onjace-tag-and-set-vid : Replace Tag ;
IF_NAME <0-15> <0-4093> class- Set VID
map CLASS_MAP - IF_NAME : ONU 2! E{ Tl 0| A Name
- <0-15> : Priority of the rule
- CLASS_MAP : ONU Class-map Name
(no |) filtering (set-cos| set-cos-fwd) | ONU Upstream User Port 0l A =418t Packet & Class- Config-pon
onu port upstream IF_NAME <1-2> | map Z 210l 9= Packet 0fl (5104 CoS 242 A&
<0-15> -<1-2>:ONU 2IE HI 0| A Name
<0-7> class-map CLASS_MAP - <0-15> : Priority of the rule
- <0-7>: CoS Value
- CLASS_MAP : ONU Class-map Name
(no |) filtering(set-cos| set-cos-fwd) | ONU Downstream EPON Port 0fl A 2= 418t Packet = Config-pon
onu port downstream IF_NAME Class-map %210l 2= Packet 0fl CH5t04 CoS 242 & A
<0-15> <0-7> class-map - <0-15> : Priority of the rule
CLASS_MAP - <0-7>: CoS Value
- CLASS_MAP : ONU Class-map Name
(no |) filtering (copy-field-to-cos | ONU Upstream User Port 0il Xl #=413t Packet & Class- Config-pon
copy-field-to-cos-fwd | copy-field- | map X 210il 9= Packet 0fl CH5+04 CoS gtS &3
to-vid | copy-field-to-vid-fwd) onu -<1-2>: ONU QI E{ T 0] A Name
port upstream IF_NAME <1-2> - <0-15> : Priority of the rule
<0-15>class-map CLASS_MAP - CLASS_MAP : ONU Class-map Name
(no |) filtering (copy-field-to-cos | ONU Downstream EPON Port 0l Al =418t Packet = Config-pon
copy-field-to-cos-fwd | copy-field- Class-map Z=21 0fl %= Packet 0fl CHGH0! CoS 22 &F
to-vid | copy-field-to-vid-fwd) onu - <0-15> : Priority of the rule
port downstream IF_NAME - CLASS_MAP : ONU Class-map Name
<0-15> class-map CLASS_MAP
Show pon filtering rules onu port ONU Upstream User Port 0l & & =l Rule 3| Enable
upstream IF_NAME <1-2>
Show pon filtering rules onu port | ONU Downstream EPON Port 0fl & & & Rule X3! Enable

downstream IF_NAME
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23.4. ONT Switch &3

Ol ZoIAlE
23.4.1. VLAN €3

Ol 20l M= ONT Switch VLAN & &

EPON ONT Switch configuration & & &8

Ol CHol A & HE

2HO0l CHo A & ZELICH

LICk

EEL ag Qc
vlan-database vlan-database 2 =2 X EHLIC} (vian Ao
subs_mode

U MRE T BE

— 4 —

(no) vlan <2-4093> IF_NAME

MZZ VLAN S 8 d/AHHIELICH.

subs_vlan_mode

switchport mode (access | trunk)

e ZEE

(access | truck) 2= 2 8 &L

IF_NAME Ct subs_mode
switchport access vlan <1-4093> _ _
P Access LEZ VLAN M H 2 &% 5L} subs_mode
IF_NAME
no switchport access vlan IF_NAME Access ZEE VLAN BHOIA HAZLICH | subs_mode
switchport trunk (add | remove) <2- o o =
EE S| gfLICt
403> IF. NAME Trunk X2 VLAN 22 8 &/MHELICEH | subs_mode
switchport trunk native <2-4093> . Pp—
IF_NAME trunk port native VLAN [ Ct subs_mode
no switchport trunk native IF_NAME trunk port native VLAN S &X 2 &M &L
subs_mode
Ct.
show subscriber vian IF_NAME MHEQIVLAN &% MEHE X3/ 8L Privileged
show subscriber interface switchport . TE xo reg— .
IF_NAME Bridg /gLt Privileged
23.4.2. L2 Common configuration 2 & &
o 24 0f S0 2
auto-negotiation (on | off) IF_NAME auto negotiation J|sS & & & LICt. subs_mode
duplex (full-duplex | half-duplex) =1ch .
= g 8F&LILL
IF NAME ol & port 0l duplex £ & | Ct subs_mode
speed (10 | 100) IF_NAME ol & port 0fl speed E & & &FLICH subs_mode
(no) flowcontrol IF_NAME ol & port 0fl flow control 2 & &/all X
_ subs_mode
erLICh.
mac-limit <1-16> IF_NAME ol & port Ol mac limit & & & & LICt. subs_mode
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no mac-limit IF_NAME oil S port Off mac-limit 2 SH Al & LICt. subs_mode
mac-clear IF_NAME mac learning table £ At Ml & LICtH. subs_mode
(no) shutdown IF_NAME port 2| admin &EHE A& & LIC subs_mode
bridge spanning-tree (enable | disable) e =
E L3 gfLICt
IF NAME STP E & &/oi Al | Ct subs_mode
bridge ageing-time <10-1000000> MAC Learning & 2 2| Aging time 2 &
IF_NAME — subs_mode
- ZELICH
no bridge ageing-time IF_NAME MAC Learning & &£ 2| Aging time S ol
_ subs_mode
Xkl Ct
bridge forward-time <4-30>IF_NAME | Forwarding delay time € & & &fL|C}. subs_mode
no bridge forward-time IF_NAME Forwarding delay time £ ol Ml & LIC}t. subs_mode
bridge hello-time <1-10> IF_NAME BPDU Hello message interval 2 & & &
subs_mode
LICH. -
no bridge hello-time IF_NAME BPDU Hello message interval S oll Ml &
subs_mode
LICH -
bridge max-age <6-40> IF_NAME Root bridge & & £ </t Maximum aging
. _ subs_mode
time & & & & LICH
no bridge max-age IF_NAME Maximum aging time £ off Ml & LICt. subs_mode
bridge priority <0-61440> IF_NAME Bridge priority & & 8 & LIC}. subs_mode
23.4.3. L2 Common configuration 2 X£3|
HHO 49 ec
show subscriber auto-negotiation ° o % ==t .
= LI
IF_NAME ONT Port 2| Auto-negotiation & L2l & LICt Privileged
show subscriber flowcontrol IF_NAME flow control &8 & A 3| &LICtH Privileged
show subscriber bridge IF_NAME Bridge 2| &2 & X 3| &LICt. Privileged
show subscriber interface IF_NAME OIHHOIA A BEE X3|&HLIC Privileged
show subscriber mac-limit IF_NAME ONT 2] MAC Mgt &&= X358l Privileged
show subscriber port-state IF_NAME M TEO AEHZ X35|8L|C}. Privileged
show subscriber spanning-tree IF_NAME | spanning-tree 2| AtE{S X 3| & L|C} Privileged
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23.4.4. IGMP configuration 2| &8 & X3

HAN &9 SI=
(no) ip igmp snooping IF_NAME IGMP Snooping JIsS &4 3HH 24358 L
subs_mode
Ct.
ip igmp snooping maxgroup <10-35> IGMP Snooping multicast max group
IF_NAME S EH | CH subs_mode
=2o g .
ip igmp snooping robustness-count IGMP Snooping It 2t0lH = 0 d
X _ subs_mode
<0-12>IF_NAME Robustmess Count £ Xl & & LICt. -

ip igmp snooping last-member-query-

2tA2 S X3 &L
count <0-12> IF_NAME query #l ICy subs_mode
show subscriber ip igmp snooping - P —— .
IF_NAME port & IGMP snooping & X 3| &LIC}H Privileged
show subscriber ip igmp groups - .
s S stLI L.

IF NAME IGMP groups 2 X 3|&tLICt Privileged
23.4.5. QOS configuration & &3
23.45.1. class-map 2| &3
o 24 0f S0 2
class-map MAP_NAME class-map &4 2= X EHLICH subs_mode

0s mapping-type (cos | tos _ - = _
a pping-type (cos | tos | ZEE FM =35 SSELILL subs_class_mode
diffserv) port <1-5>
no gos mapping-type port <1-5> LEE HM st== of M LICH subs_class_mode
qos map cos <0-7> queue <0-3> CoS Profile &t =2 SE8&LIC. subs_class_mode
qos map tos <0-7> queue <0-3> ToS mapping &ts2 SS§&LILCL subs_class_mode

os map diffserv <0-63> queue <0- . _ _
g> P a DSCP mapping &S SS&LICHL subs_class_mode
no class-map CLASS_NAME ol & class-map S AHHIEFLICH. subs_mode
23.4.5.2. policy-map & &%

HIAA &9 oc

policy-map MAP_NAME policy-map && S =2 & &FL|C}. subs_mode

gos wrr queue-config <1-55> <1-55> . = i XSt .

<1665 <1-E5> scheduling Queue E & | Ct subs_policy_mode
gos scheduling (spq | wrr) QOS scheduler £ & & &LICH. subs_policy_mode
port <1-5> rate-limit (ingressj| E 4 ingress/egress Rate-Limit 2 & & _

egress) <64-125000> sUCH subs_policy_mode
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no port <1-5> rate-limit (ingress|
egress)

ingress/egress Rate-Limit & & & 2 o Al

gfLICh.

subs_policy_mode

gos cos-remap (enable | disable)

CoS remapping 2 & &/l I & LICt.

subs_policy_mode

user-priority-regen-table user-
priority <0-7> regenerated-user-
priority <0-7>

COS remarking 2 & & &tLICH

subs_policy_mode

port <1-5> user-priority <0-7>

H
Im
g

802.1p L& =9

W
iz
0
o9
c
o

subs_policy_mode

port <1-5> storm-control (broadcast
| dif-multicast)

LI E 9| Storm control J|lsS A& &L

subs_policy_mode

port <1-5> storm-control kbps
<1000-125000>

I E O] storm control rate & & &L

subs_policy_mode

no port <1-5> storm-control
(broadcast | dIf-multicast)

IZ E 9| Storm control J| =S ol Ml & LILCh.

subs_policy_mode

no policy-map POLICY_NAME ol & policy-map S AHMIEHLICH. subs_mode
23.4.5.3.  profile configuration 2| &3

AN S0 oc
service-policy CLASS_NAME NS ZEO| profile 2 = 8HLICH.

POLICY_NAME IF_NAME subs_mode

430

U9200 Series User Guide

*



PON

solutlon

23.4.5.4.  QOS configuration 2 X£3|

o120 &9 HIE
show subscriber rate-limit IF_NAME ONT 9 [HHE = Ngt &NES X35|EHLICY. Privileged
show subscriber qos scheduling QoS scheduling & EiE Z=3| &LICH Privileged
IF_NAME
show subscriber qos IF_NAME QoS mapping A EHE X 3| & LICH. Privileged
(diffserv-map| cos-map| tos-map)
show subscriber user-priority user priority & & AEHES X3 &LICH Privileged
interface IF_NAME
show subscriber user-priority-regen- user priority re-generation table A Ef £ X Privileged
table interface IF_NAME 55| C
show subscriber gos mapping-type port 2 QoS mapping type S X3/ & LICH Privileged
interface IF_NAME
show subscriber storm-control storm-control & 82 X3|&L|C}. Privileged
IF_NAME
show subscriber class-map Class-map & & &&= X2l &LIC Privileged
(CLASS_MAP )
show subscriber policy-map QOS M XM Z X3|8HLICH. Privileged
(POLICY_MAP )
show subscriber service-policy QOS A M Mg AMENE X3 &LICH Privileged
IF_NAME
23.4.6. Z22E =& ONU A= shutdown
Z2E 2202 ONTE 2= ot ol E ONTE A& shutdown A9 = JIsS.
Z22= 2202 ONTE &= ot &= shutdown Al = DA

1) Opticfail 0| 2 &tH PIUJI SCU 2 S&. SCU = “LDSHUTDOWN Active”

2) SCU= S== ONT = 28 Jt= ONT € #0t &
m;

3) 2= A2 H
MRS X 5t AAZ shutdown
4) SCU £ PIU Z 2 & optic fail i Ml &S E E+2 ™ “LDSHUTDOWN Clear” event
g2
U9200 Series User Guide 431




	목차
	표 목차
	그림 목차
	1. 서문
	1.1. 개요
	1.2. 적용 규칙
	1.3. 관련 문서

	2. 스위치 시작하기
	2.1. 편집 및 도움말 기능
	2.1.1. 명령어 문법의 이해
	2.1.2. 명령어 문법 도움말(Command Syntax Helper)
	2.1.3. 단축 명령어 입력
	2.1.4. 명령어 심볼
	2.1.5. 명령어 라인 편집 키 및 도움말

	2.2. 스위치 명령어 모드
	2.3. U9200 Series 스위치 가동
	2.4. 사용자 인터페이스
	2.4.1. 콘솔 연결
	2.4.2. Telnet 연결
	2.4.3. SNMP Network Manager를 통한 연결

	2.5. 계정 관리 및 인증
	2.5.1. 사용자 추가 및 삭제
	2.5.1.1. 사용자 추가 및 삭제

	2.5.2. 패스워드 설정
	2.5.2.1. Privileged 모드 패스워드 설정
	2.5.2.2. 패스워드 encryption 설정

	2.5.3. 인증 방법 설정
	2.5.4. 스위치에 login시 인증 방법 설정
	2.5.4.1. 사용자 인증 설정

	2.5.5. privileged mode 진입시 인증 방법 설정
	2.5.5.1. privileged mode 사용자 인증 설정

	2.5.6. 권한 부여
	2.5.6.1. 사용자 권한 부여
	사용자 권한 부여 설정

	2.5.6.2. 명령어 권한 허가
	명령어 권한 허가 설정


	2.5.7. 계정 관리
	2.5.7.1. 세션 관리
	세션 관리 설정

	2.5.7.2. 명령어 관리
	명령어 관리 설정


	2.5.8. 인증 서버 설정

	2.6. Hostname 설정
	2.7. SNMP(Simple Network Management Protocol)
	2.7.1. SNMP Community 설정
	2.7.2. SNMP Trap 설정
	2.7.3. SNMP 패킷의 출발지 IP 설정
	2.7.4. SNMP Trap enterprise - oid 설정
	2.7.5. 시스템 담당자 설정
	2.7.6. 시스템 구축 위치 설정

	2.8. ACL(Access Control List)
	2.8.1. 액세스 리스트 생성 규칙
	2.8.2. 표준 IP 액세스 리스트 설정
	2.8.2.1. 모든 액세스 허용
	2.8.2.2. 모든 액세스 거부
	2.8.2.3. 특정 호스트에서의 액세스만 허용
	2.8.2.4. 특정 네트워크에서의 액세스만 허용
	2.8.2.5. 특정 네트워크에서의 액세스만 거부

	2.8.3. Telnet 연결에 액세스 리스트 설정

	2.9. NTP 설정
	2.9.1. NTP 개요
	2.9.2. NTP client mode 설정
	2.9.3. NTP Server mode 설정
	2.9.4. NTP time zone 설정
	2.9.5. NTP summer time 설정
	2.9.6. NTP 기타 명령어
	2.9.7. NTP 설정 예제


	3. 인터페이스 환경 설정
	3.1. 개요
	3.2. 공통 명령어
	3.2.1. Interface name
	3.2.2. Interface id
	3.2.3. Interface 모드 프롬프트
	3.2.4. Description 명령어

	3.3. 인터페이스 정보 및 상태 조회
	3.3.1. show interface 명령어
	3.3.2. show port status 명령어
	3.3.3. show switchport 명령어

	3.4. 물리적 포트 환경 설정
	3.4.1. Shutdown
	3.4.2. Block
	3.4.3. Speed an duplex
	3.4.4. Media Type

	3.5. Storm Control
	3.6. Port mirroring
	3.7. 2계층 인터페이스 환경 설정
	3.7.1. VLAN Trunking
	3.7.2. 2계층 인터페이스 모드
	3.7.3. 2계층 인터페이스 기본 설정 값
	3.7.4. 2계층 인터페이스 설정/해제
	3.7.5. Trunk port 설정
	3.7.6. Access port 설정

	3.8. Port group
	3.8.1. Port group 개요
	3.8.2. Port group configuration

	3.9. MAC Filtering
	3.9.1. MAC Filtering 개요
	3.9.2. MAC Filtering 설정

	3.10. CPU Load에 따른  MAC Filtering
	3.10.1. CPU Load에 따른 MAC Filtering 개요
	3.10.2. CPU Load에 따른 MAC Filtering설정

	3.11. Switching Database Manager
	3.11.1. SDM 개요
	3.11.2. SDM 설정

	3.12. Traffic-control
	3.12.1. Traffic-control 개요
	3.12.2. Traffic-control 설정

	3.13. 포트 버퍼 설정
	3.14. LLCF (Link Loss Carry Forward)

	4. 가상 랜(VLAN)
	4.1. VLAN 개관
	4.1.1. VLAN 정의
	4.1.2. VLAN의 장점

	4.2. VLAN의 유형
	4.2.1. 포트 기반 VLAN(Port-Based VLANs)
	4.2.1.1. 포트 기반 VLAN으로 스위치 묶기

	4.2.2. 태그 VLAN(Tagged VLANs)
	4.2.2.1. 태그 VLAN의 사용(Uses of Tagged VLANs)
	4.2.2.2. VLAN 태그의 할당(Assigning a VLAN Tag)

	4.2.3. 포트 기반 VLAN과 태그 VLAN의 혼합

	4.3. VLAN 구성
	4.3.1. VLAN ID
	4.3.2. Default VLAN
	4.3.3. Native VLAN

	4.4. VLAN 설정
	4.4.1. VLAN 설정 명령

	4.5. VLAN 설정 예제
	4.6. VLAN 설정 정보 확인
	4.7.  802.1QinQ
	4.8. Private Edge VLAN
	4.9. 비정상적 MAC 차단기능

	5. IP 환경 설정
	5.1. 개요
	5.2. 네트워크 인터페이스에 IP 주소 할당
	5.3. ARP(Address Resolution Protocol)
	5.4. Static Routes 설정
	5.5. IP 설정 예제

	6. DHCP
	6.1. DHCP Server 기능 및 설정
	6.1.1. DHCP Server 기능 개요
	6.1.1.1. DHCP Server의 Address 할당 방법
	6.1.1.2. U9200 Series 스위치를 DHCP Server로 사용
	6.1.1.3. U9200 Series 스위치를 DHCP relay agent로 사용
	6.1.1.4. DHCP Server의 장점

	6.1.2. DHCP Address Pool
	6.1.3. DHCP Network Pool 설정
	6.1.3.1. DHCP Network Pool 이름 설정 및 DHCP 설정 모드 진입
	6.1.3.2. DHCP 서브넷 및 Network 마스크 설정
	6.1.3.3. Network Pool에서 할당 할 IP Address 범위 설정
	6.1.3.4. DHCP Server 부트 파일 설정
	6.1.3.5. Client를 위한 기본 라우터 설정
	6.1.3.6. Client를 위한 DNS IP Server 설정
	6.1.3.7. Client를 위한 도메인 이름 설정
	6.1.3.8. 네크워크 Pool을 위한 그룹 설정
	6.1.3.9. Address 임대 기간 설정
	6.1.3.10. Client를 위한 NetBios WINS IP Server 설정
	6.1.3.11. Client를 위한 NetBIOS 노드 타입 설정

	6.1.4. DHCP Host Pool 설정
	6.1.4.1. DHCP Host Pool 이름 설정 및 DHCP 설정 모드 진입
	6.1.4.2. DHCP 수동 바인딩을 위한 Client 설정

	6.1.5. 기타 Global 명령어
	6.1.6. Premier DHCP Server 기능 활성화

	6.2. DHCP Relay 기능 및 설정
	6.2.1. DHCP Relay 기능 개요
	6.2.2. Premier DHCP relay 기능 활성화
	6.2.3. DHCP relay agent에서 서버 설정
	6.2.4. DHCP relay information option(OPTION82) 설정
	6.2.4.1. DHCP relay information option 기능의 활성화
	6.2.4.2.  Relay information option 재중계 정책 설정

	6.2.5. DHCP Smart Relay 설정
	6.2.6. DHCP Relay Verify MAC-Address 설정
	6.2.7. DHCP relay server-id-relay 설정

	6.3. DHCP Snooping 기능
	6.3.1. DHCP Snooping 기능 개요
	6.3.1.1. Trust and Untrust Source
	6.3.1.2. DHCP Snooping Binding Database
	6.3.1.3. Packet Validation
	6.3.1.4. Packet Rate-limit

	6.3.2. DHCP Snooping 기능의 활성화
	6.3.3. DHCP Snooping Vlan 설정
	6.3.4. DHCP Snooping information option(OPTION82) 설정
	6.3.4.1. DHCP Snooping information option 기능의 활성화
	6.3.4.2.  DHCP Snooping information option 재중계 정책 설정

	6.3.5. DHCP Snooping Trust Port 설정
	6.3.6. DHCP Snooping max-entry 설정
	6.3.7. DHCP Snooping Entry Time 설정
	6.3.8. DHCP Snooping Rate-Limit 설정
	6.3.9. DHCP Snooping Verify MAC-Address 설정
	6.3.10. DHCP Snooping Manual Binding 설정

	6.4. DHCP Server 모니터링 및 관리
	6.4.1. DHCP Server Pool 정보 조회
	6.4.2. DHCP Server 바인딩 정보 조회
	6.4.3. DHCP Server 통계 정보 조회
	6.4.4. DHCP Server 충돌 정보 조회
	6.4.5. DHCP Server 변수 초기화 명령어
	6.4.6. DHCP Server 디버그 명령어

	6.5. DHCP relay 모니터링 및 관리
	6.6. DHCP Snooping 모니터링 및 관리
	6.7. DHCP 설정 예제
	6.7.1. DHCP Network Pool 설정 예제
	6.7.2. DHCP Host Pool 설정 예제
	6.7.3. DHCP Server 모니터링 및 관리 예제
	6.7.4. DHCP Relay Agent 설정


	7. RIP
	7.1. Information about RIP
	7.2. How to Configure RIP
	7.2.1. Enabling RIP
	7.2.2. Allowing Unicast updates for RIP
	7.2.3. Passive interface
	7.2.4. Applying Offsets to Routing metrics
	7.2.5. Adjusting Timers
	7.2.6. Specifying a RIP Version
	7.2.7. Applying Distance
	7.2.8. Enabling Split Horizon

	7.3. Configuration Examples for RIP
	7.3.1. RIP 구성
	7.3.2.  Offset-list 설정
	7.3.3.  Passive-interface 설정


	8. OSPF
	8.1. OSPF 개요
	8.1.1.  Link-state Database
	8.1.2.  Areas
	8.1.3. AREA 0
	8.1.4. Stub areas
	8.1.5. Virtual links
	8.1.6.  Route Redistribution

	8.2.  OSPF 설정
	8.2.1. OSPF interface parameters
	8.2.2. Different Physical Networks
	8.2.3. OSPF Area parameters
	8.2.4. OSPF NSSA
	8.2.5. OSPF Area Route summarization
	8.2.6. Redistributed Routes의 Route Summarization
	8.2.7. Virtual Links
	8.2.8. Generating a Default Route
	8.2.9. Default metric
	8.2.10. OSPF administrative Distance
	8.2.11. Passive interface
	8.2.12. Route Calculation Timers
	8.2.13. Logging Neighbors Going Up/Down
	8.2.14. Blocking LSA Flooding
	8.2.15. Ignoring MOSPF LSA Packets
	8.2.16. Monitoring and Maintaining OSPF


	9. BGP
	9.1. BGP  개요
	9.2. BGP 설정
	9.1.1. BGP 프로토콜의 활성화
	9.2.1.   Neighbor 설정
	9.2.2.  BGP 필터링 기능
	9.2.2.1.  Route Filtering
	9.2.2.2. Path Filtering
	9.2.2.3. Community Filtering
	9.2.2.4.  BGP Attribute 설정
	9.2.2.5. As_path Attribute
	9.2.2.6. Origin Attribute
	9.2.2.7. BGP Nexthop Attribute
	9.2.2.8. BGP Nexthop (Multiple access networks)
	9.2.2.9. BGP Nexthop (NBMA)
	9.2.2.10. Next-hop-self
	9.2.2.11. Local Preference Attribute
	9.2.2.12.  Metric Attribute
	9.2.2.13. Community Attribute
	9.2.2.14. Weight Attribute

	9.1.2.   Routing Policy 변경
	9.1.3.  BGP Peer Groups
	9.1.4. BGP Multipath
	9.1.5. BGP graceful-restart
	9.1.6. BGP default-metric
	9.1.7. BGP redistribute-internal
	9.1.8. BGP Password encryption
	9.1.9. BGP disable-adj-out
	9.1.10. Use of set as-path prepend Command

	9.3.  Route Flap Dampening

	10. IGMP Snooping
	10.1. IGMP Snooping 개요
	10.2. IGMP Snooping 설정
	10.2.1. Enable IGMP Snooping on a VLAN
	10.2.2. Configure IGMP Snooping Functionality
	10.2.2.1. IGMP Report-Suppression
	10.2.2.2. IGMP Fast-Leave
	10.2.2.3. IGMP Mrouter-Port
	10.2.2.4. IGMP Access-Group
	10.2.2.5. IGMP Group-Limit


	10.3. Display System and Network Statistics

	11. IP 멀티캐스트 라우팅
	11.1. IP 멀티캐스트 라우팅 개요
	11.2. IGMP 개요
	11.3. PIM-SM 개요
	11.4.  IP 멀티캐스트 라우팅 설정
	11.4.1. Enable IP 멀티캐스트 라우팅
	11.4.2. Enable IGMP-TRAP on an interface
	11.4.3. Enable PIM on an interface
	11.4.4. Enable IGMP on an interface
	11.4.5. Configure IGMP Functionality
	11.4.5.1. IGMP Access Group
	11.4.5.2. IGMP filter-receive-query
	11.4.5.3. IGMP Query Transmit Interval
	11.4.5.4. IGMP Leave Timeout
	11.4.5.5. IGMP Member checking interval
	11.4.5.6. IGMP Querier Timeout
	11.4.5.7. IGMP Maximum Query Response Time
	11.4.5.8. IGMP query-based-port



	12. 시스템 및 통계 모니터링
	12.1. 상태 모니터링
	12.2. 시스템 임계치 설정
	12.2.1. 온도 설정
	12.2.2. Cpu usage 설정
	12.2.3. Memory Usage 설정
	12.2.4. Application memory 사용 display

	12.3. 포트 통계
	12.4. RMON (Remote MONitoring)
	12.4.1. RMON 개요
	12.4.2. RMON의 Alarm과 Event 그룹 설정.

	12.5. Logging
	12.5.1. 시스템 로그 메시지 내용
	12.5.2. 디폴트 Logging 설정 값.
	12.5.3. Logging 설정 예

	12.6. sFlow
	12.6.1. sFlow agent
	12.6.2. sFlow collector
	12.6.2.1. sflowtool 설정
	12.6.2.2. sFlowTrend 설정

	12.6.3. sFlow Network 구성
	12.6.3.1. sFlow sampling 시험



	13. STP(Spanning Tree Protocol)
	13.1. Understanding Spanning-Tree Features
	13.1.1. STP Overview
	13.1.2. Bridge Protocol Data Units
	13.1.3. Election of Root Switch
	13.1.4. Bridge ID, Switch Priority, and Extended System ID
	13.1.5. Spanning-Tree Timers
	13.1.6. Creating the Spanning-Tree Topology
	13.1.7. Spanning-Tree Interface States

	13.2. Understanding RSTP
	13.2.1. RSTP Overview
	13.2.2. Port Roles and the Active Topology
	13.2.3. Rapid Convergence
	13.2.4. Bridge Protocol Data Unit Format and Processing

	13.3. Understanding MSTP
	13.3.1. MST 영역
	13.3.2. IST, CST 및 CIST

	13.4. Configuring Spanning-Tree Features
	13.4.1. Default STP Configuration
	13.4.2. STP Configuration Guidelines
	13.4.3. Enabling STP
	13.4.4. Enable STP in not default Bridge
	13.4.5. Configuring the Port Priority
	13.4.6. Configuring the Path Cost
	13.4.7. Configuring the Switch Priority of a VLAN
	13.4.8.  Configuring the Hello Time
	13.4.9. Configuring the Forwarding-Delay Time for a VLAN
	13.4.10. Configuring the Maximum-Aging Time for a VLAN
	13.4.11. Changing the Max-hops for switch
	13.4.12. Changing the Spanning-Tree mode for switch
	13.4.13. Configuring portfast for switch
	13.4.14. Changing transmit-holdcount for switch
	13.4.15. Changing Cisco-interoperability for switch
	13.4.16. Configuring autoedge for port
	13.4.17. Configuring the Port as Edge Port
	13.4.18. Specifying the Link Type to Ensure Rapid Transitions
	13.4.19. Configuring force-version for port
	13.4.20. Configuring root guard for port
	13.4.21. Configuring hello-time for port
	13.4.22. Configuring portfast for port
	13.4.23. Configuring transmit-holdcount for port
	13.4.24. Configuring restricted-role for port
	13.4.25. Configuring restricted-tcn for port

	13.5. Configuring MSTP Features
	13.5.1. Instance 생성 및 VLAN연결
	13.5.2. instance and port configuration
	13.5.3. Setting region and revision number for MST
	13.5.4. Pathcost for MSTP

	13.6. Displaying the Spanning-Tree Status
	13.7. Configuring Bridge MAC Forwarding
	13.8. Self-loop Detection
	13.8.1. Understanding Self-loop Detection
	13.8.2. Configuring Self-loop Detection
	13.8.2.1. Enabling Self-loop Detection
	13.8.2.2.  Changing The Service Status of Port
	13.8.2.3. Disabling Self-loop Detection

	13.8.3.  Displaying Self-loop Status


	14. BFD
	14.1. Understanding BFD
	14.1.1. BFD Operation
	14.1.2. Benefits of using BFD for Failure Detection
	14.1.3. BFD Session Type
	14.1.4. BFD Version Interoperability

	14.2. BFD Restrictions
	14.3. Default BFD Configuration
	14.4. Configuring BFD
	14.4.1. Configuring BFD session parameters on the interface
	14.4.2. Configuring multi-hop BFD session parameters
	14.4.3. Configuring BFD support for BGP
	14.4.4. Configuring BFD support for OSPF
	14.4.5. Configuring BFD support for Static routing
	14.4.6. Configuring Passive Mode on the Interface
	14.4.7. Configuring BFD Echo Mode
	14.4.8. Configuring BFD slow timer
	14.4.9. Displaying BFD information

	14.5. BFD Configuration Samples
	14.5.1. Sample One: Configuring BFD in an OSPF Network
	14.5.2. Sample Two: Configuring BFD in an BGP Network
	14.5.3. Sample Three: Configuring BFD for static routing


	15. LACP
	15.1. Understanding Link Aggregation Control Protocol
	15.1.1. LACP Modes
	15.1.2. LACP Parameters

	15.2. Configuring 802.3ad Link Aggregation Control Protocol
	15.2.1. Specifying the System Priority
	15.2.2. Specifying the Port Priority
	15.2.3. Specifying an Administrative Key Value
	15.2.4. Specifying the Timeout Value
	15.2.5. Changing the LACP Mode
	15.2.6. Clearing LACP Statistics

	15.3. Displaying 802.3ad Statistics and Status

	16. IP-OPTION
	16.1. IP OPTOIN 개요
	16.2.  IP OPTOIN 명령어

	17. VRRP
	17.1. Information About VRRP
	17.1.1. VRRP Operation
	17.1.2. VRRP Benefits
	17.1.3. Multiple Virtual Rouer Support
	17.1.4. VRRP Router Priority and Preemption
	17.1.5. VRRP Advetisements
	17.1.6. VRRP Object Tracking

	17.2. How to Configure VRRP
	17.2.1. Enabling VRRP
	17.2.2. Disabling VRRP on an Interface
	17.2.3. Configuring VRRP Object Tracking

	17.3. Configuration Examples for VRRP
	17.3.1. Configuring VRRP: Example
	17.3.2. VRRP Object Tracking: Example
	17.3.3. VRRP Object Tracking Verification: Example
	17.3.4. Disabling a VRRP Group on an Interface: Example


	18. Setting Time and Calendar
	18.1. Understanding Time Sources
	18.1.1. Network Time Protocol
	18.1.2. Hardware Clock

	18.2. Configuring NTP
	18.2.1. Configuring Poll-Based NTP Associations
	18.2.2. Configuring NTP Authentication
	18.2.3. Configuring the Source IP Address for NTP Packets
	18.2.4. Configuring the System as an Authoritative NTP Server
	18.2.5. Updating the Hardware Clock

	18.3. Configuring Time and Date Manually
	18.3.1. Configuring the Time Zone
	18.3.2. Configuring Summer Time (Daylight Savings Time)
	18.3.3. Manually Setting the Software Clock

	18.4. Using the Hardware Clock
	18.4.1. Setting the Hardware Clock
	18.4.2. Setting the Software Clock from the Hardware Clock
	18.4.3. Setting the Hardware Clock from the Software Clock

	18.5. Monitoring Time and Calendar Services
	18.6. Configuration Examples
	18.6.1. Clock, Calendar, and NTP Configuration Examples


	19. Dynamic ARP Inspection
	19.1. Understanding DAI
	19.1.1. Understanding ARP
	19.1.2. Understanding ARP Spoofing Attacks
	19.1.3. Understanding DAI and ARP Spoofing Attacks
	19.1.4. Interface Trust States and Network Security
	19.1.5. Rate Limiting of ARP Packets
	19.1.6. Relative Priority of ARP ACLs and DHCP Snooping Entries
	19.1.7. Logging of Dropped Packets

	19.2. Default DAI Configuration
	19.3. DAI Configuration Guidelines and Restrictions
	19.4. Configuring DAI
	19.4.1. Enabling DAI on VLANs
	19.4.2. Configuring the DAI Interface Trust State
	19.4.3. Applying ARP ACLs for DAI Filtering
	19.4.4. Configuring ARP Packet Rate Limiting
	19.4.5. Enabling DAI Error-Disabled Recovery
	19.4.6. Enabling Additional Validation
	19.4.7. Configuring DAI Logging
	19.4.8. DAI Logging Overview
	19.4.9. Configuring the DAI Logging Buffer Size
	19.4.10. Configuring the DAI Logging System Messages
	19.4.11. Configuring the DAI Log Filtering
	19.4.12. Displaying DAI Information

	19.5. DAI Configuration Samples
	19.5.1. Sample: Interoperate with DHCP Relay


	20. QoS 및 ACL
	20.1. QOS
	20.1.1. 전역 설정
	20.1.2. TX Scheduling 설정
	20.1.3. Port trust 모드
	20.1.4. DSCP 변환 map 설정
	20.1.4.1. DSCP to queue 설정
	20.1.4.2. DSCP to COS설정
	20.1.4.3. DSCP to DSCP 설정

	20.1.5. COS 변환 map 설정
	20.1.5.1. COS  to queue 설정
	20.1.5.2. COS to DSCP설정
	20.1.5.3. COS to COS 설정


	20.2. ACL 설정
	20.2.1. Standard IP ACL
	20.2.2. Extended IP ACL
	20.2.3. MAC ACL
	20.2.4. ACL 의 인터페이스 적용

	20.3. Service-policy 설정
	20.3.1. Class-map
	20.3.2. Policy-map
	20.3.3. Service-policy

	20.4. COPP
	20.4.1. Service-policy on COPP
	20.4.2. Rate-limit on COPP


	21. Utilities
	21.1. 개 요
	21.2. 상태 dump 명령
	21.2.1. 명령어

	21.3. Command history 기능
	21.4. Output Post Processing
	21.4.1. output post processing 개요
	21.4.2. output post processing 예제

	21.5.  DDM (Digital Diagnostic Monitoring)
	21.5.1. GBIC DDM Monitoring


	22. 환경설정 저장 및 소프트웨어 업그레이드
	22.1. 파일 시스템
	22.2. Image/Configuration/BSP Down/Up Load
	22.2.1. FTP를 통한 Down/Up Load
	22.2.2. TFTP를 통한 Down/Up Load

	22.3.  Configuration 파일 관리
	22.3.1. Configuration 파일 저장
	22.3.2. Configuration 파일 삭제

	22.4.  Boot Mode 설정 및 시스템 재시동
	22.4.1. Boot Mode 설정
	22.4.2. 시스템 재시동


	23. GE-PON  설정
	23.1. GE-PON 개요
	23.2. OLT 관리
	23.2.1. PON OLT, PORT, ONU/ONT의 상태 설정/조회
	23.2.2. ONT의 등록 및 조회
	23.2.3. ONU 등록 모드 설정/조회 및 해제
	23.2.4. ONU/ONT의 정보 변경 및 삭제
	23.2.5. ONT의 등록 및 조회
	23.2.6. ONU/ONT의 정보 변경 및 삭제

	23.3. PON 환경 설정
	23.3.1. PON OLT 환경 설정
	23.3.1.1. OLT Service Profile의 작성 및 적용
	23.3.1.2. OLT Policy-map의 작성
	23.3.1.3. OLT Bridge-map의 작성

	23.3.2. PON ONU 환경 설정
	23.3.2.1. ONU service-map의 생성 조회 및 삭제
	23.3.2.2. ONU default service-map의 생성/조회 및 삭제
	23.3.2.3. ONU default service-policy의 설정 및 조회
	23.3.2.4. ONU service-policy의 설정/조회 및 삭제
	23.3.2.5. ONU Queue-map의 작성 및 삭제
	23.3.2.6. ONU Class-map의 작성 및 삭제
	23.3.2.7. ONU Policy-map의 작성 및 삭제
	23.3.2.8. ONU SLA-Map 작성 및 삭제
	23.3.2.9. ONU Bridge-map의 작성 및 삭제
	23.3.2.10. Simple Bridge
	23.3.2.11. Shared VLAN
	23.3.2.12. Transparent VLAN
	23.3.2.13. Priority Simple Bridged
	23.3.2.14. Priority Shared VLAN
	23.3.2.15. Transparent Priority Shared VLAN
	23.3.2.16. ONU Igmp-map의 작성 및 삭제
	23.3.2.17. Link에 VLAN 설정
	23.3.2.18. ONU Port에 Advanced Rule 설정
	23.3.2.19. ONU Service Profile의 작성 및 적용
	23.3.2.20. ONU Queue-map의 작성
	23.3.2.21. ONU Class-map의 작성
	23.3.2.22. ONU Policy-map의 작성
	23.3.2.23. ONU Sla-map의 작성
	23.3.2.24. ONU Bridge-map의 작성
	Simple Bridge
	Shared VLAN
	Transparent VLAN
	Priority Simple Bridged
	Priority Shared VLAN
	Transparent Priority Shared VLAN

	23.3.2.25. ONU Igmp-map의 작성
	23.3.2.26. Link에 VLAN 설정
	23.3.2.27. ONU Port에 Advanced Rule 설정


	23.4. ONT Switch 설정
	23.4.1. VLAN 설정
	23.4.2. L2 Common configuration의 설정
	23.4.3. L2 Common configuration의 조회
	23.4.4. IGMP configuration의 설정 및 조회
	23.4.5. QOS configuration의 설정
	23.4.5.1. class-map의 설정
	23.4.5.2. policy-map의 설정
	23.4.5.3. profile configuration의 설정
	23.4.5.4. QOS configuration의 조회

	23.4.6. 광모듈 불량 ONU 자동 shutdown



